
Statement by Submitter 

I, Jeremy Jean, of 51, boulevard de la Tour-Maubourg, 75700 Pari 07 SP France, do hereby 
declare that the cryptosystem, reference implementation, or optimized implementations that I have 
submitted, known as SKINNY-AEAD and SKINNY-Hash, is my own original work, or if submitted 
jointly with others, is the original work of the joint submitters. 

I further declare that ( check at least one of the following): 

D I do not hold and do not intend to hold any patent or patent application with a claim which 
may cover the cryptosystem, reference implementation, or optimized implementations that 
I have submitted, known as SKINNY-AEAD and SKINNY-Hash; 

D to the best of my knowledge, the practice of the cryptosystem, reference implementation, or 
optimized implementations that I have submitted, known as SKINNY-AEAD and SKINNY-Hashi 
may be covered by the following U.S. and/or foreign patents: US7949129, US8321675; 

D I do hereby declare that, to the best of my knowledge, the following pending U.S. and/or 
foreign patent applications may cover the practice of my submitted cryptosystem, reference 
implementation or optimized implementations: none. 

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the 
public for review and will be evaluated by NIST, and that it might not be selected for standard­
ization by NIST. I further acknowledge that I will not receive financial or other compensation 
from the U.S. Government for my submission. I certify that, to the best of my knowledge, I 
have fully disclosed all patents and patent applications which may cover my cryptosystem, refer­
ence implementation or optimized implementations. I also acknowledge and agree that the U.S. 
Government may, during the public review and the evaluation process, and, if my submitted cryp­
tosystem is selected for standardization, during the lifetime of the standard, modify my submitted 
cryptosystems specifications (e.g., to protect against a newly discovered vulnerability). 

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish 
the draft standards for public comment I do hereby agree to provide the statements required by 
Sections 2.4.2 and 2.4.3, below, for any patent or patent application identified to cover the practice 
of my cryptosystem, reference implementation or optimized implementations and the right to use 
such implementations for the purposes of the public review and evaluation process. 

I acknowledge that, during the lightweight crypto evaluation process, NIST may remove my 
cryptosystem from consideration for standardization. If my cryptosystem ( or the derived cryp­
tosystem) is removed from consideration for standardization or withdrawn from consideration by 
all submitter(s) and owner(s), I understand that rights granted and assurances made under Sec­
tions 2.4.1, 2.4.2 and 2.4.3, including use rights of the reference and optimized implementations, 
may be withdrawn by the submitter(s) and owner ), as appropriate. 

' ) 

~r--.JSigned: ....) ~J 
Title: l)r 

Date: rs \\CMck tlo/9 

Place: ~ S, f AGlM CJl 



Statement by Reference/Optimized/Additional Implemen­
tations Owner(s) 

I, Jeremy Jean, of 51, boulevard de la Tour-Maubourg, 75700 Paris 07 SP, France, am the owner 
or authorized representative of the owner Jeremy Jean of the submitted reference implementation, 
optimized and additional implementations and hereby grant the U.S. Government and any inter­
ested party the right to reproduce, prepare derivative works based upon, distribute copies of, and 
display such implementations for the purposes of the lightweight cryptography public review and 
evaluation process, and implementation if the corresponding cryptosystem is selected for stan­
dardization and as a standard, notwithstanding that the implementations may be copyrighted or 
copyrightable. 

' ~ 

Signed: T~J -v;AtJ~ 
Title: 'or. 

Date: I:, nev..c~ .2011 
Place: _S?CLMS 

I hCLMQ__ 



Statement by Submitter 

I, Siang rdeng Sim, of 21 Nanyang Link, Singapore 637371, do hereby declare that the cryptosys­
tern, reference implementation, or optimized implementations that I have submitted, known as 
SKINNY-AEAD and SKINNY-Hash, is my own original work, or if submitted jointly with others, is the 
original work of the joint submitters. I further declare that (check at least one of the following) : 

JI clo not hold and do not intend to hold any patent or patent application with a claim which 
rnily cover the crypto::;ystern, reference implementation, or optimized implementations that 
I l1ave submitted, known as SKINNY-AEAD and SKINNY-Hash· 

Q Lo the best of my knowledge, the practice of the cryptosystern, reference implementation, or 
optimized implcrncntations that I have submitted, knmvn as SKINNY-AEAD and SKINNY-Hash, 
may be covered by the following U.S. and/or foreign patents : u.s.~teid: :Z q~q, 12-9, 

C,($. rAte"'t 8, gz 1) 67S. 

J I clo lwrcby declare IJmt, l;o the best of my knowledge, the followi11g pcucliug U.S. awl/m 
foreign patent applications may cover the practice of my submitted cryptosystcm, reference 
implementation or optimized implementations: none. 

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the public 
Cor review and will be evaluated by NIST, and that it might not be selected for standardization by 
NIST. I l"nrtlicr acknowledge that I will not receive financial or other compensation from the U.S. 
Government for my submission. I certify that, to the best of my knowledge, I have fully disclosed 
all patents and patent applications which may cover my cryptosystem, reference implementation 
or optimized implementations. I also acknowledge and agree that the U.S. Government may, 
during t.he public review and the evaluation process, and, if my submitted cryptosystem is selected 
for sl.anclardi:;,;ation, during the lifetime of the stanclarcl, modify my submitted cryptosyst.erns 
spccificat ions (e.g., to protect against a newly discovered vulnerability). 

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish 
I.lie clraf'i st.amlanls Cm public c01nr11cut. I do hereby agree to provide the statements required by 
SccLions 2.4.2 and 2.tl.3, below, for any patent. or patent application identified to cover the practice 
of my cryptosystem, reference implementation or optimized implementations and the right to use 
such implementations for the purposes of the public review and evaluation process. 

I acknowledge that, during the lightweight crypto evaluation process, NIST may remove my 
nypl.osystc111 frnrn c:ousidcration for stall( la.rdi:;,;c1tion. If rny cryptosystcm (or the derived cryp-
1.osysl cm) is removed from consideration for sta.nda.rdi:;,;ation or withdrawn from consideration by 
c111 subm ittc:r(s) and owner(s), I understand that rights granted and assurances made under Sec­
tions 2. 1.1, '.2.11.2 and 2.4 .3, including use rights of the reference and optimized implementations, 
may he withdrawn by the subrnitter(s) and owner(s), as appropriate. 

Sig11ed+ 

Title: Dr'. 

Dal;e: 25 Feb 2-0l 1 
PI11cc: 5; llj''f t,f'f._1 <;. iUc.rof'e_ 



Statement by Reference/Optimized/Additional Implemen­
tations Owner(s) 

I, Siang Meng Sim, of 21 Nanyang Link, Singapore 637371, am the owner or c.ut,hortl6e~~-1-
rc:, nl-tt!ti-\· . · h . \:\t-H i:... of the submitted reference implementation, optimized and additional 
implementations and hereby grant the U.S. Government and any interested party the right to 
reproduce, prepare derivative works based upon, distribute copies of, and display such implemen­
tations for the purpos8s of the lightweight cryptography public review and evaluation process, 
and impl ementation if the corresponding cryptosystem is selected for standardization and as a 
sl andard, notwithstanding that the implementations may be copyrighted or copyrightable. 

Signed: + 

Title: Dr, 

Date: 2..S- fe..b U>t4 



Statement by Submitter 
l<o bl 

I, Stefan ~' of Strandvejen 141a, 2900 Hellerup, Denmark, do hereby declare that the cryptosys­
tem, refer nee impl mentation, or optimized implementations that I have submitted, known as SKINNY-AEAD 
and SKINNY-Hash v.1.0, is my own original work, or if submitted jointly with others, is the original work 
of the joint submitters. I further declare that (check at least one of the following): 

IZI I do not hold and do not intend to hold any patent or patent application with a claim which may cover 
the cryptosystem, reference implementation, or optimized implementations that I have submitted, 
known as SKINNY-AEAD and SKINNY-Hash v.1.0; 

IZI to the best of my knowledge, the practice of the cryptosystem, reference implementation, or optimized 
implementations that I have submitted, known as SKINNY-AEAD and SKINNY-Hash v.1.0, may be 
covered by the following U.S. and/or foreign patents: US7949129, US8321675; 

D I do hereby declare that, to the best of my knowledge, the following pending U.S. and/or foreign 
patent applications may cover the practice of my submitted cryptosystem, reference implementation 
or optimized implementations: "none". 

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the public for 
review and will be evaluated by NIST, and that it might not be selected for standardization by NIST. I 
further acknowledge that I will not receive financial or other compensation from the U.S. Government for 
my submission. I certify that, to the best of my knowledge, I have fully disclosed all patents and patent 
applications which may cover my cryptosystem, reference implementation or optimized implementations. 
I also acknowledge and agree that the U.S. Government may, during the public review and the evaluation 
process, and, if my submitted cryptosystem is selected for standardization, during the lifetime of the standard, 
modify my submitted cryptosystems specifications (e.g., to protect against a newly discovered vulnerability). 

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the draft 
standards for public comment I do hereby agree to provide the statements required by Sections 2.4.2 and 2.4.3, 
below, for any patent or patent application identified to cover the practice of my cryptosystem, reference 
implementation or optimized implementations and the right to use such implementations for the purposes 
of the public review and evaluation process. 

I acknowledge that, during the lightweight crypto evaluation process, NIST may remove my cryptosys­
tem from consideration for standardization. If my cryptosystem ( or the derived cryptosystem) is removed 
from consideration for standardization or withdrawn from consideration by all submitter(s) and owner(s), 
I understand that rights granted and assurances made under Sections 2.4.1, 2.4.2 and 2.4.3, including use 
rights of the reference and optimized implementations, may be withdrawn by the submitter(s) and owner(s), 
as appropriate. 

Signed: UfJ·~ 
Title: 

Date: I) II. 07 2. 01 't 

Place: /~ (I {{ ~ vvp Do, ~or' kI 



Statement by Reference/Optimized/Additional Implementations Owner(~ 
kciLIL 

I, Stefan Klel, of Strandvej,}b iJi4la, 2900 Hellerup, Denmark am the owner or authorized repre-
sentative of the owner Stefan faQ' of the submitted reference implementation optimized and additional 
implementations and hereby grant the U.S. Government and any interested party the right to reproduce, pre­
pare derivative works based upon, distribute copies of, and display such implementations for the purposes of 
the lightweight cryptography public review and evaluation process, and implementation if the corresponding 
cryptosystem is selected for standardization and as a standard, notwithstanding that the implementations 
may be copyrighted or copyrightable. 

Signed: ~ 1£ 
Title: 

Date: .IJ II. 0).1.o-1 ~ 

Place: ~<.ll<2.vv~/ D('lt\'\Qvk 



Statement by Submitter 

I, Gregor Leander, of Ruhr-University Bochum, Univcrsitaetsstr. 150, D-44801 Bochum. Germany. do hereby 
declare that the cryptosystem, reference implementation, or optimized implementations that I have submit­
ted, known as SKINNY-AEAD and SKINNY-Hash v.1.0, is my own original work, or if submitted jointly with 
others, is the original work of the joint submitters. I further declare that ( check at least one of the following): 

!ZJ I do not hold and do not intend to hold any patent or patent application with a claim which may cover 
the cryptosystcm, reference implementation, or optimized implementations that I have submitted, 
known as SKINNY-AEAD and SKINNY-Hash v.1.0; 

!ZI to the best of my knowledge, the practice of the cryptosystem, reference implementation, or optimized 
implementations that I have submitted, known as SKINNY-AEAD and SKINNY-Hash v.1.0, may be 
covered by the following U.S. and/or foreign patents: US7949129. US8321675; 

D I do hereby declare that, to the best of my knowledge, the following pending U.S. and/or foreign 
patent applications may cover the practice of my submitted cryptosystem, reference implementation 
or optimized implementations: "none". 

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the public for 
review and will be evaluated by NIST, and that it might not be selected for standardization by NIST. I 
further acknowledge that I will not receive financial or other compensation from the U.S. Government. for 
my submission. I certify that, to the best of my knowledge, I have fully disclosed all patents and patent 
applications which may cover my cryptosystem, reference implementation or optimized implementations. 
I also acknowledge and agree that the U.S. Government may, during the public review and the evaluation 
process, and, if my submitted cryptosystem is selected for standardization, during the lifetime of the standard, 
modify my submitted cryptosys1.ems specifications (e.g., to protect against a newly discovered vulnerabili1y). 

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the draft 
standards for public comment I do hereby agree to provide the statements required by Sections 2.4.2 and 2.4.3 , 
below, for any patent or patent. application idPn1.ified Lo cover the practice of my cryptosystem, referencP 
implementation or optimized implementations and the right to use such implementations for the purposes 
of the public review and evaluation process. 

I acknowledge that, during the lightweight crypto evaluation process, NIST may remove my cryptosys­
tem from consideration for standardization. If my cryptosystem (or the derived cryptosystem) is removed 
from consideration for standardization or withdrawn from consideration by all submittcr(s) and owncr(s), 
I understand that rights granted and assurances made under Sections 2.4.1, 2.4.2 and 2.4.3, including use 
rights of the reference and optimized implementations, may be withdrawn by the submitter(s) and owncr(s), 
as appropriate. 

Signed: 
r 
' ~F\...~\::Jf 

\ 

l~.?.5\Y)c\e. ! 

Title: f'i)~ .Y 
DaL •: S -~ ,-lJ \~ 

Place: \~ r<'\ 



Statement by Reference/Optimized/Additional Implementations Owner(s) 

I, Gregor Leander, of Ruhr-University Bochum, Universitaetsstr. 150, D-44801 Bochum. Germany. am the 
owner or authorized representative of the owner Gregor Leander of the submitted reference implementa­
tion, optimized and additional implementations and hereby grant the U.S. Government and any interested 
party the right to reproduce, prepare derivative works based upon, distribute copies of, and display such 
implementations for the purposes of the lightweight cryptography public review and evaluation process, 
and implementation if the corresponding cryptosystem is selected for standardization and as a standard, 
notwithstanding that the implementations may be copyrighted or copyrightable. 

(
Signed: Gi.~~o'~~ 
Title: ~(o~ _ , 

Date: S ~. \~ 
Place: i(L~ 



Statement by Submitter 

I, Amir Moradi, of Ruhr-University Bochum, Universitaetsstr. 150, D-44801 Bochum, Germany, do hereby 
declare that the cryptosystem, reference implementation, or optimized implementations that I have submit­
ted, known as SKINNY-AEAD and SKINNY-Hash v.1.0, is my own original work, or if submitted jointly with 
others, is the original work of the joint submitters. I further declare that ( check at least one of the following): 

0 I do not hold and do not intend to hold any patent or patent application with a claim which may cover 
the cryptosystem, reference implementation, or optimized implementations that I have submitted, 
known as SKINNY-AEAD and SKINNY-Hash v.1.0; ....... 

0 to the best of my knowledge, the practice of the cryptosystem, reference implementation, or optimized 
implementations that I have submitted, known as SKINNY-AEAD and SKINNY-Hash v.1.0, may be 
covered by the following U.S. and/or foreign patents: US7949129 . US8321675; 

D I do hereby declare that, to the best of my knowledge, the following pending U.S. and/or foreign 
patent applications may cover the practice of my submitted cryptosystem, reference implementation 
or optimized implementations: "none". 

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the public for 
review and will be evaluated by NIST, and that it might not be selected fo r standardization by NIST. I 
further acknowledge that. I will not receive financial or other compensation from the U.S. Government for 
my submission. I certify that, to the best of my knowledge, I have fully disclosed all patents and patent 
applications which may cover my cryptosystem, reference implementation or optimized implementations. 
I also acknowledge and agree that the U.S. Government may, during the public review and the evaluation 
process, and, if my submitted cryptosystern is selected for standardization, during the lifetime of the standard, 
modify my snbmitted crypt osyst.ems specifications ( e.g., to protect against a newly discovered vnlnera bility). 

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the draft 
standards for public comment I do hereby agree to provide the statements required by Sections 2.4.2 and 2.4.3, 
below, for any patent. or patent. application identified to cover the practice ol' my cryptosystem, reference 
implementation or optimized implementations and the right to use such implementations for the purposes 
of the public review and evaluation process. 

I acknowledge that, during the lightweight crypto evaluation process, NIST may remove my cryptosys­
tern from consideration for standardization. If my cryptosystem (or the derived cryptosystem) is removed 
from consideration for standardization or withdrawn from consideration by all submittcr(s) and owner(s), 
I understand that rights granted and assurances made under Sections 2.4.1, 2.4.2 and 2.4.3, including use 
rights of the reference and optimized implementations, may be withdrawn by the submitter(s) and owner(s), 
as appropriate . 

,4m,·,,Allo~, .
Signed: 

Title: or. 
Date: o5'. o3. 'ZJJlt!f 
Place: 8od;v1,; ~,?1</,1':J-



Statement by Reference/Optimized/Additional Implementations Owner(s) 

I, Amir Moradi, of Ruhr-University Bochum, Universitaetsstr. 150, D-44801 Bochum, Germany, am the owner 
or authorized representative of the owner Amir Moradi of the submitted reference implementation, optimized 
and additional implementations and hereby grant the U.S. Government and any interested party the right 
to reproduce, prepare derivative works based upon, distribute copies of, and display such implementations 
for the purposes of the lightweight cryptography public review and evaluation process, and implementation 
if the corresponding cryptosystem is selected for standardization and as a standard, notwithstanding that 
the implementations may be copyrighted or copyrightable. 

Signed: A/J'/,Y /fo,J,. 
Title: or. 
Date: oS. oJ.'2.ol 1 
Place: 

!5M~~VI'~ 

http:oJ.'2.ol


Statement by Submitter 

I, ChristofBeierle, of 6 Avenue de la Fonte, 4364 Esch-sur-Alzette, Luxembourg, do hereby declare 
that the cryptosystern, reference implementation, or optimized implementations that T have submitted, 
known 35 SKINNY-AEAD and SKINNY-Hash v.1.0, is my own original work, or if submitted jointly with others, 
is the original work of the joint snbmitters. I further declare that ( check al least one of the following): · 

Ill I do not hold and do not intend to hold any patent or patent application with a claim which may cover 
the cryptosystem, reference implementation, or optimized implementations that I have submitted, 
known as SKINNY-AEAD and SKINNY-Hash v.1.0; 

Ill to the best of my knowledge, the practice of the cryptosystern, reference implementation, or optimized 
implementations that I have submitted, known 35 SKINNY-AEAD and SKINNY-Hash v.1.0, may be 
covered by the following U.S. and/or foreign patents: US7949129, US8321675; 1 

0 I do hereby declare that, to the best of my knowledge, the following pending U.S. and/or foreign 
patent applications may cover the practice of my submitted cryptosystern, reference implementation 
or optimized implementations: "none". 

I do hereby acknowledge and agree that my submitted cryplosystem will be provided to the public for 
review and will be evaluated by NTST, and that it might not be selected for standardization by XTST. T 
further acknowledge that I will not receive financial or other compensation from the U.S. Government for 
my snbmission. I certify that, to the best of my knowledge, I have fully disclosed all patents and patent 
applications which may cover my cryptosystem, reference implementation or optimized implementations. 
I also acknowledge and agree that the U.S. Government may, during the public review and the evaluation 
process, and, if my submitted cryptosystem is selected for standardization, during the lifetime of the standard, 
modify my submitted cryptosysterns specifications (e .g., to protect against a newly discovered vulnerability). 

/ I acknowledge that :'\IST will announce any selected cryptosystem(s) and proceed to publish the draft 
standards for public comment I do hereby agree to provide the statements required by Sections 2.4.2 and 2.1.3, 
below, for any patent or patent application identified to cover the practice of my cryptosystern, reference 
implementation or optimized implementations and the right to use such implementations for the purposes 
of the public review and evaluation process. 

I acknowledge that , during the lightweight crypto evaluation process, NIST may remove my cryptosys­
tem from consideration for standardization. If my cryptosystem (or the derived cryptosystem) is removed 
from consideration for standardization or withdrawn from consideration by all subrnitter(s) and owner(s), 
I understand that rights granted and assurances made under Sections 2.4.1, 2.4.2 and 2.4.3, including use 
rights of the reference and optimized implementations, may be withdrawn by the submitter(s) and owner(s), 

as appropriate. r_ /./? / 
Signed: (_/~ .k:., c s,:..-r:e-

Title: Or . 
Date: I sI }'fo-ire,l, zO I 9 
Place: EsA,-r ..... .r _ 1j( )~~le , Lu-xe_..,lci"-ird 

1 We note that since SKINXY-AEAD uses a mode that presents similarities with the generic 8CB3 framework, it is unclear 
if patents relative to OCB (such as United States Patent No. 7,949,129; United States Patent No.8,321,675) apply to our 
proposal. 



Statement by Reference/Optimized/Additional Implementations Owner(s) 

I, Christof Beierle, of 6 Avenue de la Fonte, 4364 Esch-sur-Alzette, Luxembourg, am the owner 
or authorized representative of the owner Christof Beierle of the submitted reference implementation, 
optimized and additional implementations and hereby grant the U.S. Government and any interested party 
the right to reproduce, prepare derivative works based upon, distribute copies of, and display such im­
plementations for the purposes of the lightweight cryptography public review and evaluation process, and 
implementation if the corresponding cryptosystem is selected for standardization and as a standard, notwith­
standing that thC' implrmcntalr, may be copyrighted or copyrightable. 

'igned: {,,? ~ 
Title: Or. 
DaLe: fa'""" e,h 2.. D ICJ 

Pia<': fs-cJ- s-v-v -Al ~e He, Lo->&.w-,. leo>A..rJ 



Statement by Submitter 

I, Pascal Sasdrich, of Rambus Cryptography, Stationsplein 45, A6.016, 3013 AK Rotterdam, 
The Netherlands, do hereby declare that the cryptosystem, reference implementation, or optimized im­
plementations that I have submitted, known as SKINNY-AEAD and SKINNY-Hash v.1.0, is my own original 
work, or if submitted jointly with others, is the original work of the joint submitters. I further declare that 
( check at least one of the following): 

IZl I do not hold and do not intend to hold any patent or patent application with a claim which may cover 
the cryptosystem, reference implementation, or optimized implementations that I have submitted, 
known as SKINNY-AEAD and SKINNY-Hash v.1.0; 

IZl to the best of my knowledge, the practice of the cryptosystem, reference implementation, or optimized 
implementations that I have submitted, known as SKINNY-AEAD and SKINNY-Hash v.1.0, may be 
covered by the following U.S. and/or foreign patents: US7949129, US8321675; 

D I do hereby declare that, to the best of my knowledge, the following pending U.S . and/or foreign 
patent applications may cover the practice of my submitted cryptosystem, reference implementation 
or optimized implementations: "none" . 

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the public for 
review and will b e evaluated by NIST, and that it might not be selected for standardization by NIST. I 
further acknowledge that I will not receive financial or other compensation from the U.S . Government for 
my submission. I certify that, to the best of my knowledge, I have fully disclosed all patents and patent 
applications which may cover my cryptosystem, reference implementation or optimized implementations. 
I also acknowledge and agree that the U.S. Government may, during the public review and the evaluation 
process, and, if my submitted cryptosystem is selected for standardization, during the lifetime of the standard, 
modify my submitted cryptosystems specifications (e.g., to protect against a newly discovered vulnerability). 

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the draft 
standards for public comment I do hereby agree to provide the statements required by Sections 2.4.2 and 2.4.3, 
below, for any patent or patent application identified to cover the practice of my cryptosystem, reference 
implementation or optimized implementations and the right to use such implementations for the purposes 
of the public review and evaluation process. 

I acknowledge that, during the lightweight crypto evaluation process, NIST may remove my cryptosys­
tem from consideration for standardization. If my cryptosystem (or the derived cryptosystem) is removed 
from consideration for standardization or withdrawn from consideration by all submitter(s) and owner(s), 
I understand that rights granted and assurances made under Sections 2.4.1, 2.4.2 and 2.4.3, including use 
rights of the reference and optimized implementations, may be withdrawn by the submitter(s) and owner(s), 
as appropriate. 

Signed: Pascal Sasdrich 

Title: Dr.-Ing. 

Date: March 13, 2019 

Place: Rotterdam 



Statement by Reference/Optimized/Additional Implementations Owner(s) 

I, Pascal Sasdrich, of Rambus Cryptography, Stationsplein 45, A6.016, 3013 AK Rotterdam, 
The Netherlands, am the owner or authorized representative of the owner Pascal Sasdrich of the sub­
mitted reference implementation, optimized and additional implementations and hereby grant the U.S. Gov­
ernment and any interested party the right to reproduce, prepare derivative works based upon, distribute 
copies of, and display such implementations for the purposes of the lightweight cryptography public review 
and evaluation process, and implementation if the corresponding cryptosystem is selected for standardization 
and as a standard, notwithstanding that the implementations may be copyrighted or copyrightable. 

Signed: Pascal Sasdrich r So..s:dr;~ 
Title: Dr.-Ing. 

Date: March 13, 2019 

Place: Rotterdam 



Statement by Submitter 

I, Yu Sasaki, of 3-9-11 Midori-cho Musashino-shi Tokyo 180-8585 Japan, do hereby declare that 
the cryptosystem, reference implementation, or optimized implementations that I have submitted, 
known as SKINNY-AEAD and SKINNY-Hash, is my own original work, or if submitted jointly with 
others, is the original work of the joint submitters. 

I further declare that ( check at least one of the following): 

r/J I do not hold and do not intend to hold any patent or patent application with a claim which 
may cover the cryptosystem, reference implementation, or optimized implementations that 
I have submitted, known as SKINNY-AEAD and SKINNY-Hash; 

r£ to the best of my knowledge, the practice of the cryptosystem, reference implementation, or 
optimized implementations that I have submitted, known as SKINNY-AEAD and SKINNY-Hash, 

may be covered by the following U.S. and/or foreign patents: US7949129, US8321675; 

D I do hereby declare that, to the best of my knowledge, the following pending U.S. and/or 
foreign patent applications may cover the practice of my submitted cryptosystem, reference 
implementation or optimized implementations: none. 

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the 
public for review and will be evaluated by NIST, and that it might not be selected for standard­
ization by NIST. I further acknowledge that I will not receive financial or other compensation 
from the U.S. Government for my submission. I certify that, to the best of my knowledge, I 
have fully disclosed all patents and patent applications which may cover my cryptosystem, refer­
ence implementation or optimized implementations. I also acknowledge and agree that the U.S. 
Government may, during the public review and the evaluation process, and, if my submitted cryp­
tosystem is selected for standardization, during the lifetime of the standard, modify my submitted 
cryptosystems specifications (e.g., to protect against a newly discovered vulnerability). 

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish 
the draft standards for public comment I do hereby agree to provide the statements required by 
Sections 2.4.2 and 2.4.3, below, for any patent or patent application identified to cover the practice 
of my cryptosystem, reference implementation or optimized implementations and the right to use 
such implementations for the purposes of the public review and evaluation process. 

I acknowledge that, during the lightweight crypto evaluation process, NIST may remove my 
cryptosystem from consideration for standardization. If my cryptosystem ( or the derived cryp­
tosystem) is removed from consideration for standardization or withdrawn from consideration by 
all submitter(s) and owner(s), I understand that rights granted and assurances made under Sec­
tions 2.4.1, 2.4.2 and 2.4.3, including use rights of the reference and optimized implementations, 
may be withdrawn by the submitter(s) and owner(s), as appropriate. 

Signed: ~~ 

Title: Dr. 
Date: .)$ f c;L i o 1'j 
Place: To k-;o J1 fiV\. 



Statement by Submitter 

I, Thomas Peyrin, of SPMS, Nanyang Technological University, 21 Nanyang Link, Singapore 
637371, do hereby declare that the cryptosystem, reference implementation, or optimized imple­
mentations that I have submitted, known as SKINNY-AEAD and SKINNY-Hash, is my own original 
work, or if submitted jointly with others, is the original work of the joint submitters. I further 
declare that ( check at least one of the following): 

./ I do not hold and do not intend to hold any patent or patent application with a claim which 
may cover the cryptosystem, reference implementation, or optimized implementations that 
I have submitted, known as SKINNY-AEAD and SKINNY-Hash; 

./ to the best of my knowledge, the practice of the cryptosystem, reference implementation, 
or optimized implementations that I have submitted, known as SKINNY-AEAD and SKINNY­

Hash, may be covered by the following U.S. and/or foreign patents: US Patent 7,949,129 -
US Patent 8,321,675; 

D I do hereby declare that, to the best of my knowledge, the following pending U.S. and/or 
foreign patent applications may cover the practice of my submitted cryptosystem, reference 
implementation or optimized implementations: none. 

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the public 
for review and will be evaluated by NIST, and that it might not be selected for standardization by 
NIST. I further acknowledge that I will not receive financial or other compensation from the U.S. 
Government for my submission. I certify that, to the best of my knowledge, I have fully disclosed 
all patents and patent applications which may cover my cryptosystem, reference implementation 
or optimized implementations. I also acknowledge and agree that the U.S. Government may, 
during the public review and the evaluation process, and, if my submitted cryptosystem is selected 
for standardization, during the lifetime of the standard, modify my submitted cryptosystem's 
specifications (e.g., to protect against a newly discovered vulnerability). 

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish 
the draft standards for public comment I do hereby agree to provide the statements required by 
Sections 2.4.2 and 2.4.3, below, for any patent or patent application identified to cover the practice 
of my cryptosystem, reference implementation or optimized implementations and the right to use 
such implementations for the purposes of the public review and evaluation process. 

I acknowledge that, during the lightweight crypto evaluation process, NIST may remove my 
cryptosystem from consideration for standardization. If my cryptosystem ( or the derived cryp­
tosystem) is removed from consideration for standardization or withdrawn from consideration by 
all submitter(s) and owner(s), I understand that rights granted and assurances made under Sec­
tions 2.4.1, 2.4.2 and 2.4.3, including use rights of the reference and optimized implementations, 
may be withdrawn by the submitter(s) and owner(s), as appropriate. 

Signed: Pl,a; rJ 1H o ri AS ~ 

Title: j)R . 

Date: OG/ O L1 Jlo (j 

Place: L'Jo{\J . FRANC.~ 
I 



Statement by Reference/Optimized/Additional Implemen­
tations' Owner (s) 

I, Thomas Peyrin, of SPMS, Nanyang Technological University, 21 Nanyang Link, Singapore 
637371, am the owner or authorized representative of the owner of the submitted reference imple­
mentation, optimized and additional implementations and hereby grant the U.S. Government and 
any interested party the right to reproduce, prepare derivative works based upon, distribute copies 
of, and display such implementations for the purposes of the lightweight cryptography public re­
view and evaluation process, and implementation if the corresponding cryptosystem is selected for 
standardization and as a standard, notwithstanding that the implementations may be copyrighted 
or copyrightable. 

Signed: (t"y(l, rJ "T~onA S. ~ 
Title: 'J:)Q. 

Date: D6/04)lo ,~ 

Place: LVON I FrlANCE 


