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Cormment template for draft FIPS 201 and SF 800-73

by:

Gt # ] Organizats Pointof | C: Section Annexetc  |Comment{inchude rationale for comment) Propased change
Contact  [Type (G- and Page Nbr
General, E-
Edkorial, T-
Technical)
Precise @pred|E 4.1.6, page 24 The term "Card Activation” does not have the same
B ¢ & meaning in this documant as it has in tha 150 smart cand
ics.com |standards (see e.g. ISONEC 7816-3, where "activation®
means applying clock and curment to the ICC), which may
cause confusion. We are howaver not awans of ary
commonly usad term for the functionality (most
documents we are familiar with only use “cardholder
authentication” or similar, but this docurnent have
additional mechanism in which the ¢ard may be
urikocked"),
Precise kwDpraci| T 4.2.2, page 28 The buliet points have clarifying text of the form "ie. the  |Change "ie, the PIN " to "i.e. the PIN or other
( L PIN naed [...|". Saction 4.1.6 does however pemmit on- cardholder uthentication mathod™ in tha three
ic8.com card matching as cardholder verification. buliat peints.
Precise kwihpreci|€ 4.4.4, page 34 The text requires that the right and left Index tingars shall
8ic i i be capturad. This Is not always possibie, s the standard
ics.com need to say what io do in thase circumstances (e.g. as
{describad in the first saction of 4.4)
Pracise @preci]E 4.4.4, page 34, 2nd | ANSVINCITS 381-2004 references NISTIR 6529-A rather |Change [NISTIR 6529-2001]" to "[CBEFF]"
Biometrics seblometr paragraph than the glder 2004 version (and i iz the newer varsion
les.com that is already isted In Annax F of FirS PLUB 201)
Precice T 4.4.4, page 34, 2nd | The maln part of CBEFF defines abstract data objects [ Change the 2nd sentenca to read “The
L = X paragraph without any concrete encoding, and you need to speclfy | fingarprint recards generated for PIV card
ics.com an actual encoding (what the CBEFF calls “patron approval will be embedded in such a CBEFF-
formats") before you can usa tha data. 5o a requi i ata struct: ded as in annax
of CBEFF only is not sufficient to get interoperability, A | D of [CBEFF] (Biometric Information Data
patron format suitalk for smart cards (both for off-card | Objects for Usa within Smartcards or other
and on-card matching) is dafined i normative Annex D of | Tokens),”
NISTIR 6525-A. The same format is also defined in
ISONEC 7816-11.
Precise kwipreci| T 4.5.2, page 38 There ig a requirement that the reader shall conform to | Change the word "conform® to some weaker
bi FPC/SC. The current PC/SC standard does however not  [requirement (e.g. "shall use PC/SC 1.0 as ity
ics.Lom support contactess raadens (even though it is possible o [interface™), or add a requiramant on PC/SC 2.0
Implamant a wrapper 50 that most operations work as if ft
was a (SO/EC 7816 card). PC/SC 2.0, that has support
for cards, will ba i soon.
Pracize @preci T 4.5, page39 Thara is a requirerent on the PIN Pad, but no Add a new saction; 4.5.4 Biometric Sensor
Biometrics  |=eblomatr requirement on the blormetric sangor. Specifications. PIV cards may ba activatad
iCE.com through the eontact intarface by the cardholder
using optional biometric cardholder activation
described in section 4.1.6. Where tha PIV card
Is usad for physical access, the biometric
sansor shall be incorporated into the reader,
Where the PIV card is used for loglcal access
{2.9. to authenticate to a wabsite or other
sarvar), the biometric sensor may be
incorporated into the reader or the blometric
sansor may be a separate unit.
Procee kwi@preci|E 5.2.4.1, paragraph |"The fingerprint from the expired PIV card may be stored |Add ", but it is recommended that new
L L T 2, page 46 on the new PIV card”. Fingerprint changes over time fingerprint images are collected for the new PIV
les.com {akhough much slower than face), & it shoukd be card*,
lremmmanﬂad 1o collect naw fingerprints,
Precise kwilprech T 6.1, page 49 The section requires that PIN and bi trics must not be [Change the senence starting with "For privacy
Bk § usad for contactiess raaders due to privacy reasons. (reasons,” to “For privacy reasons, contactiess
ics.com Some ¢ards does however have support for gatting up usa of PINg and biometrics is not supported
encrypted communication channals (which is noted in unless 3 sufficlently strong zactrity machanlsm
section 4.3, page 27). Impk d an the w:ation channel.”
Similar ¢hanges in all text mentioning that only
the contact interface may be used.
Pracise il T 6.2, first Most ally available may maintain |Remova the sartance starting with "Within the
Biometrics | sebiometr| on page 54 power for an extended time perlod. contactiess environment, the card is able to get
ics.com power for a very brief perod”
Preciza os@prac | T Table 61, last table | The authenticatk ism described only Changa taxt in sacond saction to A PIN or
Biometrics | sehinmetr row on page 56 PIN. On-card hing as an alh ive 1o PIN | bk ic sampie Is collected from the
iGs.com should aleo be applicatde here, cardhokiar
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