Virtual Smart Card Reader User Guide
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Purpose

The NIST Virtual Smart Card Reader (VSCR) simplifies communication with the Personal Identity Verification (PIV) Card Simulator (“RefImp).  The VSCR appears as a card reader on the Windows PC/SC Smart Card Resource Manager Application Programming Interface with the RefImp appearing as an application on an integrated circuit card inserted into this card reader.  The VSCR can communicate with the RefImp running anywhere on a reachable network using the TLP-224 protocol, although this is completely transparent to the application program.

Architecture

Figure 1 is a diagram of the relationship of the components of the VSCR to other components in the Windows PC/SC Smart Card Architecture and to the RefImp.  The shaded elements comprise the VSCR.  A typical setup is provided on the left side to show the roles that the VSCR Driver, Service, and RefImp perform.
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Figure 1: NIST Virtual Smart Card Reader in PC/SC Architecture

Overview of Normal Operation

The VSCR driver responds to the following subset of I/O control codes.  These commands are sent from the Smart Card Resource Manger to all card reader drivers including the VSCR Driver.  These codes are defined in the Windows file winsmcrd.h.

· IOCTL_SMARTCARD_GET_STATE

· IOCTL_SMARTCARD_IS_PRESENT

· IOCTL_SMARTCARD_POWER

· IOCTL_SMARTCARD_IS_ABSENT

· IOCTL_SMARTCARD_SET_ATTRIBUTE

· IOCTL_SMARTCARD_TRANSMIT

· IOCTL_SMARTCARD_GET_ATTRIBUTE

· IOCTL_SMARTCARD_SET_PROTOCOL

· IOCTL_SMARTCARD_EJECT

The VSCR driver also responds to the following custom I/O control codes.  These commands are sent from the VSCR Service to the VSCR Driver to indicate a card has been “inserted” into or “removed” from the VSCR.  These codes are defined in the file pscrnt.h.
· IOCTL_SMARTCARD_INSERT

· IOCTL_SMARTCARD_REMOVE

A typical steady state data flow starts with a call to a Windows SCard API access function such as SCardTransmit by a smartcard-aware application.  The IOCTL_SMARTCARD_TRANSMIT control code sent from the Smart Card Resource Manager to the VSCR Driver contains the ISO/IEC-7816-specified command.  The command is extracted from this container by the VSCR Service and sent to the RefImp via a network connection and the TLP-224 communication protocol.  The RefImp processes the command and returns the command response via this connection.  The VSCR Service accepts the response data and sends it through the original IOCTL_SMARTCARD_TRANSMIT control code back to the Smart Card Resource Manager as the response to this call to the driver.  Finally, the Smart Card Resource Manager passes the response back to the smartcard-aware application as the return value to the SCard API call.

Install Virtual Smart Card Reader
This section describes the installation of the VSCR.  It is very important that the memory access driver is installed before the VSCR Driver and Service.  The three major steps in the installation are:

1) Run the memory access driver install program

2) Run the Virtual Smart Card Reader Driver install program

3) Install the Virtual Smart Card Reader Service

Installation Details

1) Run the memory access driver install program

Run the batch file install_memwdm.bat in the “step1” folder.
A “FastInst” window will appear and disappear.  To verify the memory access driver installation, go to Device Manager.  Right-click on My Computer on the Windows desktop and select “Properties”.  On the “Hardware” tab, click on [Device Manager].   Figure 2 shows the “Access Mailbox” device listed under “Memory Access Driver”.


[image: image2.png]Bl Acion Vew tep

o0 W EE 2

> Keboaris
=< Memorydecess briver
N

) Wice and other pointing devices
Monitars
B8 Network adapters





Figure 2: Device Manager Showing Memory Access Driver Installed.

Do not proceed to the next step without verifying the installation of this driver.

2) Run the Virtual Smart Card Reader Driver install program

Run the batch file install_vpscr.bat in the “step2” folder.  A “FastInst” window may appear and disappear.  The following screen may pop up.
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Figure 3: Virtual Smart Card Reader Driver Installation.

Hit [Continue Anyway] to complete the installation.  To verify the virtual driver installation, go to Device Manager.  Right-click on My Computer on the Windows desktop and select “Properties”.  On the “Hardware” tab, click on [Device Manager].  Figure 4 shows the “Virtual Smart Card Reader” device listed under “Smart card readers”.
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Figure 4: Confirming the Driver Install in the Device Manager.

3) Install the Virtual Smart Card Reader Service

Run the batch file install_vscr_service.bat in the “step3” folder.
To verify the service installation, go to Computer Management.  Right-click on My Computer on the Windows desktop and select “Manage”.  Click on “Services” under “Services and Applications”.  Figure 5 shows the “PIV Virtual Smart Card Reader” Service listed under “Services”.
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Figure 5: Confirming the Service Install in Computer Management.

The service is now installed but not started yet.  Proceed to the next section to configure the service before starting it.

Execute / Run the Virtual Smart Card Reader
This section describes a typical use of the VSCR.  It assumes the steps in the Installation Details described above were completed successfully.

When using the VSCR it is important to set up the receiving end of the setup first, and then work backwards.  The first step is running the RefImp, or getting the hostname/IP address where the RefImp is running.
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Figure 6: Screenshot of the RefImp Running.

The next step is to configure the VSCR Service to connect to the RefImp and insert a virtual smart card.  To configure the VSCR Service, run the executable file PIV VSCR Configuration.exe in the “step3” folder.  This will launch the utility shown in Figure 7.
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Figure 7: Configuring the Service using the PIV VSCR Configuration tool.

Enter the hostname or IP address of the computer that is running the RefImp in the Hostname or IP field.  In the Host Port field, enter the port that the RefImp is listening on.  Note that if the Card Simulator is running on the same computer, Hostname or IP 127.0.0.1 and Host Port 9025 should also work.  The Poll Interval field is used to specify how often the service processes commands sent from the Virtual Smart Card Reader.  The default Poll Interval of 100 ms should be used.  The “Automatically insert card when service starts” checkbox is used to tell the service to immediately insert a card into the reader when the service starts.  Alternatively, the service can be configured to insert/remove a card from the Virtual Smart Card Reader at specific times using a script, as described in the next paragraph.  Make a selection, click on [Apply] to accept the changes, and [Close] to exit.  Clicking only [Close] will not update the configuration for the service.

There are some cases when it may be useful to insert a card into the VSCR at a specific time rather than immediately when the service starts.  For instance, when using the VSCR with Windows logon, a card must be inserted into the reader AFTER the user is logged out of Windows.  The VSCR Service can be configured to insert (or remove) a card at specific times by editing the VSCR Event Script.ini file located in the “.\Windows\system32” folder using a text editor such as Notepad.  The file follows the Windows INI file format and a sample is shown below.  Comment lines in the file begin with a semicolon.

; Event time format:  HH:MM:SS

; Valid event types:  Card Insertion, Card Removal

[VSCR Card Events]

EventCount=4

Event1Time=09:15:00

Event1Type=Card Insertion

Event2Time=09:30:30

Event2Type=Card Removal

Event3Time=13:15:00

Event3Type=Card Insertion

Event4Time=13:25:00

Event4Type=Card Removal

The total number of events in the file is specified using the EventCount key.  Each event in the file is represented using two keys:  EventXTime and EventXType, where ‘X’ is the sequential number of the event.  The EventXTime key specifies the time of the event using the HH:MM:SS time format (i.e., [hour]:[minute]:[second], where each field is two-digits in length and is left-padded with a zero if necessary -- for example, “09” instead “9”.).  The EventXType key should be set to “Card Insertion” to indicate a card insertion event and “Card Removal” to indicate a card removal event.

Once the service has been configured, it will need to be started with the selected configuration.  The service can be started by right-clicking on “PIV Virtual Smart Card Reader” in Computer Management and selecting “Start”.

Note:  Whenever the VSCR Event Script.ini file changes, the service will have to be stopped and restarted to load the new events.  The service can be stopped by right-clicking on “PIV Virtual Smart Card Reader” in Computer Management and selecting “Stop”.  The service can be started again using the steps outlined above.

To verify that the service has started, go to the Application Event Log.  From Computer Management, select “System Tools” and then the “Event Viewer”.  Figure 8 shows an event for the VSCR Service under the “Application” Event Log. 
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Figure 8: Confirming the Service Started in Computer Management.

Double-click on the most recent event for the VSCR Service to make sure the service started successfully.  Figure 9 shows the Event Property for a successful service startup.
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Figure 9: Confirming the Service Started in the Event Properties.

After the service has been started, a card must be inserted into the VSCR before it will receive commands from the Smart Card Resource Manager.  A card can be inserted into the VSCR by modifying the VSCR Event Script.ini file as described above.  Each time a card is inserted into the VSCR, an event will be added to the Application Event Log as shown in Figure 10.
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Figure 10: Confirming a Card was Inserted in the Event Properties.

In addition, the VSCR Service will establish a connection with the RefImp.  Figure 11 shows the Event Property for this event.
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Figure 11: Confirming the Service Connected in the Event Properties.

When the description field displays “Connected” the service has established a connection with the RefImp running at the configured address.  The VSCR Driver is now ready to redirect any SCardTransmit requests coming from any PC/SC program to the RefImp.  When the service is not connected to the RefImp, an error status word will be returned to any PC/SC program calling SCardTransmit.  More details about this error are in the section Configuration Options.
Most PC/SC programs have some functionality to list the installed card readers in the system.  The VSCR will appear in the reader list as “Virtual Smart Card Reader 0”.  If this reader name does not appear where the program lists readers, the driver has not been installed correctly.  If this is the case, uninstall the “Access Mailbox” and “Virtual Smart Card Reader” in Device Manager and follow the installation process from the beginning.  

Figure 12 shows a PC/SC program communicating with the VSCR Driver and the RefImp.
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Figure 12: PC/SC Application Communicating with the RefImp
Figure 13 shows another example using a common DOS smart card utility.
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Figure 13: The hterm PC/SC Utility

Windows Logon with Virtual Smart Card Reader
The VSCR appears as a physical smart card reader to the operating system and can be used with Windows Logon.  The steps for configuring Windows Logon to use the VSCR are essentially the same as for configuring an actual smart card reader and PIV card, as described in the PIV Windows Logon Reference Implementation: Best Practices and Troubleshooting document.  These steps are summarized below (the section number appearing in brackets refers to the relevant section in the PIV Windows Logon Reference Implementation: Best Practices and Troubleshooting document):
1. Create an RSA 1024-bit key pair [section 2.1].

2. Create a certificate request [section 2.4].

3. Request a smart card logon certificate with the Microsoft CA [section 3.1].

4. Associate the NIST CSP with the Virtual Smart Card using an ATR and ATR Mask value of 3B 90 96 40 0A and FF FF FF FF FF respectively [section 5.2].
5. Configure the RefImp to use the RSA 1024-bit key pair created in step 1 and then run the RefImp [section 6.2].

6. Configure the VSCR Service to insert a virtual smart card at a specific time and then start the service.

7. Log out of Windows and wait for the virtual smart card to be inserted.

8. At the PIN prompt, enter the PIN to log into Windows (default is “1234”).
Operational Notes

The RefImp is a separate entity than the VSCR.  The RefImp can be run on the same computer as the rest of the software discussed (Smart Card Application Program, Smart Card Resource Manager, VSCR Service), but the connection between the RefImp and the VSCR Service is still a network connection carrying the TLP-224 protocol.

Upon reset, a physical card will return an ISO/IEC 7816-3 Answer-To-Reset (ATR) to the Smart Card Resource Manager.  The ATR usually contains specific information about the card inserted in a typical reader.  No meaning should be attributed to either the existence of the ATR, or the byte values in the ATR returned by the VSCR.  Neither bears any relationship to the properties or behavior of the Virtual Reader and therefore should be ignored by the application.

The folder “sample_PCSC_program” contains a simple winscard application that accesses the VSCR. 

Configuration Options

The #define TRAFFIC line in the file PIV VSCR Service.h is commented out.  Build the application with this line not commented to see IOCTL debug information.

When the Virtual Card Application is running, but not connected to the RefImp, it is not ready to receive and process data.  Any call to SCardTransmit when the application is in this state will result in the application returning an error status word.  By default, this value is 0x6F00.  The #define NOT_CONNECTED_SW 0x6F00 line in VirtualSmartCardReader.cpp specifies this error status word.
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