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Introduction

The PIV Middleware implements the End-Point Client-Application Programming Interface described in NIST Special Publication 800-73-1, Interfaces for Personal Identity Verification [1].  The PIV Middleware is written in ANSI C.  The source code package is provided as either a Microsoft Visual Studio project on Windows or as a GNU makefile on Linux.

This package contains the release version of 1 library module (consisting of 4 distinct components) and 1 console executable, and relies on the inclusion of a dynamic link library module that is built in the PIV Reference Implementation.

Library Components
· PIVTLP224 - This component’s entire function is to allow the developer to dynamically choose whether his Client Application should connect to a physical smart card through a PC/SC reader on his local system or instead to an instance of the card simulator.  This functionality is determined by the inclusion or absence of the TLP224 compiler flag.

· PivCardEdge - This component implements a version of the PIV Card Application card edge.  This is useful for making any of the exact calls that a PIV card is capable of understanding.  The Client-API component, PIV, makes extensive use of this component.  It would also be useful if a developer wanted to send low-level commands to the PIV Card.

· PIV - This component provides the reference implementation of the Client-API specified in [1].

· tlvparse - This component provides some simple functionality for parsing and manipulating Tag-Length-Value data elements.

Executable

· PivTest - This console application is a simple menu-driven program designed to show the most basic usage of the Client API.  The following functions are disabled:
A. External Authentication (challenge response) – option #4, selection #2 is not enabled.


B. Generate Key Pair – option #9, selections #1-4, will not operate because the security condition is not satisfied (0x6982).


C. Put Data - option #8, selections #1-11, will not operate because the security condition is not satisfied (0x6982).

D. Set javacard for use, option #10, is not enabled.

Installation

To install the PIV Middleware, proceed as follows:

1. Unzip the pivmw-1.4.zip archive.

2. Run the install.bat file located in the Binaries subdirectory, which copies the library module and executable to the Windows system directory.
Build / Recompile
Dependencies

· Windows XP Professional

· Microsoft Visual Studio .NET 2003

Building

To build the PIV Middleware, proceed as follows:

1. Install Microsoft Visual Studio .NET.

2. Set the %PIVMW_HOME% environment variable to the pivmw-1.4 directory.

3. Set the %PIV_HOME% environment variable to the PIV directory of the PIV Reference Implementation directory

4. Open %PIVMW_HOME%\win32\PIV\PIV.sln in Visual Studio .NET.

5. Build the solution.
The PIV Reference Implementation Executable

After building, the import library for the PIV Middleware will be located in %PIVMW_HOME%\win32\build\lib, and the corresponding dynamic link library will be located in %PIVMW_HOME%\win32\build\bin.  Also in %PIVMW_HOME%\win32\build\bin is the pivTest.exe, which is a simple menu-driven testing application, designed primarily to show interested developers how to make use of the PIV Client-API.

Build configurations

There are several Build Options available:

· Debug

· Release

· TLP224_Debug

· TLP224_Release

The TLP224 configurations will create an instance of PIV.dll that is set to connect to a TLP224 card simulator on "localhost" port 9025.  The URL and port are settable by making a call to setServerURL and setServerPort respectively.

The Debug and Release configurations will create an instance of PIV.dll that connects only through PC/SC.

Finally, Debug and TLP224_Debug will build verbose versions of the library.  One easy-to-notice difference is the output of all APDU transmissions in either direction to stdout.

Please note that TLPCLIB.dll is needed to recompile the source when building for TLP-224.  It is essential for allowing the PIV Middleware to connect to the PIV Reference Implementation card simulator.  This library is imported from the PIV Reference Implementation project.
PIV Client API

Below are the contents of piv.h.  This outlines the functions in the API, showing the command syntax and parameter types.

Entry points for Communication

PIV_RV

pivConnect (PIV_Bool sharedConnection, 

PIV_Byte *connectionDescription, 

PIV_ULong32 *pCDLength, 

PIV_CARDHANDLE *pCardHandle);

PIV_RV

pivDisconnect (PIV_CARDHANDLE cardHandle);

Entry Points for Data Access

PIV_RV 

pivLogIntoCardApplication (PIV_CARDHANDLE cardHandle, 

PIV_Byte *authenticators, 

PIV_ULong32 authLength);

PIV_RV

pivSelectCardApplication (PIV_CARDHANDLE cardHandle, 

PIV_Byte *applicationAID, 

PIV_ULong32 aidLength,

PIV_Byte *applicationProperties,

PIV_ULong32 *pAPLength);

PIV_RV

pivGetData (PIV_CARDHANDLE cardHandle, 

PIV_Byte *OID,

PIV_ULong32 oidLength,

PIV_Byte *data,

PIV_ULong32 *pDataLength);

PIV_RV 
pivLogoutOfCardApplication (PIV_CARDHANDLE cardHandle);

Entry Points for Cryptographic Operations

PIV_RV

pivCrypt (PIV_CARDHANDLE cardHandle,

PIV_Byte algID,

PIV_Byte keyReference,

PIV_Byte *algInput,

PIV_ULong32 inputLength,

PIV_Byte *algOutput,

PIV_ULong32 *pOutputLength);

Entry Points for Credential Initialization and Administration

PIV_RV 

pivPutData (PIV_CARDHANDLE cardHandle,

PIV_Byte *OID,

PIV_ULong32 oidLength,

PIV_Byte *data,

PIV_ULong32 dataLength);

PIV_RV 

pivGenerateKeyPair (PIV_CARDHANDLE cardHandle,

PIV_Byte keyReference,

PIV_Byte cryptographicMechanism,

PIV_Byte *publicKey,

PIV_ULong32 *pKeyLength);

References

[1] NIST Special Publication 800-73-1, Interfaces for Personal Verification.
5

