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Notes: 
-¢- We hope the proposals are first considered as KEM mechanisms. In the 

submission, we focus on ephemeral-only key-establishment/encryption based on 
LWE and its variants, and its extensions to CCA-secure public-key encryption 
(PKE) and authenticated key-establishment (AKE) are modular and black-box. We 
also explicitly present new constructions of CCA-secure PKE and privacy
preserving AKE schemes for considerations and evaluations. 

~ Our proposal could also serve as a general framework for understanding and 

evaluating the various proposals of KE/PKE from LWE and its variants. 
,-¢,, Security categories: The security of RLWE (resp., MLWE) based schemes lies in 

Category-5 (resp., Category-4). The security of LWE/LWR based schemes lies in 
Category-3. 

~ We present key establishments from LWE and its variants in a modular and 

systemized way. With this submission, we focus on the implementations of 

practical schemes based on RLWE and MLWE. Implementations based on LWE 
and LWR are available from http://g ithub.com/OKCN 

~ For all the proposed schemes, the referenced implementation is also the cross
platform optimized implementation. 

,-¢,, Copyright: The documents required in Section 2.D in CFP will be given to NIST at 
the first PQC Standardization Conference. 

http://github.com/OKCN

