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H.R. 3304
Directs the Secretary to provide for the establishment of a joint 
federation of capabilities to support the trusted defense system needs 
(security of software and hardware) of DOD. Requires the Secretary 
to determine whether the federation's purpose can be met by existing 
centers within DOD and, if not, to devise a strategy for creating and 
providing resources to fill such gaps.

SEC. 937. JOINT FEDERATED CENTERS FOR TRUSTED 
DEFENSE SYSTEMS FOR 

THE DEPARTMENT OF DEFENSE.
(a) Federation Required.--

(1) In general.--The Secretary of Defense shall provide for the     
establishment of a joint federation of capabilities to support the     
trusted defense system needs of the Department of Defense (in this 
section referred to as the ``federation'').

(2) Purpose.--The purpose of the federation shall be to serve as 
a joint, Department-wide federation of capabilities to support the 
trusted defense system needs of the Department to ensure security in 
the software and hardware developed, acquired, maintained, and 
used by the Department, pursuant to the trusted defense systems 
strategy of the Department and supporting policies related to 
software assurance and supply chain risk management.

…the requirements for 
the discharge by the 
federation, in 
coordination with the 
Center for Assured 
Software of the National 
Security Agency, of a 
program of research and 
development to improve 
automated software code 
vulnerability analysis and 
testing tools 

H.R. 4310
Directs the Under Secretary to: (1) develop and implement a 
baseline software assurance policy for the entire lifecycle of 
computer software acquired for DOD critical information, 
business, and weapons systems; (2) collect data on, and measure 
the effectiveness of, such policy; and (3) brief the defense and 
appropriations committees on additional means of improving 
software assurance and vulnerability detection.

SEC. 933. IMPROVEMENTS IN ASSURANCE OF COMPUTER 
SOFTWARE PROCURED 

BY THE DEPARTMENT OF DEFENSE.
(a) Baseline Software Assurance Policy.--The Under Secretary 

of 
Defense for Acquisition, Technology, and Logistics, in 
coordination 
with the Chief Information Officer of the Department of Defense, 
shall 
develop and implement a baseline software assurance policy for 
the 
entire lifecycle of covered systems. Such policy shall be included 
as 
part of the strategy for trusted defense systems of the 
Department of 
Defense.

(b) Policy Elements.--The baseline software assurance policy 
under 
subsection (a) shall--

(1) require use of appropriate automated vulnerability 
analysis 

tools in computer software code during the entire lifecycle of a 
covered system, including during development, operational 

testing, 

….shall develop and implement a 
baseline software assurance
policy for the entire lifecycle of 
covered systems….. (4) …promote 

best practices and standards to

achieve software
security, assurance, 
and quality …



What is CISQ?

Co-founders

IT 
Executives CISQ Technical 

Experts

Current CISQ 
Sponsors

OMG 
Special 
Interest 
Group

CISQ is chartered to define 
automatable measures of 
software size and quality 
that can be measured in the 
source code, and promote 
them to become Approved 
Specifications of the OMG®
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Presentation Notes
CISQ was formed in 2010 when both the Software Engineering Institute at Carnegie Mellon University and OMG were approached by system integrators and asked to develop standards for measuring software attributes such as reliability and security.  These attributes were appearing in development and outsourcing contracts as the equivalent of service level agreements, and every customer had a different definition of how they were to be measured.  SEI and OMG co-founded CISQ and asked Dr. Bill Curtis who had led development of the original Capability Maturity Model or CMM to head the consortium.  Twenty-four companies including both customers and vendors joined to create the first round of measurement standards.  CISQ has evolved to OMG’s traditional model of a special interest group with several companies sponsoring CISQ’s activities.  Current sponsors are Accenture, Cognizant, Booz Allen, Huawei, Synopsys, and CAST.  Under this structure, membership in CISQ is free for individuals, and I will show you how to become involved at the end of the talk



References in Current Acquisitions
5.9 Quality Requirements (Task Area 15)
The Enterprise Quality Program (EQP), provides the foundation for continuously improving, managing, and controlling the 
quality of software products for PB-ITS. Contractors shall follow PB-ITS Enterprise Quality Program (EQP) standards and 
practices. All deliverables shall be produced and delivered in accordance with PB-ITS’s current EQP requirements provided 
in the Enterprise Quality Configuration Management Plan and the Release Matrix in Appendix A. The Government PM shall 
notify the Contractors, verbally or in writing, of deficiencies in the quality of deliverables and allow five (5) business days 
for a revision to be submitted.
PB-ITS is seeking to establish code quality standards for its existing code base, as well as new development tasks. As an 
emerging standard, PB-ITS references the Consortium for IT Software Quality (CISQ) (http://it-cisq.org/standards/) for 
guidance on how to measure, evaluate and improve software. Particular areas of importance are Performance 
Efficiency, Reliability, Maintainability and Security. Contractors shall perform architectural and coding best practices 
within their development environments in order to deliver efficient, secure and reliable products to the Government. 
GSA currently uses a suite of tools and processes to assess the efficiency, security and reliability of code in applications.

The Contractor shall adhere to CST application coding standards intended to assist in creating code that is free of critical 
quality defects and is highly maintainable.
CST will employ a Software Code Review process by which it will analyze all source code by measuring application level 
code quality and code assurance across the portfolio of COTS configurations and custom developed software. CST will 
also employ Software Code Quality (SCQ), an analysis that will evaluate application risk around robustness (stability, 
resiliency), performance, architectural security, transferability, system maintainability (sustainment) and 
changeability of applications as they evolve. These measurements are based upon industry best practices and 
standards related to complexity, programming practices, architecture, database access and documentation. They are 
derived from standards bodies such as the International Organization for Standardization (ISO), Software Engineering 
Institute (SEI), Object Management Group (OMG) and the National Institute of Standards and Technology among 
others.
CST will leverage static code analysis tools, including CAST Software’s Application Analytics and Engineering 
Dashboards with quality as its main focus to expose quality defects and ensure that code complies with established 
code quality metrics across all source language components that comprise the complete deployable software modules 
delivered under this base IDIQ and associated task orders issued thereunder.
Business capability.

http://it-cisq.org/standards/


CISQ/OMG Standards Process
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At its launch, CISQ held executive workshops in Washington DC, Frankfurt Germany, and Bangalore India.  During these workshops we asked IT executives what measures they wanted CISQ to develop.  They selected five measures.  First, they requested a standard for automating Function Points that mirrors the IFPUG counting guidelines.  However, automation requires that the ambiguity and inconsistency characterizing manual counting be eliminated.  Second, they selected four measures of structural quality—Reliability, Performance Efficiency, Security, and Maintainability.  Experts from the 24 original member companies worked for two years to create automatable specifications, which were then submitted to OMG’s standards approval process.  The Automated Function Point measure was approved as an OMG standard in 2013, and the 4 quality characteristic measures were approved as OMG standards last year.  CISQ holds periodic workshops to introduce these measures to the IT community.  CISQ has also begun entering these measurement standards to OMG’s expedited submission process to become ISO standards.



• SQL injection
• Cross-site scripting
• Buffer overflow

• Empty exception block
• Unreleased resources
• Circular dependency

• Expensive loop operation
• Un-indexed data access
• Unreleased memory

• Excessive coupling
• Dead code
• Hard-coded literals

Security 22 violations
(Top 25 CWEs)

Reliability 29 violations

Performance 
Efficiency 15 violations

Maintainability 20 violations

Example architectural and 
coding violations composing 

the CISQ measures

Content of CISQ Measures

CISQ Quality Characteristic Measures 
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Presentation Notes
CISQ’s four structural quality characteristic measures are based on quantifying violations of good architectural and coding practice within a software system that can be detected through static analysis.  Violations were included in each measure only if they were considered severe enough that they should be eliminated.  Shown here are the number of violations included in each measure and three example violations.  For instance, the Reliability measure consists of 29 violations that can cause outages or erratic behavior.  Examples include empty exception blocks, unreleased resources, and circular dependencies.  Most measures of Reliability assess system availability or downtime which are behavioral measures.  The CISQ measures assess actual flaws in the software that can cause operational problems.  Thus, the CISQ measures provide pre-release indicators operational or cost of ownership risks.  



The Technical Debt Metaphor
Technical Debt  the future cost of defects remaining in code at 

release, a component of the cost of ownership

Business Risk

Liability from debt

Opportunity cost

Technical Debt

Interest on the debt

Principal borrowed

Structural quality problems 
in production code

Opportunity cost—benefits that could have 
been achieved had resources been put on new
capability rather than retiring technical debt

Liability—business costs related to outages, 
breaches, corrupted data, etc.

Interest—continuing IT costs attributable to the 
violations causing technical debt, i.e, higher 
maintenance costs, greater resource usage, etc.

Principalcost of fixing problems remaining in 
the code after release that must be remediated

Curtis, et al. (2012).  IEEE Software. 



How Quality Affects Productivity

Assumption: Productivity is a stable number
Reality: Productivity is a monotonically 

decreasing function of releases

Original productivity baseline

Incremental increases in 
technical debt

Continuing decrease in 
productivity

Unless you take action !!!  



OMG

Reliability

Performance
Efficiency

Security

Maintainability

Technical Debt

Correlate of effort to 
fix structural quality 
problems that must 

be addressed

Large component 
of cost of quality

CISQ Technical Debt Measure



Automated Technical Debt Measure
AUTOMATED TECHNICAL DEBT MEASURE

∑ all four quality characteristics

QUAL. CHARAC. REMEDIATION EFFORT MEASURE

∑ all weaknesses in a quality characteristic

WEAKNESS REMEDIATION EFFORT

∑ all occurrences of a weakness

OCCURRENCE REMEDIATION EFFORT

Σ for each occurrence of a weakness

OCCURRENCE RAW REMEDIATION EFFORT
(based on survey results)

ADJUSTMENT FACTOR

OCCURRENCE TECHNOLOGICAL DIVERSITY

OCCURRENCE COMPLEXITY OVERHEAD AVG.

OCCURRENCE EXPOSURE OVERHEAD AVG.

OCCURRENCE SHARING OPPORTUNITY AVG.

OCCURRENCE GAP SIZE
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When we know how many severe weaknesses remain in an application, we can predict its corrective maintenance costs.  These costs are often called Technical Debt because weaknesses remaining in an application create a debt paid later as corrective maintenance.  The 86 weaknesses in the 4 CISQ Quality Characteristic measures provide a basis for measuring Technical Debt.  We asked developers in several organizations to estimate how long it would take to fix each of the 86 weaknesses in well-constructed code.  These estimates provided default values for the effort to fix each weakness.  To compute Technical Debt we adjust the default value for each occurrence of a specific weakness by factors that affect the difficulty of fixing it such as the complexity of the component, its exposure to the rest of the system, etc.  The adjusted efforts for each occurrence are summed to produce a total remediation effort for that weakness.  The total remediation effort for the weaknesses in a Quality Characteristic are summed to create a remediation effort for that Characteristic.  Finally, the remediation efforts for the four Quality Characteristics are summed to produce the Automated Technical Debt Measure.



CISQ Measurement Roadmap

Quality-
Adjusted 

Productivity

Add future effort to 
fix defects into 

current productivity
baselines

Automated 
Enhancement 

Points

Measure both 
functional and 
non-functional 
code segments

Automated 
Function 

Points

Extensions to 
Embedded 
Software

Estimate the 
correction costs in 
in future releases

Automated 
Technical Debt

Four Quality 
Characteristic 

Measures



Automated Enhancement Points

• IT shops found that automated or manual 
Function Points had severe limitations in 
productivity analysis  did not include 
the size of non-functional code

• The Automated Enhancement Points 
specification measures both and 
integrates them into one size measure

Automated 
Function 

Points 

Automated 
Technical 

Points 

Automated Enhancement Points 

Functional 
code 

Non-
functional 

code
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IT organizations have been finding that Function Points, whether counted by automation or manually, presented severe limitations in productivity analysis.  Since non-functional code was not included in FP size measures, no production credit was given for work on non-functional components, seriously underrepresenting productivity.  CISQ developed Automated Enhancement Points to remedy this problem.  Functional code is measured with Automated Function Points, while non-functional code is measured with Automated Technical Points (‘Technical’ borrowed from NESMA terminology).  Automated Technical Points are then transformed into an Automated Function Points equivalent measure and added with the Automated Function Point count to create Automated Enhancement Points. 



App Certification Using CISQ

CISQ measures CISQ-conformant 
technology 

CISQ-
conformance 
assessment

Technology 
vendors

used in

CISQ service 
process

CISQ-conformant 
service process 

Vendor authorized 
service providers

to provide

Application
Certification

Security Xσ
Reliability Xσ
Performance Xσ
Maintainability Xσ

 CISQ/OMG
− only assess vendor conformance
− do not certify applications
− program initiates in 2017

 Service providers
− use CISQ-conformant technology
− in a CISQ-conformant service process
− to provide application certifications
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The continuing stream of multi-million dollar failures is causing an increased demand for certifying software.  Although CISQ will not provide a certification service, it will provide as assessment process to endorse that a technology can detect the weaknesses that comprise the CISQ Quality Characteristic measures.  Vendors using CISQ-endorsed technologies can certify the level of quality in a software application using the CISQ measures.  These certifications do not guarantee incident-free performance, rather they attest the level of quality in the software, reported in sigma levels, with an option to report defect densities.  The vendors must use people who have been trained in the technology and the CISQ weaknesses to perform analyses and deliver certification results.  CISQ has announced a program for evaluating the compliance of vendor technologies.



Federal Executives Care...

October 2017 Semi-Annual 
Meeting

Announcing Webinar:
CISQ Webinar: 
New Automated Technical Debt Standard
Dr. Bill Curtis, Executive Director, CISQ
January 16, 2018
11:00am – 11:30am ET 



Join CISQ !  www.it-cisq.org
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Presentation Notes
I promised at the beginning that I would show you how to become more involved in CISQ.  This is the CISQ homepage.  To become a member, just click the “Member’ button below the nice lady.  You will be asked a few questions and we will send you a password.  Membership is free thanks to our sponsors.  Inside you will find the definitions of the various measures, white papers describing how to use them or incorporate them into contracts, presentations given at conferences, and other resources.  We invite you to contribute to the member blog.  Shortly we will be surveying the membership to gather data on how long it takes to fix each of the violations in the CISQ measures so that we can create a measure of technical debt that predicts future costs of corrective maintenance.  Next year we will begin extending the CISQ quality characteristic measures to embedded software.  I invite you to join CISQ and help us develop a community focused on improving the structural quality of software-intensive systems.
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