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TAME Forum’s objectlve s to prowdea b|3 nnuaI' 0

platform to researchers in academla‘»and‘ '-.. o o ef

\.6“-.. N .

practitioners in |ndustry and government tO;dISCUSSx s
Y /
innovative solutions in the dornalnff trustéd me

microelectronics in today:s. globallzed and complexl,, _,_n

supply chain, discuss grand chaIIenges and |dent|fy,

collaboration opportunltleSI-r g N .__"- » _,?,\ 1
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HAWCS Working Group Act|V|ty <X ;- -~
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e TAME HAWCS WorkingGroup has metbi yearIy smce 2017 5 0

* The final meeting will be December’10, 2019 atithe, Flerlda n %tute of Cybe 5

Security, University of Florida _ >~ » - » b 5, , _! ’rt N
S /‘.

o\ ..
e We have weekly meetings where various toplcs have been dlscussed & ;

e Hardware/software VuInerablllty Context/Hlstory - 5 {5 4
e Hardware Vulnerability Ontologles l 25 P l_/r

e Hardware Vulnerability Sharing — Risks and Beneflts 9 ¢ -
* Hardware Vulnerability Scoring ® A 'r,jﬂ ...:".'H ® -tf a"

D 2T & :‘1“"
» -

* Responsible Disclosure s X UL 2 /A . 5
e Hardware Vulnerability Gaps - ' - X ?

 Email the HAWGCS Lead <beIIaVJ@batteIIe org> to. be mcIuded in-the workmg l
group and get access to previous,meeting’ recordings/" & g » =~ .
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Overview > > AP - 4
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differ from software? 2 Lo
Ty Ny o il Ny

* What descriptive structures are outithere?

» What do we want from an ontology? * **

 What are the current gaps? > o\ !l -3

» How does scoring differ between software and" hardwage? l,f ol

o™ 4

* How about disclosure processes /‘vulnerablllty databases?*g ~o® 0 5

* What are the future dlrectlons for, H &ardwa,r@ vuInerablllty, assuranceq
? . ‘-
and weakness sharing: N/ 1/4 I N a X
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“general-purpose hardware' iS faljlblé,bir]
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manner, and this causes\r%zalnsgcu ty
- Kim et al. 2014 (Rowhammer S
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Types of Hardware Vulnerab|I|t|es (i.€. -Weaknesses)

] -'i‘ ;‘;‘%m. ‘I
e Glitching/Fault Attack (E.g. optlcal fault |nJect|on 1966) 'S ' Oz s
rE O3 S
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e Rowhammer (2014)

e Spectre/Meltdown (2017)

. ; 4
e Spoiler (Rowhammer + Spectre, 2018)
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Hardware and Software have'Shared but Semetlm? Sp

Qualitatively Different Securlty Issues =&
s, > 2y Ly "f*} ﬁz*;}‘
* Reverse Engineering _ I i,“ja > 3‘55 /& R e 55_'.\_ ﬁ! :
* Counterfeits a0 e f‘ﬁj —'k;f?:f P> X '“9
* Third Party IP Integratlon and V¢r|f (atl(:ri‘_ ﬁékf . ._ o
e Complex » SN2 SN 403.\ @,A)Pig"..

* System integration with’ I|ttIe V|5|b|I|ty in components 55* 6/
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Current Security Description Erameworks.. N

vulnerabilities C e ; P S .
- I ‘H’

* CWE (Common Weakness Enumeration)* A set of concept{andmelatio 1S a!. e
that describe the weaknesses thataunderly vuInerabllltles 6 9

GNP HShs &8

e CVSS (Common Vulnerability Scorlng SystemL A'system forjs& ringsthe’ * -
potential impact of a discovered vuInerablllty v’ _-‘;- L5 '0 l»‘r’ -
» N ™

e CWSS (Common Weakness Scoring System) A system for scorlng abstrac
weakness, primarily for the purpose,of security pIannmg I e 3 -t

-

e CAPEC (Common Attack Pattern Enumératlon and CIa55|f|cat|on) .\ 2 Y ‘ 5

description framework for attac.k patterns = » L NN ?\ l

e Trust:Hub = Contains taxonomies for hardware vuInerab}hty weaknesses and"
the other for trojan description as well as examples (S F A~ 8 T

-~ ~ - *
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Vulnerability and Weakness Monltorlng Descrlptlen Reseurces
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Example: Xilinx SOC Zynq UItraSc\aIe+ '

e UltraScale+ Encrypt Only securex ’ - 9; \ ASSSNS
boot mode does not encrypt boot
image metadata

\J o
e Disclosed 8/12/2019 (Xilinx issue © ,..\

72588) . B

e Requires a ROM revision and is
unpatchable ‘ -

e Attackers can only exploit security o .
flaw with physical access to a o
device, in order to perform a DPA =~ ™% L
(Differential Power Analysis) S

) attack on the SoCs boot up * »
sequence  » .
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CVE - CVE assigned by dlscoverer three week ft'é" dlscl.osgure?
CVSS - Base score reported (5:5)" % ....' R eSS R

J,“*-""f""‘ ':‘"f‘ "'h.‘

CWE - CWE-325: Missing Reqwred Cryptographlcitep N

o) A ’
CAPEC - CAPEC-242: Codelnjectlon ol 1 .-l’ P > 52 '
CAPEC - CAPEC-622: EIectromagnetlc Side: Channel Attack(?);l;i

How could this be reported usin 'é 't
mfrastructure? |

A;
-
o

a"‘-.
Trust-Hub.org - Current and power, measurement nodem;‘ o
taxonomy - !- 7 4 4
~ \H'/'zl‘u-f"-
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Vulnerability and Weakness Monitoring De_S_(_ZrIpthn.RESOLj[CES
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What do we want from
vulnerability/wea kness © identifir | N
description? =0\ Ba Y

Instantlatlon

-

e Can we uniquely identify it? I N
e Can we describe it and abstract it? » |
e Where can it be found? » »
e How could it be accessed?
e What’s its impact?

e How can it combine with other
vulnerabilities?

e What does it look like functionally?
e How can it be mitigated?

~ 'h-f - Genet|c -'

: - | ' S / VuInerab|I|ty
Discovered Vulflerability 74 0 _

P

% Combined* Prsctica /_" 2 - ,
 How can it be prevented? Vulnerability ’ Mitigation 4
-~ -~ - e H ’
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Current description framework regardmg hardvya__.e 5

* CVE appears adequate for vuInerab|I|ty |dent|f|cat|o_n {}}/
2 bq

* CAPEC contains some hardware reIated attacks:and: securlty |ssues 5
e e.g. lacks side-channel PO\ » RS 0 ' o 5 o

e CWE currently lacks most hardware Sp#ECIfIC concepts (e g [ - -;. ¥
SPECTRE) ﬁ \\\ &0 = \&6 45 N

ﬁ =l 2
e Trust-Hub has. more a more detalled attackwtaxonomy but.ls not
integrated with the CVE/CWE enwronment < o l P ah

...r-\ -

o 4
* Trust-Hub also has relatively exten5|ve examples of trOJanSwand 5. 6
some vulnerabilities ~ _ A '_ ?--\ l

~

~
e CVSS has a hard time scormg non- e.pr0|t weakneSses (e.g. reverse
engineering) - w &KX I

- . — ®
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e Expansion of CVE ecosystem and, merglng Trust Hub_would exf
the concept set substantially ks e \..j‘
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 None of the current descrlptlon frameworks suppor;cs
specific concepts and relations necessary for: & >/ ;«; -

» Best practices for weakness avoidance \ a6 = 6
 Testing regimes for post-design detection® ~ ¥ ¢ . v c A, ?
-l &

* These are being addressed within! manufactures § t (seml) pupbllc "
standards would allow for hlgher ‘guality’ products Y 3 Ne® ‘» 5
e Across the manufacturers(IOT) 3 “»/ 4 &R > ?\. l
e Integrated and propagated W|th|n a supply cham 5
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How do we score hardware vuInerab|I|t|es dlfferently?r S

e Mitigation — Fundamentally’it is assumed thats software canibe patched th|s S

might not be the case in hardware and mltlgatlons are oft n 5 ly part|aI {?%5' \
‘ i

e Effort — Many of the the hardware attack surfaces are negessarily ava|IabIe te WF

O AEA N LA A

an attacker (e.g. power anaIyS|s) However the effort{_r,eqylg ed to t Use such_a_ i?

technique may be prohibitive. Thus quantltatlve effort estlm ation is,essential.

Ch

e Patchability — Vulnerable hardware (espeC|aIIy in physlcal sys ms) may'be °
difficult to access to apply:a mltlgatlon - "“ﬁ <& ' §YVH 4 - p 2
o IP P )
 Hardware has an overlapping but d|ffe{ent set of 1 threats from software (e.g L6 4
remote exploitation, reverse engineering, counterfeltmg) These.aré mdustry

N
specific and must be addressed to beable to‘score a vulnerability Gl P~ 4

-
e Hardware systems are comprlsed of deep! Iayered systems most of wh|ch‘|s
inscrutable to any one party. ' 2 ~ L S .
-~ . . - ®
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Vulnerability Disclosure ="~ _ &£% .

* Hardware vulnerability, disclosure has been contentlo s.due the

unpatchability of many hardware vuInerab|I|t|es‘ 3 &

1 4’#:‘

* Additionally, mitigation cantbe more complex beca e't‘g nclusion

in
of Original Equipment Manufacturers (OEMS): in addition tc')iactual

hardware vendor and relevant softwa\re dlstrlbutcﬁ")r{ﬁ%.r ~ o
2 ~ » w Xa ) -
* |OT devices present several chaLIeng s for dlscles%re and/mitigation.
e They are often inaccessible p £7 2 e~ d N e A 'tf

"( 7 o : - e ™ '--..._ ‘ 6
* Operate in non-standard environments ¢ - 2

e Small vaIue/5|ze NEVAUELG sophlstlcated securlty feature undeswable’r’\ l
* Only 10% of IOT vendors have a dlsclosure pollc%/ _: I = y A

- -
- -

L
.

-~ . ~ - .

se; Distribution Unlimited. Case No: 19-01876-14 - - MI I Ia E

© 2019 The MITRE Corporation. All rights reserved. Approved for Public Relea:

= X

A




IS 2o 2

~

Public Databases of Hardware Vulnerab|l|t|e | ..,'f'
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» Extending description frameworks;to include hardw_ar_ / 0/
vulnerabilities will benefit researchers including® ¥ N

- - > .
* Open source community. -, :a P ;;5 2 'Ct T 20 S
Pt S
e Companies and industrials orgamzatlons‘i 2 "*e N oS N

bR~/ ¥
e Government researchers in 5|Ioed or cIa55|f|ed environments =
N WA ISP AN A

e Extending the descrlptlon framework will aIIow”fc}r a.more mtegratedc
approach to the public sharing: an characterlzatlon VU

”ld

of* vulnerablllty

-
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Possible Ecosystem .
SemanticAlools} - I

-

L -
| v
_— _— _— —_— _— _— _— —_— _— —_— _— —_— _— —_— _— _— _— _— _—— _— _——

™y

Ho
Lk
7

-
/
S
X
‘e
o
CN.

’
’.
L
e

L
© 2019 The MITRE Corporation. All rights reserved. Approved for Public Release; Distribution UnIim‘. Case No: 19-01876-14 ‘
T




‘)ﬁ\#‘ e BT "'

~. "

Resources for Hardware VuInerab|I|ty Sharmg P

e Accellera - A non-profit that mcIudes (amoné g;ckﬁ‘ers) de5|gners i% -"‘5‘
manufactures, and EDA tool vendors They have an‘established ¥ 9 .

working group for the development ‘of.Shared database/on'tolog

for the purpose of verifying:3'4 part IP. & 2 "*1’ “‘/:“f‘,‘ N

* TrustHub — A project’out the Unlver5|ty of Erorlda toéprowde e
taxonomic structure for vulnerabllltles and trojans:;as weII-as 2

example test benches. ~ ‘(- ~ o~ “rz;‘ I e ‘t 5
. ~ X =N *2"",’:!-*..._
3 ~ “ d |
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May 4-7, 2020
IEEE International Symposium on Hardware et iy
Oriented Security and Trust (HOST)

HOST

TAME
Home About HOST Call For Cor

ettt | | UStEd aNd Assured MicroElectronics

the rapid growth of hardware-base
recognized event for researchers anc %
assurance. FO r' U m ‘ w
Protecting Electronics Supply Chain Throughout th&
B 21 - Dec10,2019 \5

Registration; Coming soon...

The TAME forum is the first ever national forum on trusted and ectronics. The forum is open to public and features experts from industry,
academia, and government. )

Sponsorship opportunities now available. For additional benefits, click HERE
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