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What Is the Consortium for IT Software Quality ?
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CISQ Structural Quality Measures

CISQ Structural Quality Measures 

36 (37) Security weaknesses

Example architectural and 
coding weaknesses included 

in the CISQ measures

• SQL injection
• Cross-site scripting
• Buffer overflow

36 (38) Reliability weaknesses
• Poor exceptional handling 
• Deadlock
• Improper synchronization

Performance 16 (3) 
Efficiency weaknesses

• Expensive loop operation
• Un-indexed data access
• Unreleased memory

30 (1) Maintainability weaknesses
• Excessive coupling
• Dead code
• Hard-coded literals

An international team of 
experts selected the 
weaknesses to include in 
CISQ measures based on 
the severity of their impact 
on operational problems or 
cost of ownership.

Only weaknesses 
considered severe enough 
they must be remediated 
were included in the CISQ 
measures.

CISQ Structural Quality 
measures have been 
extended to embedded 
systems software

http://www.it-cisq.org/
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CISQ Measures Updated for Embedded Systems

 With all the functionality being 
embedded on chips, the line 
between embedded and IT 
software is blurring

 All CISQ weaknesses are now 
identified with CWE numbers

 Some CISQ weaknesses 
presented in parent-child 
relationships

 Attempting to get CISQ quality 
measures referenced in revision 
of ISO/IEC 25023

http://www.it-cisq.org/
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Increases in the Number of CISQ Weaknesses

Quality 
Attribute

Parent 
weaknesses

Child 
weaknesses

Previous 
weaknesses

Reliability 36 38 29

Security 36 37 22

Performance 16 3 15

Maintainability 30 1 20

Totals 118 79 86

Embedded extensions

http://www.it-cisq.org/
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Automated Technical Debt Measure

Automated 
Technical Debt

Sum of efforts-to-fix 
for all instances of 

each weakness

Weighted effort-to-
fix for each instance 

of a weakness

Predict effort 
for corrective 
maintenance

Predict cost of 
corrective 

maintenance

Reliability weaknesses

Security weaknesses

Performance weaknesses

Maintainability weaknesses

Sum of all efforts-to-fix for all 
weaknesses in each CISQ 
Structural Quality Measure 

http://www.it-cisq.org/
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CISQ Roadmap

2010 2012 2014 2016 2018 2020 2022
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http://www.it-cisq.org/
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CISQ Conforms/Supplements ISO 25000 standards
• ISO/IEC 25010 defines a software product quality model of 8 quality characteristics
• CISQ conforms to ISO/IEC 25010 quality characteristic definitions
• ISO/IEC 25023 defines measures, but not automatable or at the source code level
• CISQ supplements ISO/IEC 25023 with automatable source code level measures

CISQ automated structural quality measures are highlighted in blue

ISO/IEC 25010  Software Product Quality

Functional 
Suitability Reliability Performance 

Efficiency Operability Security Compati-
bility

Maintain-
ability Portability

Functional 
appropriateness

Accuracy
Compliance

Maturity
Availability

Fault tolerance
Recoverability
Compliance

Time behavior
Resource 
utilization

Compliance

Appropriateness
Recognizability

Learnability
Ease of use

Attractiveness
Technical 

Accessibility
Compliance

Confidentiality
Integrity

Non-repudiation
Accountability
Authenticity
Compliance

Co-existence
Interoperability

Compliance

Modularity
Reusability

Analyzability
Changeability
Modification 

stability
Testability

Compliance

Adaptability
Installability

Replaceability
Compliance

http://www.it-cisq.org/
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Revision of ISO/IEC 25010
• ISO/IEC 25010 is being split into 3 parts – model overview, product quality, service quality
• Most changes are at sub-characteristic level (yellow), but one characteristic has changed
• US, UK, and India driving most changes, pressing for CISQ reference in ISO/IEC 25023
• Not final and can change – send feedback to curtis@acm.org

CISQ automated structural quality measures are highlighted in blue

ISO/IEC 25010-2 Software Product and System Quality

Functional 
Suitability Reliability Performance 

Efficiency
Interaction 
Capability Security Compati-

bility
Maintain-

ability Flexibility

Functional 
completeness

Functional 
correctness
Functional 

appropriateness

Faultlessness
Availability

Fault tolerance
Recoverability

Failsafe

Time behavior
Resource 
utilization
Capacity

Appropriateness 
recognizability

Learnability
Operability
User error 
protection

UI aesthetics
Accessibility

Confidentiality
Integrity

Non-repudiation
Accountability
Authenticity

Co-existence
Interr operability

Modularity
Reusability

Analyzability
Modifiability
Testability

Adaptability
Scalability
Installibility

Replaceability
Portability

http://www.it-cisq.org/
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CISQ and the NIST Cybersecurity Framework

Empirical risk tolerance thresholds for software 
security
Contractual SLAs and audits for software security

Evaluation of software assets for security weaknesses

Periodic scans for software weaknesses

Software security and weakness data are shared

Security weaknesses are identified and mitigated

Continual improvement of software security

The CISQ Security measure (and others) can 
be used in numerous processes of the NIST 
Cybersecurity Framework.  Some examples:

http://www.it-cisq.org/
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Application Certification Using CISQ

CISQ measures CISQ-conformant 
technology 

CISQ-
conformance 
assessment

Technology 
vendors

used in

CISQ service 
process

CISQ-conformant 
service process 

Vendor authorized 
service providers

to provide

Application
Certification

Security Xσ
Reliability Xσ
Performance Xσ
Maintainability Xσ

 CISQ/OMG
− only assess vendor conformance
− do not certify applications
− program initiates in 2017

 Service providers
− use CISQ-conformant technology
− in a CISQ-conformant service process
− to provide application certifications

http://www.it-cisq.org/
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Trustworthiness Measures for Model-Based Engineering

Define quality measures based on counting severe architectural and design 
weaknesses that can be detected through analyzing formal models developed 
in Model-Based System Engineering (MBSE) languages and technologies.

Objective 

Two Focii  1. Quality of the architecture:
 Architecture analysis might be the only way to find some weaknesses
 Find other weaknesses earlier at the architectural level

2. Quality of the model of the architecture

Sources  1. Architectural-level CWEs
2. Lists of architecture-level antipatterns
3. Vendor and system architect weakness lists or experiences

http://www.it-cisq.org/


What Is the open Process Maturity Framework?

• A meta-model for designing maturity models

• Develops organizations capable of sustaining improvement, 
change, agility, and innovation:
L2 Stabilize  first, local work must be stable
L3 Standardize  economy of scale, foundation for lean
L4 Optimize  predictable, automated, reused, lean, etc.
L5 Innovate  continual experimentation & adaptation

• Based on OMG’s Business Process Maturity Model

• oPMF and maturity models derived from it are available for 
free on OMG and CISQ websites

Open Process Maturity Framework (oPMF): 

Healthcare
Education

Engineering
Manufacturing

Retail
Government
Workforce

Etc.

Instantiations
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Trustworthy Systems Manifesto

As a greater portion of mission, business, and safety critical 
functionality is committed to software-intensive systems, these 
systems become one of, if not the largest source of risk to enterprises 
and their customers.  Since corporate executives are ultimately 
responsible for managing this risk, we establish the following 
principles to govern system development and deployment.

1.  Engineering discipline in product and process

2.  Quality assurance to risk tolerance thresholds

3.  Traceable properties of system components

4.  Proactive defense of the system and its data

5.  Resilient and safe operations

http://www.it-cisq.org/
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CISQ Membership Is Free  www.it-cisq.org 
Over 2000 individual members from 

large software-intensive organizations:

http://www.it-cisq.org/
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