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Everything is Becoming Software-Enabled and Connected, Either 
through Task Dependency, Supply Chain, or Information Flow

When this Other System 
gets subverted through:

• an un-patched vulnerability; 
• a mis-configuration;
• an application weakness;
• a counterfeit item;
• tainted software or hardware; or 
• the system’s susceptibility to a hazard…

Today Your System is:
• attackable or 
• susceptible to a hazard…
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We need to be assured 
that not only are our own 
systems trustworthy but 

also everything we 
depend upon…
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The Supply Chain for Software-Enabled Capabilities is Opaque
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Market Transparency through “Software Bill of Materials”
• Third party components are a known systemic risk.

• Transparency can drive tools and behavior to document risk, support mitigations, and 
drive better SW development practices. 

• NTIA at Commerce launched an open, community-driven, cross-
sector “multistakeholder process” to promote software 
component transparency.
• Understand the problem and define basics of SBOM
• Develop use cases across sectors on how such data can be used, today and in the 

future.
• Guidance on how to use existing standards to implement SBOM

• Software ID tags (SWID)
• Software Package Data Exchange (SPDX)

• Expected draft deliverables late spring 2019
• More info or to join: afriedman@ntia.doc.gov

mailto:afriedman@ntia.doc.gov
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Use Cases for sBOM
Refer-Acquire-Transfer Formulation

(definition of what it is) (how it was compiled/formed)

Pedigree Assurance
(history of how it was produced) (trustworthiness of it)

License Management sBOM of a Service
(conditions about its use) (sBOM of sw delivering service)

Provenance Patch Currency
(chain of custody of it) (known fixes are applied to it)

Integrity Automated Response
(cryptographic basis of unalteredness) (sBOM parsing/action)

Market Transparency Assured Mket Transp
(public DBs of components) (public DBs of components)
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Developer Customer
sBOM

Use Cases for sBOM

Contract/Agreement

Between Tiers Spanning Tiers

Integrity
(cryptographic basis of unalteredness)

License Management
(conditions about its use)

Provenance
(chain of custody of it)

Pedigree
(history of how it was produced)

Refer-Acquire-Transfer
(definition of what it is)

Assurance
(trustworthiness of it)

Formulation
(how it was compiled/formed)

sBOM of a Service
(sBOM of sw delivering service)

Patch Currency
(known fixes are applied to it)

Automated Response
(sBOM parsing/action)

Development Tools Deployed S/W Tools

Market Transparency
(public DBs of components)

Assured Mket Transp
(public DBs of components)

Tools and environments for: 
• Embedded apps
• Desktop apps
• Server apps
• Web apps
• Cloud apps
• Orchestration of code

Software Composition Analysis Tools
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Between Tiers Spanning Tiers
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All types of Capabilities are becoming Software-Enabled…

Energy

ManufacturingAeronauticsMedical Buildings

Vehicles

Shipping
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Oil & Gas

These Changes Go Well beyond Traditional Information Technology…

Water Treatment

Hydro Power & Dam Mngt

Remote Management

Smart 
Munitions

Status & Health Monitoring
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Need Secure, Safe, Reliable, and Resilient Behavior 
that Upholds Privacy Expectations

© 2017 Gartner. All rights reserved. 
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– Need Assurance of More Than Security –
Need Assured Trustworthy Systems
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ENERGY HEALTHCARE MANUFACTURING RETAIL TRANSPORTATION

Trustworthy 
Components

Trustworthy 
Components Trustworthy 

Components

MININGSMART CITIES

Trustworthy 
Components

Trustworthy 
Components

Integrated 
Marketplace

Cross-domain &
Interoperability 
in IIoT

Detailed Model 
for next-gen 

Manufacturing 
value chain

Trustworthy 
Components
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ENTERPRISE MEDICAL SOFTWARE INDUSTRY RETAIL ENERGY

Software
Tools

Software 
Tools

Software 
Tools

MINING      …FINANCIAL

Software 
Tools

Software 
Tools

Multiple 
Marketplaces

Software Bill of 
Materials (sBOM)

Software 
Development, 

Integration, and 
Management 

Tools

Software 
Tools
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Software Composition 
Analysis Capabilities

Licensing 
Information

Operations

Test

Developer 
“Desktops”

Build choreography

Source Code Repos
(Public & Private)

Package Repos
(Public & Private)

Vulnerability 
Information

Software Development, Integration, 
and Management Tools
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Source and Package repos

docker, Unified Agent (File System Agent (FSA)), GitLab, kubernetes, 
SourceForge, Launchpad, CodePlex, Savannah, CCPForge
GitHub, JFrog Artifactory, JFrog Xray, inedo, Amazon ECR, Google Container 
Registry, Azure Container Registry, Bit Bucket, Subversion, ProjectLocker, 
CloudForge, Fog Creek Kiln, Codeplane, Assembla, Beanstalk, Codebase

Software Composition Analysis:

Sonatype
Black Duck (Synopsys)
WhiteSource (with plugins)
Protex, Palamida

Developer Desktops (Embedded, Web, Cloud, Desktops/Servers)

IDEs: LINX, NetBeans, Cloud9 IDE, Zend Studio, Atom, Spiralogics
Application Architecture, CodeLobster, CodeCharge Studio, CodePen, 
Xcode, Eclipse, Android Studio, Code Blocks, BlueJ, MPLAB

Frameworks: Bootstrap, Expression Studio, HTML5 Builder, Visual 
Online 

Cloud Tools: Kwatee, Azure

Build Choreography

Jenkins, Travis CI, Final builder, CruiseControl, Integrity, GoCD, 
Urbancode, Autorabit, CircleCI, Buildkite, TeamCity, Wercker, Bitrise, 
Bamboo, Strider, Gitlab CI
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The Basics of an Assurance Case

Evidence = 
required documentation

Claim

Sub-Claim Sub-Claim

Argument Argument

Evidence Evidence

Assumptions 
& Preconditions

Argument = 
how evidence supports claim

Claim = 
assertion to be proven
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Th

Dependability 
Engineering 
Innovation for Cyber Physical 
Systems 

e Assurance Case 
Medical
Space
Aeronautics
Rail
Automotive
Shipping
Autonomous
Critical Infrastructure
Cyber Physical Systems…
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The Assurance Case for a System Builder using Assured Components

Exchange and Composition of             
Assurance Cases between tools and programs
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The Assurance Case for a System Builder using Assured Components

Exchange and Composition of             
Assurance Cases between tools and programs



© 2019 The MITRE Corporation. All rights reserved. Approved for Public Release; Distribution Unlimited. Case No: 18-1804-45

Multiple Sources of Assurance Evidence from 
Across the Lifecycle of the item(s) needing Assurance.

CONOPS 
evaluation

Attack Surface Analysis

Architecture Analysis

Design Analysis/Review

Static Analysis

Malformed Input Testing 
(Fuzzing)

Dynamic Runtime Analysis

Penetration Testing

Blue Teaming

Red Teaming

Evidence
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Launched April 2019
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TRANSPARENT ASSURANCE AS A BASIS FOR TRUST - FUTURE 

Assurance
Case

?
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IIC Journal of Innovation – September 2018 issue on Trustworthiness
https://www.iiconsortium.org/journal-of-innovation.htm

“Assuring Trustworthiness in an Open Global Market of IIoT Systems via Structured Assurance Cases”
https://www.iiconsortium.org/news/joi-articles/2018-Sept-JoI_Assuring_Trustworthiness-FINAL2.pdf

Questions?
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