Final Agenda
Software and Supply Chain Assurance Winter Forum 2018
18-19 December, 2018, MITRE-1, 7525 Colshire Drive, McLean, VA 22102

Tuesday
December 18, 2018

Wednesday
December 19, 2018

Welcome

National Risk Management Center Initiative
e Bob Kolasky, DHS

Section 889 Working Goup: Prohibition on certain
Telecommunications and Video Surveillance Services or
Equipment — Discussion of Public Meeting

e Angela Smith, GSA

Proposal for a Software Formal Methods Rodeo
e  Paul Black, NIST

g Work of the C-SCRM PMO Link to H.R.5515 Section 889
g e Emile Monette, DHS Link to comments on FCC site
2 Link to early inputs on OUSD(AT&L) site
Siemens Charter of Trust: Minimum Standards for the
Value Chain
e Harrison Wadsworth, Siemens
Break (10:30-11am) Break (10:30-11am)
Voting System Supply Chain Requirements Development of Third-Party Software Signatures via File
e Gema Howell, NIST System Differencing
- e Alex Nelson, NIST
B | .org Contributions to SWA
8 | Moderator: Don Davidson, DoD Supplier Interdependency Risk Analysis Tool
Jg’ Panelists: e David Bishop, BCG Platinion
e  Stacy Simpson, SAFECode
e MarcJones, CISQ
e Tommy Ross, BSA | The Software Alliance
Lunch (12:30-1:30pm) Lunch (12:30-1:30pm)
Using Al to Assign CVSS Scores to Vulnerabilitiess | Cyber SCRM: Addressing Cyber-Supply Chain Risks from
e  Matt Scholl, NIST the Microelectronics & Software that Deliver Mission
- Capabilities
g Static Analysis Tool Exposition (SATE) e  Bob Martin, MITRE
a) e Vadim Okun, NIST
= Navy Software Security Certification
Costs and Effectiveness of Static Analysis e  Ketchiozo Wandji, Navair Air Systems Command
e  William Nichols, SEI
Break (3-3:30pm) Break (3-3:30pm)
DARPA Supply Chain Hardware Integrity for The Evolving State of Medical Device Cybersecurity
Electronics Defense (SHIELD): eliminating e Suzanne Schwartz, FDA
counterfeit integrated circuits from the
g electronics supply chain
3 e Arnett Brown, Booz Allen Hamilton
< supporting DARPA

Website:https://csrc.nist.gov/projects/supply-chain-risk-management/ssca

Registration: 1ink http://www.mitre.org/ssca



https://csrc.nist.gov/projects/supply-chain-risk-management/ssca
https://na01.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.mitre.org%2Fssca&data=02%7C01%7Cjon.boyens%40nist.gov%7C39922157d6ed45e1ccc408d5e8e7fede%7C2ab5d82fd8fa4797a93e054655c61dec%7C1%7C1%7C636671005461011805&sdata=k%2FJ2l%2B1%2BzNAEeu6%2FJx0TtGqVXjo8wOIJdGuzHgbAccQ%3D&reserved=0
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Winter_2018/CISA%20C-SCRM%20Overview_SSCA%20Winter%202018.pdf
https://www.congress.gov/bill/115th-congress/house-bill/5515/text
https://www.fcc.gov/ecfs/search/filings?q=(proceedings.name:((18%5C-89*))%20OR%20proceedings.description:((18%5C-89*)))&sort=date_disseminated,DESC
https://www.acq.osd.mil/dpap/dars/early_inputs_FY2019.html
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Winter_2018/WedAM1.2-Siemens%20Wadsworth.pdf
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Winter_2018/WedAM1.2-Siemens%20Wadsworth.pdf
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Winter_2018/TueAM2.2-Stacy%20Simpson.pdf
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Winter_2018/TueAM2.3-SSCA_CISQ.pdf
http://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Winter_2018/TueAM2.4-BSA%20The%20Software%20Alliance.pdf
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Winter_2018/WedAM2.1-nelson.pdf
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Winter_2018/WedAM2.1-nelson.pdf
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Winter_2018/TuePM1-CSD.pdf
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Winter_2018/TuePM1.2-William%20Nichols%20SEI.pdf
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Winter_2018/WedAM1.3_martin.pdf
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Winter_2018/WedAM1.3_martin.pdf
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Winter_2018/WedAM1.3_martin.pdf
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Winter_2018/TuePM2.1-SHIELD.pdf
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Winter_2018/TuePM2.1-SHIELD.pdf
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Winter_2018/TuePM2.1-SHIELD.pdf
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Winter_2018/TuePM2.1-SHIELD.pdf
https://csrc.nist.gov/CSRC/media/Projects/cyber-supply-chain-risk-management/documents/SSCA/Winter_2018/WedPM2.1-FDA.pdf

