
CYBERSECURITY | INNOVATION . AWARENESS . TRAINING

2020 Vision:
Bringing the Future of Cybersecurity
Awareness and Training Into Focus

33rd Annual
FISSEA Conference

2020 Summer 
Webinar 

Series

#FISSEA2020 | nist.gov/fissea



Adaptive Learning: 
Utilizing AI and Social 

Collaboration for User-Centric 
Training ResultsAugust 17, 2020



Save the date
34th Annual FISSEA Conference

June 16-17, 2021 | NIST Gaithersburg, MD

Next Webinar
September 21, 2020| 1pm– 2:30pm EST
“Storytelling in Cybersecurity: Your Ace in the Hole”

About FISSEA
FISSEA, founded in 1987, is an organization run by and for Federal government information 
security professionals to assist Federal agencies in strengthening their employee cybersecurity 
awareness and training programs.

Purpose
• Elevate the general level of information security knowledge for the federal government and 

federally-related workforce.
• Serve as a professional forum for the exchange of information and improvement of information 

systems security awareness and training programs throughout the federal government.
• Provide for the professional development of community members.

Organization
• FISSEA seeks to bring together information security professionals.
• Each year, an award is presented to a candidate selected as Awareness and Training Innovator of 

the Year, honoring distinguished accomplishments in information security training programs.

Federal Information Security Educators (FISSEA)
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Awareness
• Campaigns: Cybersecurity Awareness Month; Stop.Think.Connect
• Building a Security Awareness and Training Program (NIST SP 800-50) 
• Federal Information Security Educators (FISSEA)

Training
• Learning Experiences and Credentials (e.g., Certification, Certificate, Badge, etc.)
• Role-Based Training (NIST SP 800-16)
• FISSEA and National Initiative for Cybersecurity Education (NICE)

Education
• K12: Elementary, Middle, and High School 
• Higher Education: Community Colleges, Colleges and Universities, and Professional Schools
• NICE – Education and Workforce

The Learning Continuum
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Awareness and Training ~ FISSEA (federal environments)
• FISSEA Community of Interest
• FISSEA Summer Series
• Annual FISSEA Conference and Exhibitor Showcase

Training and Education ~ NICE (education and workforce 
for the nation)

• Federal Cybersecurity Workforce Summit & Webinar Series
• Annual NICE Conference and Expo
• NICE K12 Cybersecurity Education Conference
• NICE Webinar Series

Engagement Opportunities
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JOIN US FOR THE NEXT WEBINAR

Storytelling in Cybersecurity: Your Ace in the Hole
September 21, 2020 1:00PM-2:30PM

We know that storytelling is one of the most effective strategies to engage people. We are accustomed to 
using storytelling, experiential learning, and competitions in training and education because they engage 
the emotion system of the brain (hippocampus) – and produce excitement, anxiety, confidence, joy –
which transfers information into memory, and information into action. Join #FISSEA2020 and Sarah 
Moffat for a workshop on storytelling in business, specifically, cybersecurity. During this 70-minute 
session (plus time for the big FISSEA Innovator of the Year award!) you’ll get a chance to practice your 
storytelling skills while getting tips from Sarah Moffat, a graduate from the TED® Masterclass. Sarah’s 
TED Talk, “How to Develop a Round Table as Legendary as King Arthurs” was delivered on the TED® HQ 
stage in NYC and is now in the TED Masterclass app! Sarah’s going to share what she’s learned from 
working in cybersecurity education, training, and awareness for 15 years, plus her TED training, and help 
us all tap our creative side to communicate important cybersecurity concepts to a variety of audiences --
from teaching children in kindergarten to enlisting the support of the non-technical C-suite. 

REGISTER
https://csrc.nist.gov/Projects/fissea/2020-summer-series

Featuring:  Presentation of the Annual Innovator of the Year Award
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Tapio Kymäläinen President, Howspace
Digital facilitation evangelist. Tapio is a seasoned expert in mixing the soup of 
learning, change and digital tools. Sometimes enough to feed 10 people and other 
times enough for 30,000 people, but always spiced with passion, creativity and love for 
learning.

Joe Barrow, Enterprise Solutions Architect, Area9

Joe is an Enterprise Solutions Architect at Area9 Lyceum - bringing employee, 
channel, and customer learning into the 21st century to drive productivity and 
performance through learning science, computer science and neuroscience. 

Brian Simms Director of Learning, Learning Tree International
As Director of Digital Content and Learning Services, Brian is leading Learning 
Tree's effort to modernize blended learning and create an ecosystem of learning 
that empowers careers and supports organizations.

Presenters
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Problem: 
One-on-one tutoring is the learning gold 
standard. But how is that possible today?

9

WHAT IFs?
Questions we will answer:

• What if your workforce 
had instant digital 
access to the expert 
help they needed while 
they were working?

• What if your workforce 
had an eLearning 
experience that tailored 
itself to what each 
learner needed, right 
when they needed it?

• What if instructor time 
could then be focused 
on exactly what each 
student needs the most 
practice with?
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CASE STUDY: 
ITIL® 4 Foundation

A personalized, blended learning environment that provides each learner all the 
resources needed to pass the ITIL 4 Foundation exam and get them practicing 
ITIL in meaningful ways suited to their specific needs

The Virtual Academy includes annual access to:

• Online collaboration space 
• Accredited adaptive online course
• Official digital book, official mobile app, and exam voucher
• Individual/group virtual workshops, as needed
• Options for discounted VILT/ILT events, as needed

Learning Innovation In a 
Blended Model:

• Over 100 organizations 
in need of ITIL 
Foundation training 
amid COVID-19 
Pandemic

• Average time to 
content mastery: 6.5 
hours

• Annual one-click access 
for continued project 
support and 
implementation needs

• Custom, targeted 
virtual sessions weekly 
for those who need it
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Insights from 
the moderator of the 
academy:

“With insight into where 
learners are struggling –
(even when they can do so 
completely at their own 
pace) and visibility into the 
nature of their problems 
and the application of their 
solutions, we can make 
best use of our in-person 
learning time.”
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daptive LearningTraditional e-Learning A

Work Smarter Not Harder
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What Is Adaptive Learning?
• An online delivery method that 

automatically adjusts to the needs 
of each learner.

• Recreates at scale the optimal 
teaching approach of a one-on-one 
personal tutor.

• Uses proven data analytics and 
intelligent technologies to adjust in 
real-time to deliver an optimal 
experience.
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How It Differs 
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Why Is This Different? 

+20 Years Of Research 
In Human Factors, 

Learning Science And 
Computer Science

Powered Learning Of 
Over 30Million Students In Over 
2,000 Products - Exit In 2014 & 
Area9 Lyceum Re-launched In 
2018 With $32M Investment

Collected 
Billions Of Learning 

Data-Points

The Expertise In What Really Impacts Learning
and most importantly…
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Unique Paths To Proficiency

Learner 1
100% proficient
8m 25s
88% correct
9% consciously incompetent
3% unconsciously incompetent

Learner 2
100% proficient
19m 39s
52% correct
7% consciously incompetent
41% unconsciously incompetent

LEARNER 3
100% proficient
33m 40s
47% correct
29% consciously incompetent
24% unconsciously incompetent

Data from Feb 2019 from telecommunications company, technical training course

Final

Initial
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Learning Objective

The Same, But Different
Outcomes: Learning Objective
Statement that defines the expected outcome in terms 
of demonstrable skills or knowledge.

Content: Learning Resources 
To help learn something new or hard.

Assessment: Probes 
Questions, problems or exercises measure the student’s 
level of proficiency as well as what type of Learning 
Resource is most helpful for each individual.
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Learning Objectives
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Probes
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Probes
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Learning Resources
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Learning Resources
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Actionable Data

A Personalized Learning 
Experience that applies 

science and technology to 
improve learning 

Each Person 
Learns Differently –

one size training fits no one 

Get To 
Proficiency 

Faster
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Actionable Data

A Personalized Learning 
Experience that applies 

science and technology to 
improve learning 

Each Person 
Learns Differently –

one size training fits no one 

Get To 
Proficiency 

Faster
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LEARNING…

is shifting from 
content to 

social 
connections 
and relations happens in 

communities 
and cohorts 

through 
dialogue

takes place 
on-the-job

opportunities 
need to be 

available when 
needed, and 

where needed

needs to be 
easy and fast 
to consume

must be tightly 
connected to 

work and 
peer-to-peer 

exchange

service 
providers and 

facilitators 
become 
learning 

architects

Learning Ideology
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Community-
Based Social 

Learning

Fast 
Interaction 
And Micro 

Interventions
Dialogue 

Based 
Learning

Virtual 
Facilitator 

Access

Access To 
Learning 

Available At 
All Times, 

Regardless Of 
Place And 

Device

Contextual 
Learning

Quick Sense-
making 

Supported By 
AI

Response To Learning Trends
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Learning Focus 

F2F
Traditional 
eLearning

Blended
Learning

Facilitation
On Demand

Self-Paced 
Learning

Facilitated
Group Discussion

Online Sessions &
Workspace

Howspace supports facilitated learning processes and enhances learner to 
learner exchange. Facilitated dialogue and contextual learning. 

Supported by AI, also available to learners.
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70-20-10 Learning 

True 70-20-10 blended learning experience resulting in 
enhanced learning experience, improved dialogue, 
learner engagement and sustained learning impact.

70 20 10

70 On-the-job Learning 
Through Experiences And 

Reflections, Dialogue

20 Mutual Learning –
Peer Learning –

Collaboration And Dialogue

10 Formal Learning, 
Content Focus, 

Courseware

Howspace
Learning

Traditional Learning
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How Does it Work?
The three key elements for sustained learning impact

Easy and secure, one-click access to the online 
collaboration space anywhere on any device.

Artificial intelligence for sense making, based on 
facilitated dialogue: Interactive word-cloud, analytical 
summaries and relevant theme clusters.

State-of-the-art facilitation features for effective social 
learning. Focus on the relevant context, social media like 
interaction, team and individual exchange, real- time 
learning.

1.

2.

3.

WORKSPACE = Dedicated digital environment for a 
given context, learning process and audience
PAGE = Stages of the learning process within a 
Workspace
CONTENT CONTAINER = Structural elements for 
building pages/templates within a Workspace
WIDGET = Working method e.g. chat, image, video, 
exam, file share, assignment, checkpoint, transition 
pulse, content embed etc. 



Discussion Aid

AI 

Summary

AI Word 
Cloud 

(Interactive)

Theme 
Clustering

Sentiment 
Analyses
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Answer: 
We have to blend.

33

WHAT IFs?
Questions we will answer:

• What if your workforce 
had instant digital 
access to the expert 
help they needed while 
they were working?

• What if your workforce 
had an eLearning 
experience that tailored 
itself to what each 
learner needed, right 
when they needed it?

• What if instructor time 
could then be focused 
on exactly what each 
student needs the most 
practice with?
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FISSEA
Security Awareness, Training, and Education 

Contest

Gretchen Morris, CISSP
FISSEA Working Group Member

August 2020



Contest
Categories

Blog*
Motivational Item
Newsletter
Podcast*
Poster
Training
Video
Website

Judges

Not affiliated with any 
of the groups that 
submitted entries

From various positions 
and industries

* New this year!



Blog Entries (3)*



Entry 1: 



Entry 2:



Entry 3: 



For 2020 we hereby award:

Cofense
the honor of being selected as the

Security Blog Contest Winner!





Motivational Item Entries (6)



Entry 1: 



Entry 2: Clean Desk/Clear Screen Security Awareness Activity

Be a Star! Secure Your Info.

Don’t Let Your Info Go Sour. 
Nobody Better Lay a Finger on 
My Sensitive Documents.

Be Twix You and Me, 
Secure Your Information.



Entry 3: 



Entry 4: 



Entry 5: 



Entry 6: 



For 2020 we hereby award:

United states postal 
service, ciso

the honor of being selected as the

Security Motivational Item
Contest Winner!



Be a Star! Secure Your Info.

Don’t Let Your Info Go Sour. 
Nobody Better Lay a Finger on 
My Sensitive Documents.

Be Twix You and Me, 
Secure Your Information.



Newsletter Entries (8)



Entry 1: 



Entry 2: 



Entry 3: 



Entry 4: 



Entry 5: 



Entry 6: 



Entry 7: 



Entry 8: 



For 2020 we hereby award:

National Institutes of Health 
– Cyber Safety Awareness 

Campaign
the honor of being selected as the

Security Newsletter Contest Winner!





Podcast Entries (4)*



Entry 1: Coronavirus and Awareness Training

With much of the world focused on COVID-19, or Coronavirus, attackers are 
taking advantage of the resulting concern to target potential victims with 
Coronavirus-themed scams. A result of this is the decision to use these 
scams as part of phishing awareness training. 

Entry 2: 

The Cyber Tap Podcast – Episode 10 “Fast Times at Online High”

Join Mat and Mike from cyberTAP at Purdue University for a fun and 
informative discussion.  Listen as they unpack cybersecurity news, 
conduct interviews with industry experts, and dish the latest tech, 
tools, tips and tricks…as long as they stay focused.



Entry 3: 

Entry 4: 

Cyber Safety is Patient Safety: The importance of 
Healthcare Cybersecurity

In this podcast, your hosts are two leaders in health care 
cybersecurity. Listen in as they discuss evolving threats and 
collaborative mitigations for healthcare cybersecurity.

Podcast “How Hackers Hack and How to Protect Yourself”

This innovative podcast contains three fascinating interviews, 
which delve into the devious minds of different types of hackers. 
We answer questions such as, “What’s your role in helping to 
protect CMS systems and information?” 



For 2020 we hereby award:
Information Security & Privacy Group (ISPG)

Office of Information Technology (OIT)
Centers for Medicare & Medicaid Services (CMS)

the honor of being selected as the

Security Podcast Contest Winner!



Entry 4: Podcast “How Hackers Hack and How to Protect Yourself”

This innovative podcast contains three fascinating interviews, 
which delve into the devious minds of different types of hackers. 
We answer questions such as, “What’s your role in helping to 
protect CMS systems and information?” 



Poster Entries (9)



Entry 1: 



Entry 2: 



Entry 3: 



Entry 4: 



Entry 5: 



Entry 6: 



Entry 7: 



Entry 8: 



Entry 9: 



For 2020 we hereby award:
Deborah Coleman

U.S. Department of Education

the honor of being selected as the

Security Poster Contest Winner!





Training Entries (7)



Entry 1: https://links.mediapro.com/DAvPfM4U/

https://links.mediapro.com/DAvPfM4U/


Entry 2: https://youtu.be/IfJrfVP9WM0

https://youtu.be/IfJrfVP9WM0


Entry 3: https://www.us-cert.gov/cdm/training

https://www.us-cert.gov/cdm/training


Entry 4: 



Entry 5: 



Entry 6: https://dmarc.globalcyberalliance.org/dmarc-bootcamp/

https://urldefense.proofpoint.com/v2/url?u=https-3A__gcc02.safelinks.protection.outlook.com_-3Furl-3Dhttps-253A-252F-252Fdmarc.globalcyberalliance.org-252Fdmarc-2Dbootcamp-252F-26data-3D02-257C01-257Ckeri.bray-2540nist.gov-257C069487a0084d436ca08008d830015b0c-257C2ab5d82fd8fa4797a93e054655c61dec-257C1-257C1-257C637312129671022025-26sdata-3DGyRcQV5QIi-252FqBZldkaN0OlNo98DCxgWkoq5r6Znm9-252Fw-253D-26reserved-3D0&d=DwMGaQ&c=ApwzowJNAKKw3xye91w7BE1XMRKi2LN9kiMk5Csz9Zk&r=iDeadnJP94-_zFkoSFZbfJjrsYNYqq48GWQdI9GEtcc&m=Q69J6JvZviqD-_7audHDPSp0MRBFRYXY6-CMi57Izpo&s=xDm44R7di0g6e5N-1jrhU7-yRjF_Qjizv_Gn422v-90&e=


Entry 7: 



For 2020 we hereby award:

MediaPRO

the honor of being selected as the

Security Training Contest Winner!



https://links.mediapro.com/DAvPfM4U/

https://links.mediapro.com/DAvPfM4U/


Video Entries (6)



Entry 1: https://youtu.be/IfJrfVP9WM0

https://youtu.be/IfJrfVP9WM0


Entry 2: 



Entry 3: 

https://vimeo.com/user9017396/review/430780171/931ff9e94a

https://vimeo.com/user9017396/review/430780171/931ff9e94a


https://vimeo.com/441125214Entry 4: 

https://vimeo.com/441125214


Entry 5: 

Link to Video

https://protect2.fireeye.com/url?k=eb982236-b7cd2be6-eb981309-0cc47a6a52de-a267214010b18907&u=https://www.dropbox.com/s/wsqguh26dvgz78m/CyberSecurity-v5.mp4?dl=0


Entry 6: 



For 2020 we hereby award:
Information Security & Privacy Group (ISPG)

Office of Information Technology (OIT)
Centers for Medicare & Medicaid Services (CMS)

the honor of being selected as the

Security Video Contest Winner!



Link to Video

https://urldefense.proofpoint.com/v2/url?u=https-3A__usps.screenlight.tv_shares_w0sIsaWeIuaahixIvm1sc6vm0bPQYeBe-3F-5F-3D1559829000653&d=DwMFAg&c=ApwzowJNAKKw3xye91w7BE1XMRKi2LN9kiMk5Csz9Zk&r=iDeadnJP94-_zFkoSFZbfJjrsYNYqq48GWQdI9GEtcc&m=P5jUBYU_Nf6rMUWfzcKYMkLJCfojKko5tqLfZMgsT38&s=iAVdwPCO8E9KODs0cGwye051P65rsm5sfXFs22HH1Os&e=


Website Entries (5)



Entry 1: http://www.mekabay.com/cyberwatch/index.htm

http://www.mekabay.com/cyberwatch/index.htm


Entry 2: https://www.ihs.gov/oit/security/ncsam2019/clickbait/

https://www.ihs.gov/oit/security/ncsam2019/clickbait/


Entry 3: https://www.cisa.gov/cyber-essentials and 
https://www.cisa.gov/publication/cyber-essentials-toolkits

https://www.cisa.gov/cyber-essentials
https://www.cisa.gov/publication/cyber-essentials-toolkits


Entry 4: https://cofense.com/what-is-a-seg/

https://cofense.com/what-is-a-seg/


Entry 5: 



For 2020 we hereby award:
Indian Health Service, 

Office of Information Technology (OIT), 
Division of Information Security

the honor of being selected as the

Security Website Contest Winner!





Thanks to all 
who submitted entries!

A special thanks to our 
judges!
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