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Federal Information Security Educators (FISSEA)

About FISSEA
FISSEA, founded in 1987, is an organization run by and for Federal government information

security professionals to assist Federal agencies in strengthening their employee cybersecurity
awareness and training programs.

Purpose

» Elevate the general level of information security knowledge for the federal government and
federally-related workforce.

» Serve as a professional forum for the exchange of information and improvement of information
systems security awareness and training programs throughout the federal government.

* Provide for the professional development of community members.

Organization

» FISSEA seeks to bring together information security professionals.

* Eachyear, an award is presented to a candidate selected as Awareness and Training Innovator of
the Year, honoring distinguished accomplishments in information security training programs.
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The Learning Continuum

Awareness
* Campaigns: Cybersecurity Awareness Month; Stop.Think.Connect
* Building a Security Awareness and Training Program (NIST SP 800-50)
* Federal Information Security Educators (FISSEA)

Training
* Learning Experiences and Credentials (e.g., Certification, Certificate, Badge, etc.)
* Role-Based Training (NIST SP 800-16)
* FISSEA and National Initiative for Cybersecurity Education (NICE)

Education
* K12: Elementary, Middle, and High School
* Higher Education: Community Colleges, Colleges and Universities, and Professional Schools
* NICE - Education and Workforce
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Engagement Opportunities

Awareness and Training ~ FISSEA (federal environments)
* FISSEA Community of Interest
e FISSEA Summer Series
* Annual FISSEA Conference and Exhibitor Showcase

Training and Education ~ NICE (education and workforce
for the nation)

* Federal Cybersecurity Workforce Summit & Webinar Series

* Annual NICE Conference and Expo

* NICE K12 Cybersecurity Education Conference

* NICE Webinar Series
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JOIN US FOR THE NEXT WEBINAR

Storytelling in Cybersecurity: Your Ace in the Hole
September 21, 2020 1:00PM-2:30PM

We know that storytelling is one of the most effective strategies to engage people. We are accustomed to
using storytelling, experiential learning, and competitions in training and education because they engage
the emotion system of the brain (hippocampus) - and produce excitement, anxiety, confidence, joy -
which transfers information into memory, and information into action. Join #FISSEA2020 and Sarah
Moffat for a workshop on storytelling in business, specifically, cybersecurity. During this 70-minute
session (plus time for the big FISSEA Innovator of the Year award!) you'll get a chance to practice your
storytelling skills while getting tips from Sarah Moffat, a graduate from the TED® Masterclass. Sarah’s
TED Talk, “How to Develop a Round Table as Legendary as King Arthurs” was delivered on the TED® HQ
stagein NYC and is now in the TED Masterclass app! Sarah’s going to share what she’s learned from
working in cybersecurity education, training, and awareness for 15 years, plus her TED training, and help
us all tap our creative side to communicate important cybersecurity concepts to a variety of audiences --
from teaching children in kindergarten to enlisting the support of the non-technical C-suite.

Featuring: Presentation of the Annual Innovator of the Year Award

REGISTER

https://csrc.nist.gov/Projects /fissea/2020-summer-series
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Presenters

TapIO Kymalalnen President, Howspace

Digital facilitation evangelist. Tapio is a seasoned expert in mixing the soup of
learning, change and digital tools. Sometimes enough to feed 10 people and other
times enough for 30,000 people, butalways spiced with passion, creativity and love for

learning.

]O c B al‘I'OW, Enterprise Solutions Architect, Area9

Joe is an Enterprise Solutions Architect at Area9 Lyceum - bringing employee,
channel, and customerlearning into the 21st century to drive productivity and
performance through learning science, computer science and neuroscience.

Brlan SlmmS Director of Learning, Learning Tree International

As Director of Digital Content and Learning Services, Brian is leading Learning
Tree's effort to modernize blended learning and create an ecosystem oflearning
that empowers careers and supports organizations.
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WHAT IFs?

Questions we will answer:

What if your workforce
had instant digital
access to the expert
help they needed while
they were working?

What if your workforce
had an eLearning
experience that tailored
itself to what each
learner needed, right
when they needed it?

Whatif instructortime
could then be focused
on exactly what each
student needs the most
practice with?

Next Webinar

Problem:

One-on-one tutoring is the learning gold
standard. But how is that possible today?
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Sl CASE STUDY:
Over 100 organizations ITI L® 4 FOundation

in need of ITIL

Foundation training

amid COVID-19 _ _ _ _

Pandemic A personalized, blended learning environment that provides each learner all the
resources needed to pass the ITIL 4 Foundation exam and get them practicing

ARIEER e T ITIL in meaningful ways suited to their specific needs

content mastery: 6.5

hours
The Virtual Academy includes annual access to:

Annual one-click access . .
) : * Online collaboration space
for continued project

support and * Accredited adaptive online course

implementation needs « Official digital book, official mobile app, and exam voucher
e Individual/group virtual workshops, as needed

e Options for discounted VILT/ILT events, as needed

Custom, targeted
virtual sessions weekly
for those who need it
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: How It Works
Insights from :

the moderator of the Individual
academy:

“With insight into where
learners are struggling —
(even when they can do so

completely at their own L ] S b
A e o Acad th, AND SME ACCESS th ini
pace ) and visibili ty into the YOU WILL PASS YOUR is ongoing to in the ITIL path fo
. FOUNDATION EXAM - continue learning continue your journey
nature of their problems 100% GUARANTEED and practicing to expert

and the application of their
solutions, we can make
best use of our in-person

learning time.” N jz

Scaled Enterprise Programs

—1 |
Our leamers can mowve through That means you can

this foundation certification ADVAMCE AT SCALE AND GET BEEYOND

50% FASTER BECAUSE OF FOUNDATION TO GET MORE BUSINESS BEMNEFITS

THE ADAPTIVE APPROACH from ITIL, advancing your digital transformation
Next Webinar # Save the date NIST
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Work Smarter Not Harder

Traditional e-Learning Adaptive Learning
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What Is Adaptive Learning?

* An online delivery method that
e Recreates at scale the

* Uses proven data analytics and
intelligent technologies to
to deliver an optimal
experience.
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How It Differs

EXAMPLES OF HOW ADAPTIVE LEARNING DIFFERS FROM TRADITIONAL E-LEARNING

TRADITIONAL E-LEARNING ADAPTIVE LEARNING

THE SAME FOR EVERYONE ADAPTS TO THE INDIVIDUAL

CONTENT FIRST - THEN QUESTIONS ONLY SHOWS CONTENT WHEN IT IS NECESSARY

IGNORES WHAT THE STUDENT ALREADY KNOWS TAKES INTO CONSIDERATION WHAT THE STUDENT ALREADY KNOWS

STARTS FROM THE BEGINNING EVERY TIME FOLLOWS UP ON WHAT THE STUDENT IS HAVING TROUBLE WITH

CYBER
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Why Is This Different?

SMARTBOOK®

Mc
Graw
Hill — = T

Education

+20 Years Of Research Powered Learning Of Collected
In Human Factors, Over30Million Students In Over Billions Of Learning
Learning Science And 2,000 Products - Exit In 2014 & Data-Points
Computer Science Area9 Lyceum Re-launched In

2018 With $32M Investment

and most importantly...

The Expertise In What Really Impacts Learning
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Unique Paths To Proficiency

Learner1 Learner 2 LEARNER 3
Final | 100% proficient 100% proficient 100% proficient
8m 25s 19m 39s 33m40s
Initial 88% correct 52% correct 47% correct
9% consciously incompetent 7% consciously incompetent 29% consciously incompetent
3% unconsciously incompetent 41% unconsciously incompetent 24% unconsciously incompetent
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The Same, But Different

Outcomes: Learning Objective
Statement that defines the expected outcome in terms
of demonstrable skills or knowledge.

Content: Learning Resources
To help learn something new or hard.

Assessment: Probes

Questions, problems or exercises measure the student’s
level of proficiency as well as what type of Learning
Resource is most helpful for each individual.

Learning Objective
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@ RHAPSODE 100% | PROGRESS Richard Keaveny @ <

Coach
-
-,

This course uses adaptive
learning, an intelligent learning
approach that adapts to your
needs by using sophisticated
algorithms.

When you start, you can adjust IT"-@ 4 Foundatlon MOdUIe 7:

Learning Ob] ectives Competenc evd uang e Incident, Event, and Problem
the screen. Management

An Adaptive Learming Introduction to

slider placed at the bottom of

Provided by Leaming Tree Intérnational and Area9 Lyceum
Autoplay

QE’ HINK | GOT IT 1 DONT GET IT

CHALLENGEUS @
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@ R H APSODE

Coach

Probes

Self-Assessment @

o

—_—in -
ADVAMNCED BEGINMER

Which practices distinguish the two parts of the monitoring and event management practice?

Systematic observation in order
to detect conditions of potential
significance

Performed in a highly
automated manner and can be
done actively or passively

events

|
|
B EITTTE T BTN |
|

Identify and initiate the correct
control action to manage events

Determine the significance of

Richard Keaveny @ &« '

Focus on recording
managing change:
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Perfarmed ina highly Systematje obser,
automated manner aned

norder to detect
CEnN be done aclively or

conditiong of poter |
Passively significance

Probes
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Learning Resources

Richard Keaveny @ 6

o Monitaring v
The monitoring and event

management practice
identifies and prioritizes
infrastructure, services,
business processes and
information security events,
and establishes the
appropriate response to those
events, including responding to
conditions that could lead to
potential faults or incidents.

Pataile abaot tha Aiffaramt

Autoplay

Self-Assessment @

earning path will be adjusted accordingly

e

ADVANCED BEGINNER

MONITORING AND EVENT MANAGEMENT

Event Management

IDONT GETIT |

CHALLENGEUS @
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© |

MONITORING AND EVENT
MANAGEMENT

Meritoring

Event fv’anugemem

Learning Resources
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Actionable Data

PMETACOGMITION DETAILS
Doni Cornett
< Sum of Unconscious Incompetent i Frilaaiy
' o - Steve Briones

65%

METACQGNITION GRAPHICAL SUMMARY

A Personalized Learning Each Person Get To
Experience that applies Learns Differently - Proficiency
science and technology to one size training fits no one Faster
improve learning
- Save the date
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Actionable Data

Learner = Jason Tumer € Module = GDPR DEMO-EN €3
THE MOST DIFFICULT LEARNING OBJECTIVES :
Analytics > Activity Log
Q =
Module Learning Objective Unconsciously Incompetent
© 20190308 Jason Turner The reason for the existence of the Ge.. (19) m d6s
GDPRDEMO - EN Explain when t protection rues a.. 27
FplamanEn protsctisnnies 5 14:4235 Jason Tumer Inderstand the financial consequence.. Slide 44961 15% CORRECT 265
GDPROEMC - EN Rememmber where the regulation for the 18% Jason Turner Remenmber where the regulation for th... ~Slide 44964 100 15% CORRECT 295
14:4451 Jason Turner why the General Data Protecti.  Slide 44940 100 15 CORRECT Tmds
GDPRDEMO - EN Remermber whe is included in the term ... 13% 13%
Turner ind the financial ¢ nce..  Fill Blank 44! 00 15 CORRECT 15s
GDFR DEMO - EN Understand the f 2l conseq = 1% aa%
nesrslans e nanas conssquence 1446:41 Jason Remember where the regulation for th..  Categorize 44965 60 PARTIALLY CORRECT
GDPRDEMO - EN Separate sensitive and general personal T H Jason T Ex General Data Pratecti.  Fill Blank 3 0 WRONG 168
125047 Jason Tumer Remember where the regulation for th.  Siide 44964 100 9% CORRECT v 278
GDPRDEMO - EN Descril introller 0% 42%
Explain why the General Data Protecti  Slide 44940 100 51% CORRECT 95
GDPR DEMO - EN shat pros 0% o% 14:5402 Jason Turner ¢ the General Data Protecti_  MCQ 44944 100 643 CORRECT 10s
GDFR DEMG - EN Explain why the General Data Protection 0% Y Remernber where the regulation for th, 0 2% WRONG s
n Turner f the controller Slide 44946 100 2% CORRECT
GDPRDEMO - EN Define what personal data is 0% 0%
Turner Remer here the regulation forth.  Categorize 44965 80 74% PARTIALLY CORRECT
BOF DEME= Enl Explain what applies to physical registra. e Jason Turner Describe the role of the controller McQ 50 9 PARTIALLY CORRECT 325
SOER DEMO - EN Module intro o e 14:5823 Jason Turner Describe the role of the controller Slide 44946 100 CORRECT
Deseribe the role of the Fill Blank 44 50 95% PARTIALLY CORRECT 32
GDPRDEMO - EN Adaptive Intraduct 0% 0%
14:5922 Jason T Describe the role of the Slide 44946 100 CORRECT 3s
GOFROEMO - BN \dertify what should be demenstrated b. o o Jason Turner Describe the role of the controller MCQ 44345 100 CORRECT s
SOFRDEMO - EN Recall ho nform the a. . . Jason Turner Remenmber where the regulation for th.. ~Slide 44964 100 CORRECT 55
Jason Turner Remermber where the regulation for th.. MCQ 44963 100 98% CORRECT v 10s

A Personalized Learning Each Person GetTo
Experience that applies Learns Differently - Proficiency

science and technology to one size training fits no one Faster
improve learning
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is shifting from

Learning Ideology contentte

connections

service ! )
providers and and relations happen§ in
facilitators communities
become an:lI cohohrts
learning :liarlzuie
architects g
must be tightly
connected to
work and takes plgce
peer-to-peer on-the-job
exchange
opportunities
needs to be need to be
easy and fast available when
to consume needed, and

where needed
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Response To Learning Trends

Access To
Learning
Community- Dialogue Available At
Based Social Based All Times,
Learning Learning Regardless Of
Place And
Virtual Device
Facilitator
Access
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Learning Focus

Online Sessions & Facilitated Blended

Traditional Facilitation
Group Discussion Learning F2F

eLearning On Demand Workspace

Self-Paced
Learning

Howspace supports facilitated learning processes and enhances learner to
learner exchange. Facilitated dialogue and contextual learning.

Supported by Al, also available to learners.
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70-20-10 Learning

Howspace

Learning

messsmsss  [raditional Learning

70 On-the-job Learning 20 Mmutual Learning — 10 Formal Learning,

Through Experiences And Peer Learning — Content Focus,
Reflections, Dialogue Collaboration And Dialogue Courseware

True 70-20-10 blended learning experience resultingin

enhanced learning experience, improved dialogue,
learner engagement and sustained learning impact.
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How Does it Work?

The three key elements for sustained learning impact

Easy and secure, one-click access to the online
collaboration space anywhere on any device.

WORKSPACE =Dedicated digital environment for a
given context, learning process and audience
State-of-the-art facilitation features for effective social PAGE = 5tages of the leammg Process within a
learning. Focus on the relevant context, social media like Workspace

interaction, team and individual exchange, real- time CONTENT CONTAINER = Structural elements for

I ing. - L

i building pages/templates within a Workspace
WIDGET = Working method e.g. chat, image, video,

exam, file share, assignment, checkpoint, transition
Artificial intelligence for sense making, based on pulse, content embed etc.

facilitated dialogue: Interactive word-cloud, analytical ’

summaries and relevant theme clusters.
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Discussion Aid

It is the best tool for consultants and facilitators for
all situations where dialogue and collaboration is
crucial to the process. Howspace is a platform for

Orientati Workshop 1 Te k Workshop 2 Ald
HOWSPGCG rientation orkshop eamworl orkshop emo facilitators to give a digital identity to the projects

How do you describe Howspace to other people?

they facilitate. Howspace is easy to use web tool for
both facilitator and participant for any kind of
collaboration learning and co-creation.

other people?” - discussion

@ Photo/Video v Publish

E
Summary e i 8
Ilkka Makitalo 3 months ago 2, peopl g 2
ilitation 2 £
Howspace is powered by Al. It helps to facilitate meaningful discussions and helps to s E lacilltation = dialogue drive
make sense of them. 1o = =
88 e = =
Like 1likes Reply B= =8
a8 SE=%
2 helpSsS
H S n ’=
Kai Hakkarainen 4 months ago (edited) co“abor"aalvlv?l!;lk “Egé na
Howspace is easy to use web tool for both facilitator and participant for any kind of best £= — workshop
collaboration, learning and co-creation. ptextual wav develop —-' organisation

Like Reply

anization 50fli
AI WO d 'ﬂcglrlglggl'z’af"]ﬂ%g? Satlon @8y consultant aciltator

J Brown 4 months ago A I C I O u d
It is the best tool for consultants and facilitators for all situations where dialogue and ﬁ ( l .
nteractive)

collaboration is crucial to the process.

Like Reply
Juuso Hietalahti 5 months ago
. How do you describe Howspace to other people?
[ —
il SR —
= -

practcn, v, otnr ot k.

® =

o et mmegerent .

© o

Clustering

=
O
=

Sentiment

Analyses
= Qe
[ Y-
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WHAT IFs?

Questions we will answer:

 Whatif your workforce
had instant digital
access to the expert
help they needed while
they were working?

What if your workforce
had an eLearning Answer:

experience that tailored

itself to what each We haVG tO blend-
learner needed, right

when they needed it?

Whatif instructortime
could then be focused
on exactly what each
student needs the most
practice with?
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Gretchen Morris, CISSP
FISSEA Working Group Member
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Invoice Themed Phishing Emails Are Spreading from
Trusted Links

Cofense * Internet Security Awareness Microsoft 365 EOP,Phishing,Proofpoint SEG Misses | July 16,
2020

Phishes Found in Environments Protected by SEGs

Proofpoint
Microsoft 365 EOP

By: Kian Mahdavi, Cofense Phishing Defense Center

The Cofense Phishing Defense Center (PDC) is seeing continued growth in phishing attacks
which harvests users’ credentials via genuine file-sharing websites, which are found in
environments protected by Proofpoint’'s Secure Email Gateway (SEG). A huge factor in this

campaign is the confidence users have in emails containing the “trusted” Dropbox reference.

It is tricky for SEGs to keep up with attempts to spread phishing attacks and malware via
sharing services such as Dropbox, ShareFile, WeTransfer, Google Docs, Egnyte and even
SharePoint. Fortunately, a few of our clients’ users reported the phishing emails via the
Cofense Reporter button.

The “traditional” methodology for attackers was to “break in.” Nowadays, they easily can

“login,” thanks to sharing sites.
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Hesalth Extramural Nexus

i
Open Mike

Helping connect you with the NIH perspechive, and helping connect us with yours

Dir. Michas! Lawer iz NiH's Depufy Director for Extramural Rezearch, senving az the
principal scientific leader and a r to the MH Director on the NIH extramural
research program.

Cyber Safety & COVID-19

on Aprl 17, oy HIH Cybar Safety Campalgn Team

current outbreak of the nowvel cononavinus (SO 8} has introduced new
ity ri both at MIH and targeted phishing attacks prey on
any of us make a shift toward remote
coountability for cyber safety.

Be Vigilant — Protect Against Phishing Attacks

Fhizhing attacks related to COVID-12 are on the rise. Over the past few weseks, several
federal agen |

hawve issusd ur| rout criminal groups who are

their cwn gain. | sued a targeted warning io
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Invoice Themed Phishing Emails Are Spreading from
Trusted Links

Cofense - Internet Security Awareness Microsoft 365 EOP,Phishing Proofpoint SEG Misses | July 16,
2020

Phishes Found in Environments Protected by SEGs

Proofpoint
Microsoft 365 EOP

By: Kian Mahdavi, Cofense Phishing Defense Center

The Cofense Phishing Defense Center (PDC) is seeing continued growth in phishing attacks
which harvests users’ credentials via genuine file-sharing websites, which are found in
environments protected by Proofpoint’'s Secure Email Gateway (SEG). A huge factor in this

campaign is the confidence users have in emails containing the “trusted” Dropbox reference.

It is tricky for SEGs to keep up with attempts to spread phishing attacks and malware via
sharing services such as Dropbox, ShareFile, WeTransfer, Google Docs, Egnyte and even
SharePoint. Fortunately, a few of our clients’ users reported the phishing emails via the
Cofense Reporter button.

The “traditional” methodology for attackers was to “break in." Nowadays, they easily can
“login,” thanks to sharing sites.
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Entry 1: PLAYBILL

Lunch Byte Theater

To &egnd or Not to &egnd




Entry 2: Clean Desk/Clear Screen Security Awareness Activity

Be a Star! Secure Your Info.

- Stacburs

ol ﬂTﬂz [ n '

Nobody Bettrer Lay a Finger on
My Sensitive Documents.

Be Twix You and Me,
Secure Your Information.




NCSAM Escape Room Start

The year is 2025. The Internet of Things (loT) is everywhere and everyihing is
connected to the Internet. Even your sock drawer is a "smart" sock drawer and
will send you an email alert if you matched the wrong green socks together!
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And the Winner is... Top Phishing Reporter

Entry 4:

Top Phishing Reporter

A}i"n THE HGRATULATIONE 20 he Ofice:of
1WINNERI$--- g

CERTIFICATE OF AWARD

BEST PHISHING
REPORTER

THIS RTIFICATE IS DED TO

Name of Office

PRESENTED BY

Top Performing Offices
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Cyber Safety for Kids and Teens

B Get Started

Welcome to Cyber Safety for Kids and Teens!
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HAVE
YOU
g | FAND)
.\:{elVh)
RANSOMWARE?

What is Ransomware?

ware is a type of malware (malicious

encrypting the data with a key known only to
the hacker who deployed the malware, until a
ransom is paid. After the user's data is
encrypted, the ransomware directs the user to
pay the ransom to the hacker (usually in a
cryptocurrency, such as Bitcoin) in order to
receive a decryption key.

Healthcare is targeted more than any other industry

Souroe Clonoy TasutRepert (A1)

O/ | 1in 4 healthcare 0y of all ransomware
: 5 O /O' organizations are successfully 88/“ attacks target the

Bt year ageneatiormametes | attacked by ransomware | HEALTHCARE INDUSTRY

T TntSaery Seryaty Fgeovieg RroeaT Teem G0, 2018

Ransomware attacks TRIPLED in 2017

HEALTH INDUSTRY

CYBERSECURITY PRACTICES:
Managing Threats and Protecting Patients

The Health Industry Cybersecunty Practices: Managing Threats and
Protecting Patients (HICP) publication aims to raise awareness,
provide vetted cybersecurnty practices, and moves toward
consistency in mitigating the current most pertinent cybersecurity
threats to the sector. The main document examines cyvbersecurity
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Be a Star! Secure Your Info.

I Starurs

NT2.070Z{ -

Be Twix You and Me,
Secure Your Information.






Entry 1:

The .
Security Scoop n

Are You OIG Ready?

— CISO Corner

Preparing for the OIG Audit
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Protecting Your Information and Devices
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YBER Outlook

The FORSCOM G& Cybersecurity Branch assists subordinate units with the framework to operate
securely, efficiently, and reduce the operational risks associated with managing technology.

Cyberforce Online Training Platform

Cyberforce is an online training platform that is currently accessible to DoD CAC holders. The
cybersecurity community is highly encouraged to utilize this resource as it provides a wealth of
sustainment and skill-honing content. Hands-on lab environment training is a major feature of the
platform with exercises in network fraffic analysis, malware hunting, incident response, scripting,
defensive and offensive cyber tools; just to name a few. Explore the myriad of features and bolster
your readiness foday.

./ /portal.cyberforce.site

' Reference and Res ,
The purpose of this dummnn’r is to provide an overview of useful open source referem:ﬂ»_- to support
Security Cooperation across the U.S. government, commercial sector, and U.S. allies and partners.
Within this document, readers will find information regarding cybersecurity norms, best practices,
policies, and standards written and adopted by the U.S. federal government, the 1.5, Department of
Defense, and recognized institutional standards.

Link: https:/ /dodcio.defense.gov/ Portals/ o/ Documents /C fber' JoD%20CI0%20CS%20Reference®
2018 vg.a Final 2018,

mnanry Le Ll ] ! ) gy
The Deparmlent of Defem.ara (Do) Artificial Iu’rEIJJHEIl[P (AT} Qn'ateg:. dmzcts the DoD to accelerate
the adoption of Al and the creation of a force fit for our time. A strong, technologically advanced
Department is essential for protecting the security of our nation, preserving access to markets that
will improve our standard of living, and ensuring that we are capable of passing intact to the younger
generations the freedoms we corrently enjoy.

Link: hitps: //media.defense.gov/2010,/Feb/12 /2002088063 -1/-1/1/ SUMMARY-0OF-D

For corrections or comments email us at: nsarmy. brage.f m.list.g6-cyber-security-bran
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| let him use my wark laptop to play a game,
But when | logged back in, something was off.

“My name is Julle, and this is the story of whaot hoppened when |
let my ten-year-old son use my MH loptop.™

I opened my laptop to chy digte d o pop-up
t me that

Which of the following remote work best practices could have helped Julie prevent this
potentially dangerous cybersecurity incdent?

A Mever allow anyone, even your family, to use your povernment-ssued equipment
B. Only allow others to use your government-issued equipment with close supenvision
C. Use a designated space within your home as a remote work office to control access

r hard work enables us to

uard the mission of the MIH.

Jaothi Dugar
mpaign Lead




Entry 6:
SOCIAL MEDIA

GUIDELINES AND
BEST PRACTICES

BROUGHT TO ¥OU BY THE
BUREAU OF DIFLOMATIC SECURITY L
DIRECTORATE OF CYBER AMD TECHNOLOGY SECURITY
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@ CYBERHEISTNEWS

arming you \ with the facts

ws Vol 10 #30 July 21st., 2020

Sen T——I shing? Microsoft Warns

n1|~
-

Microsoft has issued an advisory waming about “consent phishing,” i" "'i‘LiE -
or application-based phishing attacks that rely on users granting i
pemissions to malicious apps. These attacks aren’t as well-known

or as obvious as credential-harvesting or email-based phishing

attacks, but they can be just as dangerous.

In consent phishing attacks, the user sees a pop-up from an application requesting

sive pemissions. This consent screen lists all the permmissions the app will receive,
and many users may go on to accept the terms uncritically because they assume the
app is trustworthy.

“If the user accepts, the attacker can gain access to their mail, forwarding rules, files,
contacts, notes, profile, and other sensitive data and resources,” Microsoft explains.

Microsoft describes the steps in such an attack:

« "An attacker registers an app with an OAuth 2.0 provider, such as Azure Active
Directory.

« “The app is configured in a way that makes it seem trustworthy, like using the
name of a popular product used in the same ecosystem.

« “The attacker gets a link in front of users, which may be done through
conventional email-based phishing, by compromising a non-malicious website,
or ather techniques.

« “The user clicks the link and is shown an authentic consent prompt asking them
o grant the malicious app permissions to data.

«“If 3 user clicks accept, they will grant the app pemmissions o access sensitive
data.
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Telework During COVID-19

Good Practices To Protect From Cyberattacks
By Sekar Thanigalmanl, 405(d) Task Group Member
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I let him use my work laptop to play a game,
But when | logged back in, something was off.

“My name is Julie, and this is the story of whot hoppened when |
let my ten-year-old son use my MH loptop.™

d o pop-up
me that

Whiich of the following remote work best practices could have helped Julie prevent this
potentially dangerous cybersecurity inddent?
A Mever allow amyone, even your family, to use your government-issued equipment

B. Only allow others to use your government-issued equipment with dose supervision
C. Use a designated space within your home as a remote work office to control access

and learn m







Entry 1: Coronavirus and Awareness Training

With much of the world focused on COVID-19, or Co
taking advantage of the resulting concernt
Coronavirus-themed scams. Aresult of thi
scams as part of phishingawareness train

virus, attackers are
ims with

Entry 2:

The Cyber Tap Podcast — Episode 10 “Fast Times at Online High”

Join Mat and Mike from cyberTAP at Purdue University for a fun and
informative discussion. Listen as they unpack cybersecurity news,
conductinterviews with industry experts, and dish the latest tech,
tools, tips and tricks...as long as they stay focused.



Entry 3: Cyber Safety is Patient Safety: The importance of
Healthcare Cybersecurity

In this podcast, your hosts are two
cybersecurity. Listen in as they dis
collaborative mitigations for healt

nd

Entry 4: Podcast “How Hackers Hack and How to Protect Yourself”

This innovative podcast contains three fascinating interviews,
which delve into the devious minds of different types of hackers.
We answer questions such as, “What’s your role in helping to
protect CMS systems and information?”
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Entry 4. Podcast “How Hackers i

This innovative podcast contai
which delve into the devious ckers.
We answer questions such as, “What’s elping to

protect CMS systems and information?”
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Entry 1 . USPS CORPOURATE INFORI"!HTIC!N SECURITY OFFICE {CI150) PRESENTS:

! _WELCOME TO THE ||

... NEW CY.BER

FRONTIER

4TH ANNUAL CYBERSECURITY AWARENESS FAIR

THURSDAY, OCTOBER 10, 2019

1AM -1PM - USPS HG ROOM 1P410
SECURE IT. PROTECT IT. OWNIT.

™ UNITED STATES

‘ POMTAL SERVICE
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Cybersecurity Bag of Tricks

Entry 3:

When you're a superhero like Captain Cybersecurity,
maintaining proper cybersecurity hygiene is a must,
especially when you are traveling on assignment as your
mild-mannered secret identity.

Captain Cybersecurity always makes sure to pack his bag
of Internet Security Essentials whenever he travels.

Follow these tips to make sure your cybersecurity bag is
packed correctly!
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HOW T[J REPURT
SU_IFI_IUUS EMAIL

Select the suspicious
email you want to report.

Click the “Report Phishing”
button in your Outlook client.

It's that easy!
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10 Tips for Protecting Privacy

Whether at work, home, or on the go, it is your responsibility to follow our policies to safeguard
information.

caution
Spear phishing emails

Keep your work station organized. It will be easier to Connect securely to public wifi. Use a trustworthy Virtual

spot if amything is missing. F ), which hides your location and

Use strong passwords. Lon ith upperc
d low Be aware of your surroundings. Visual hack
shaulder-surfing is when s

uments or devices
tepping

dlmy persang devicas used to access w

Be prepared. Set
apps ahead of time to locate a

phone to factory settings in case it can't be found.
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Email messages are not always what they appear to be.

Lomtact the DOT S00 a5 5000 a5 possibla |f ywou have recesved B suspcious amall or badisve you have fallan victim 0 & phushing attack r‘f

DOT S0C Phone: ar DOT S0C E-mail: L5 Dnpcatrnasl of Tcamgrolion
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Cyber Safety | Remote Work

Even though you may be working from home, you still hawve a critical rele to play in defending against cyberattacks that
target the MIH. Uze the tips below to protect yourself and our crganization by keeping your remote workspace secure

m) Mational Institutes of Health

Cyber Safely. Profect our Pecple and our Sclfence.

=

[ ]

O +

- o
@_E
il

1. Protect Your Network

2. Secure Your Equipment

G-

+ | p=
4

3. S5tay Connected

Enable WPAZ encryption on your routsr

Uze a strong password for your router with at
lzast sight characters, induding upper and
lowercase letters, numbers, and symbols
Consider using a perscnal firewall for your
home network

Be Safe on the Go

Mewver let friends or family use work devices
Use a surge protector, not JUst a power strip
Work from a secure, designated workspace
Don't cable unseoured devices to your laptop
Usze a screen lock with a strong password

Safeguard Sensitive Information (51)

Dan't connect te free open Wi-Fi; use your
phone's mobile hotspot instead

Use a privacy screen in public and don't leave
devices or papers unattended

Mewver discuss sensitive information in public
If you must leave a laptop in the car, lock itin
the trunk before arriving at your destination

Lack paper 5l in a cabinet, and shred at NIH
When mailing =l, do so from a post office
Don't use personal phones for work unless
protected by MNIH's mobile device
management solution

Usze cnly MIH USBs; encrypt USB= that hold S

Mever use a personal email account for work

Follow the steps in the Remaote Mebtwark
Connection Guide to initiate VPN access

Us= a PIV and trusted network connection to
access Microsoft 365 services without VPN

Use only approved virtual meeting toocls

Report an Incident

To report an incident, contact your 1550
and the IT Service Desk (301-496-4357).

Learn More

To learn more about cyber safety, visit the
fber Safery Awareness Campaign website.
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Entry 9: CYBER DILIGENCE
HEALTH CRISES

During a health crisis, keeping patients safe is the #1 priority
so remember, Cyber Safety is Patient Safety.

Be cautious of the 5
most prevalent
cybersecurity threats
during a health crisis:

1. Ransomware Attack
2. Email Phishing
3. Network Vulnerabhilities

4. Loss or Theft of Equipment
or Data

- w

5. Medical Device Security

To protect your patients and
organization, keep in mind - _—

these cyber safety tips: ‘ N () n
1. Don't click it, check it , — @

2. Prevent it, See it, Report it - h

]
[
Y o
e ¥
. S
3. Secure your home office A 2 e

4. Know your back up plans T O
5. Be mindful not to connect or
plug in personal devices into

. - -
work stations

KEEP YOUR PATIENTS SAFE BY PRACTICING THESE CYBER TIPS!

HHS 405(d) I you are looking for other cybersecurity best practices, cybersecurity tips, or
Algning Haatth Care resources for your healthcore organizambion check out the $05(d) Progrom Social Media
Industry Sty Appraichas ‘@ask405d on Twitter, Instagram, and Facebook!
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HOWTDREPURT -
_SUSPICIOUS EMAIL _

— - —

[nteoducine the E .ﬁ
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Select the suspicious
email you want to report.

Click the “Report Phishing”
button in your Outlook client.

Itsthateasy!
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x
NIST Cybersecurity Framework ‘

A framework for safeguarding data and protecting our organization.

NIST Cybersecurity Framework

{J Start = Table of Conll A NRCE RN {=

& [}{Iedia

[ ersecurity & Privacy Education

To learn more about FUNCTIONS, click the characters above. When you're finished, click NEXT.

Bj Resources 4 A Menu



https://links.mediapro.com/DAvPfM4U/

Entry 2:

From: Delivery Notification <do-not-reply@freightinternationalservices.com>
Subject: Package Undeliverable

Delivery Notification

Order: SGH-9226-99950127
Dear Customer,

Your parcel has arrived at the post office. Our courier attempted but was unable to
deliver the parcel to you.

To receive your parcel, please go to the nearest office and show this receipt.

GETAND PRINT
RECEIPT

Thank you

Don’'t Close This Window

Until You Read the Information Below

You Took the Bait and
Got Phished!

This authorized phishing ex onducted by the Department of Education to provide training on
identifying and reporting phishing attacks.

Phishing emails ask you to provide sensitive information, encourage you to click links, or urge you to
download attachments. When suspicious emails make it through our defenses, YOU are our last line
of defense.

Next time use th ) : ) rernment furnished

laptop or deskiop to g ( sp 3 5 to the artment of

e el e el e+ 5

have clicked a link, opened an attachment, or provid
spear phishir

If you have questions or
program, please



https://youtu.be/IfJrfVP9WM0

Entry 3:

F:DM Agency Dashboard Training

CDM141-1 Examine the A

CYBER+INFRASTRUCTURE

CDM AGENCY DASHBOARD TRAINING

CDM141-1 Examine the Agency O w Lab

The Agency Overview dashboard within the new CDM Agency Dashboard is the baseline or home
iew of the most important information designated by the CDM Program as critical for federal
rity awaren Each of the visualizations or panels are filtered views of CDM data that helps
quickly isolate and dnll into vulnerabilit stem components, and other data.

Navigate the Ag
Tour the different dasl

U
none

this lab guide
a logged-in session in the new COM Agency Dashboard environment
a completed evaluation (follow all lab steps before answering the evaluation questions)

30 minutes



https://www.us-cert.gov/cdm/training

Entry 4:

CISA | CYBERSECURITY AND INFRASTRUCTURE SECURITY AGENCY

Cyber Range Challenge: Ransomware

In FY20Q3, CISA launched its’
Identify, Mitigate, and Recover (IMR)
Series of Incident Handling
awareness webinars and training
classes.

The webinars provide an overview of
an attack vector and the training
classes are designed as hands-on
training activities, including live-fire
cyber challenges.

CYBER+INFRASTRUCTURE

DEFEND TODAY, SECURE TOMORROW

Ransomware Cyber Range Challenge: Can you
Identify the Attack and Defend your Network?

The Ransomware exercise is a seven-hour, live-fire Cyber
Range training exercise led by technical instructors and
expert cybersecurity engineers.



From: Calendar Invitations <no-rephy
Subject: Join Mesting Invite Now

pplerts.net>

You have a new Meeting Invitation
Waiting for you right now.

Event Details
Stabus: Pendin
ATETIME

30 minutes

Confirmation code: PWRUZF

WHAT YOU NEED TO KNOW ABOUT

REMOTE WORK
PHISHING SCAMS

SUCGESSFUL?

These phishing emails bypass technical safeguards and
leverage hurmnan wulnerabilities to infect our netwark.

They use social engineering tactics to trick you into opening
an attachment, clicking a link to obtain your credentials, or

download & malicious file.

G 8§ 0

Also, watch out for Business Email Compromise (BEC) email
scams that try to trick you into sending money or gift cards. R

ALWAYS REMEMBER

(I EXAMINE THE URL.

f you click a URL that directs you to
a login page, look at the URL to

ensure it s comact

(3. THINK TWIGE.

Attackers will use emational appeals

inth sils. Stay calm and look
closely at the email for grammar or

typos

POPULAR

Woark remotaly enrollment
Workplace policy emails

VPN updates

Update your password

[2. KEEP PASSWORDS SAFE.

Mo reputable company will ask for

YOUI Password over email.

04. REPORT IT!

or attachment Report
Phishing
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DMARC

DEFEND & DELIVER

DMARC Bootcamp 2020

On May 4, 2020 GCA kicked off a five-week DMARC
Bootcamp. The recorded webinars and other important
resources are being collected on this page for anyone’s use.
If you have any questions or need assistance, please

contact gca-dmarc@globalcyberalliance.org.  *



https://urldefense.proofpoint.com/v2/url?u=https-3A__gcc02.safelinks.protection.outlook.com_-3Furl-3Dhttps-253A-252F-252Fdmarc.globalcyberalliance.org-252Fdmarc-2Dbootcamp-252F-26data-3D02-257C01-257Ckeri.bray-2540nist.gov-257C069487a0084d436ca08008d830015b0c-257C2ab5d82fd8fa4797a93e054655c61dec-257C1-257C1-257C637312129671022025-26sdata-3DGyRcQV5QIi-252FqBZldkaN0OlNo98DCxgWkoq5r6Znm9-252Fw-253D-26reserved-3D0&d=DwMGaQ&c=ApwzowJNAKKw3xye91w7BE1XMRKi2LN9kiMk5Csz9Zk&r=iDeadnJP94-_zFkoSFZbfJjrsYNYqq48GWQdI9GEtcc&m=Q69J6JvZviqD-_7audHDPSp0MRBFRYXY6-CMi57Izpo&s=xDm44R7di0g6e5N-1jrhU7-yRjF_Qjizv_Gn422v-90&e=

Entry 7:

Phishing at CMS

Information Security & Privacy
Group [ISPG)

Office of Information Technology (OIT)

October 10, 2019

A TN MOT AL ARLE T Tl PR LIV AUTHORLID BT LAWY W rhorralny P ind e pai by 1 boked dred raip 29 o elsged ared oo Somolin 10 e
T e G g M G S T, B, O GO L R WL W (R T B MR T e S i el
[P S - —

Time:

Materials Required:

* Paper and pens/pencils

* Pre-survey results available
» Handouts

Preparation:
= Place paper and pens/pencils at each seat.

Facilitator Notes:

a
2
-
O
-
Q
e
o
-
-
et
W
o

= Make sure the PowerPoint slides are on the computer that will be used the day of the

presentation
* Welcome to Phishing at CMS
= I'myour presenter along with

= We have from who would like to say a few words...
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NIST Cybersecurity Framework ‘

A framework for safeguarding data and protecting our organization.

NIST Cybersecurity Framework

{J Start = Table of Conll A NRCE RN {=

& [}{Iedia

[ ersecurity & Privacy Education

To learn more about FUNCTIONS, click the characters above. When you're finished, click NEXT.

Bj Resources 4 A Menu



https://links.mediapro.com/DAvPfM4U/
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4[ got an email that says a contact wants to m
j share a file with me, but it doesnt say |~ =
h"

AT [ N

> »l o) 0137439 '



https://youtu.be/IfJrfVP9WM0

Entry 2:

CISA | CYBERSECURITY AND INFRASTRUCTURE SECURITY AGENCY

Website for info: https://www.us-cert.gov/cdm/training
Selected Screen Captures from the Videos

How Long — Age Metric
Objects, Attributes / Field / Key and Values
But, what is CDM? ) o Document 3
= “Days to Double” logarithmic aging

= Process = Accounts for increased likelihood of
- Strengthen security posture S
: i - exploitation ATTRIBUTES / FIELD | KEY VALUE
= Program PN : Jessica
- Coordination of procurement, : : y .
installation, operation and maintenance: * CVE aging starts on published date
of tools and dashboard
* System
- Tools and dashboard to enable the
process

\
32 CISA 5 ; Impact — Weight Metric
There are two independent factors in AWARE: Understandi
CDM Data FIOW w;ElaSllc 1. Federal Vulnerability Action (FVA) Factor — weight factor on a CVE due to its .

heightened threat level
= There are tools to identify critical ratings
= AWARE factor x2

. High Value Factor (HVF) — weight factor on endpoints of a FISMA systam
with a FIPS 199 Impact-High

. = = Agencies datermine their HVFs
X Cam—e)

: & CISA deemtnes s own HYRS,
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Profile of a Phisher Episode 4- Ransomware


https://vimeo.com/user9017396/review/430780171/931ff9e94a
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https://vimeo.com/441125214
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Janet L.D. Vogel

CHIEF INFORMATION SECURITY OFFICER
U.S. DEPT. OF HEALTH & HUMAN SERVICES



https://protect2.fireeye.com/url?k=eb982236-b7cd2be6-eb981309-0cc47a6a52de-a267214010b18907&u=https://www.dropbox.com/s/wsqguh26dvgz78m/CyberSecurity-v5.mp4?dl=0
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Click.

A Horse, A Unicorn, and a Click

Act now

before itﬁ’s too
4 late. CLICK
HERE!

Oooo0 | always wanted to be a unicorn!
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https://urldefense.proofpoint.com/v2/url?u=https-3A__usps.screenlight.tv_shares_w0sIsaWeIuaahixIvm1sc6vm0bPQYeBe-3F-5F-3D1559829000653&d=DwMFAg&c=ApwzowJNAKKw3xye91w7BE1XMRKi2LN9kiMk5Csz9Zk&r=iDeadnJP94-_zFkoSFZbfJjrsYNYqq48GWQdI9GEtcc&m=P5jUBYU_Nf6rMUWfzcKYMkLJCfojKko5tqLfZMgsT38&s=iAVdwPCO8E9KODs0cGwye051P65rsm5sfXFs22HH1Os&e=
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CYBERWATCH

nst harm on the Internet.

Home Page
Contact info
Courses

cv

Cyberwaich

Ethics

Fun

InfoSec Percepti(a
IYIR '
Methods
NetworkWorld Archive
Opinion

Ops Mgmt
Overviews
Security Mgmt

The Definitive Guide to
Internet Privacy & Online Security

1.
Introduction to online

4. . .
Social media security
privacy p

M

Cyber-Safety for Everyone: from Kids to Elders (PDF)

* Who is tracking your personal
data?

* Keeping safe online with tablets &

mobile phones


http://www.mekabay.com/cyberwatch/index.htm
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The Indian Health Service continues fo work closely with our tribal pariners to coordinate a comprehensive public health response fo COVID-19. Read the latest info.

Community Health Care IHS Newsroom

Office of Information Technology (OIT)

About Us L ] d ‘ .. -t .
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https://www.ihs.gov/oit/security/ncsam2019/clickbait/

Entry 3:

Cybersecurity

Cybersecurity Summit 2020
Combating Cyber Crime
Securing Federal Networks
Protecting Critical Infrastructure
Cyber Incident Response
Cyber Safety

Cybersecurity Assessments
Cybersecurity Governance
Cybersecurity Insurance
Detection and Prevention
Information Sharing

Stakeholder Engagement and
Cyber Infrastructure Resilience

INFRASTRUCTURE =, EMERGENCY NATIONAL RISK
SECURITY /1Y COMMUNICATIONS MANAGEMENT

CYBER ESSENTIALS
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Managi C a Cult “Re . The Culture of Cy,

Elements:
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https://www.cisa.gov/cyber-essentials
https://www.cisa.gov/publication/cyber-essentials-toolkits

Entry 4:

f ¥ in B Partners | Blog | Community | Contact

Products Solutions Pricing About Free Tools

"SECURE" EMAIL GATEWAYS

100% of the phish we find in customers’ environments were reported by end users.
Zero percent were stopped by SEGs. Let's explore why.

SEARCH REAL PHISHING THREATS 90 DAYS FREE INTELLIGENCE ACCESS

ON-DEMAND WEBINAR: Too Many Phish in Your Inbox? Your SEG May Be the Problem. | WATCH NOW

What is a Secure Email Gateway (SEG)?



https://cofense.com/what-is-a-seg/

L. 5. Department of Health & Human Services Contact Us

Entry 35: NﬂonéhsﬁﬁofHaatﬂ‘n .=

Office of the Chief information Officer

IT Governance & I’ull(y T I;'aur!gﬁ'. Project Management About Us

Information Security

COVID-19 is an emerging, rapidly evolving situation.

Get the latest public health information from CDC: hIps:/Awww.coron avirus.gov
Get the latest research information from NIH: hitpsifwnww.nih gowicoron avirus

" e v
. CYBER SAFETY & COVID-19 e

> =

.

The current outbreak of the novel coronavirus (COVID-19) has introduced new cybersecurity risks both at
MIH and across the globe. As targeted phishing attacks prey on our desire to access trustworthy
information and many of us make a shift toward remote work, NIH is asking each of us to be vigilant and
take accountability for cyber safety.

Fortunately, just as we can take steps to reduce our risk of contracting or spreading COVID-19, there are
also steps that each of us can take to reduce the risk of a cybersecurity breach. During this time of
heightened risk, we ask that all NIH staff pay special attention to the following cyber safety precautions:

" . o W

What steps can | take to stay cyber safe?

Be vigilant.

Know how to confidently identify, avoid, and report phishing attempts
related to the outbreak of the novel coronavirus.

Learn more about COVID-19 phishing attacks.
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