
Guidelines for preparing finalist submission packages to the NIST lightweight 
cryptography standardization process 
Deadline: May 17, 2021 

NIST is inviting the finalist teams to provide updated submission packages for the last round 
of the NIST Lightweight Cryptography Standardization Process. In this round, submitters 
are allowed to make design modifications (i.e., tweaks) to improve the security or the 
performance of their candidates. As a general guideline, NIST expects these modifications 
to be relatively minor, and not invalidating previous security analysis. Larger modifications 
may signal that the algorithm is not mature enough for standardization for some time. It is 
acceptable to add new variants or remove a subset of the existing variants. Additionally, it 
is also acceptable to change the designation of the primary to another previously submitted 
variant. NIST requires a short document explaining what changes were made to the design 
and the reasons for the changes. 

For submissions that provide both AEAD and hashing functionalities, NIST recommends 
that submitters also include a combined software implementation of at least the primary 
AEAD variant and the primary hash variant as a separate implementation supporting both 
functionalities. Sample source code for the combined implementation is provided. 

The packages must meet the same submission requirements and the minimum acceptability 
criteria as specified in the original call for algorithms. NIST does not require new signed 
intellectual property statements unless new team members have been added or the status of 
intellectual property for the submission has changed. If either of these cases apply, please 
contact NIST in advance. 

Submission packages must be sent to lightweight-crypto@nist.gov by 9:00PM EDT May 
17, 2021. If the deadline poses a problem, please contact NIST in advance. NIST will review 
the submitted packages as quickly as possible and post the candidate submission packages 
which are “complete and proper” on the LWC project webpage. General questions may be 
asked on the lwc-forum. For more specific questions, please contact NIST at lightweight-
crypto@nist.gov. 
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