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Abstract

This paper presents a new approach for security
evaluation criteria of network-based IT systems.
The Extended Commercially Oriented Functionality
Class (E-COFC) addresses a minimum set of secu-
rity functionalities for the commercial market to re-
duce technical complexity and to alow timely and
cost-effective application. The standard addresses
today's commercial requirements and its various le-
ga concerns. In contrast to state-of-the art-
approaches, such as the Common Criteria, the stan-
dard addresses the contractual relationships upon
which business processes are based on. The E-
COFC is considered as a baseline standard com-
mercial enterprises can measure against.

1. Introduction

Critical business processes within an enterprise are
directly dependent upon network-based IT systems.
These network-based systems require complex
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management and auditing, since they typically in-
volve severa different platforms, each with a spe-
cific operating system and client/server technology.
The enterprise systems and the information they
process are subject to a number of threats from dif-
ferent sources. Effective protection of enterprise
systems and information databases requires a
structured management approach to security, which
affects different domains of the enterprise, such as
people, IT systems, communication networks,
buildings, business, and facility planning. The IT
security of an enterprise requires effective protec-
tion of business processes, especially mission criti-
cal ones, which in turn rely on risk assessment and
audit of the network-based infrastructure. The se-
lection and implementation of an adequate protec-
tion starts with the selection of the right evaluation
criteria

2. State-of-the-art Approaches

A number of standards or quasi standards [1-6] are
available which can be applied to evaluate a spe-
cific assurance level of security for a hardware and
operating system combination. The latest devel oped
standard is the Common Criteria (CC) [6], an effort
by different governments to provide a harmonized
criteria for the United States, Canada, and the
European Union. From a commercial perspective,
the standards have severa limitations. The stan-
dards do not address different legal parties that
might be involved in business process actions. A
great number of business processes, however, are
based on the Internet architecture which is sup-
porting an IT environment for different business
partners. With respect to the contractual relation-



ships between different business partners, special
requirements have to be satisfied to address the
audit of legal contract issues during the execution
of the business processes. Unfortunately, this im-
portant commercial and legal aspect has not been
taken into account by these standards [1-6]. A num-
ber of standards were created based on government
requirements and do not reflect commercial needs.
Some of these, such as the CC, are technically
complex, but not concise®, and this makes them in
many cases impractical and not applicable.

3. The Extended Commercially Ori-
ented Functionality Class

3.1. Introduction

The Extended Commercially Oriented Functionality
Class (E-COFC) ECMA standard applies to the se-
curity of data processing in a commercial business
environment, independent of hardware and software
platforms of the participating systems. Its functions
are selected to satisfy the minimum security re-
quirements for typical business applications on in-
terconnected systems. The E-COFC is based on an
IT Security Policy of a commercial enterprise and
takes environmental and organizational constraints
into account. The identified minimal security re-
guirements of this standard have to be supported by
the system being evaluated, but not necessarily by
each individual component system.

3.2.  The TOE environment

The TOE (Target of Evaluation) is a commercial
environment which consists of several intercon-
nected IT systems. These systems provide on the
basis of the installed operating systems different
applications and communication facilities for the
users and the applications respectively. The in-

6The following security functionalities are missing in some of
the above mentioned standards. Expiration of unused user
identifiers, disable users temporarily, date of modification to
objects, survive of accountability control information at restarts
of TOE, aarm if unable to record audit trail, dynamic control
for events recorded during normal operation, and TOE software

integrity.

stalled systems, the communication networks’ and
the additionally installed business applications or
hardware devices constitute the TOE. The commu-
nication network is considered a priori as not se-
cure. The identified minimal security requirements
of the E-COFC have to be supported by the TOE
but not necessarily by each individual system. The
supported security enforcing functions within a
system may be based on the Operating System (OS)
or on the combination of the OS and secure hard-
ware or software products.

The TOE environment addresses the following
technical constraints:

A single system is a TOE component consisting
of the underlying hardware H and the operating
system OS. The OS is defined by its name
(domain name) and its network address. The
hardware H is identified by a factory assigned
identification number.

The TOE supports different types of entities
such as users and processes. The users execute
specific tasks in the system with respect to their
different roles in the system environment. The
users are accountable for all system activities.
A user is registered under the TOE. The TOE
generates processes that act on behalf of users.
A process requests and consumes resources on
behalf of its unique associated user. A process
may invoke another process on a different sys-
tem which isinterconnected by the network.

The TOE may support a network management
partitioned into several components, such as the
configuration management, the fault manage-
ment, the performance management and the se-
curity management. Although every component
contributes to the maintenance of the IT infra-
structure, only the security management influ-
ences the specified security functionalities. The

7If the evaluation sponsor is not the owner of the communica-
tion networks the communication paths through the networks
have to be evaluated on the basis of the established contract
with the network - and communication service provider. In the
other case, the sponsor can decide, whether he wants a partial
(communication paths only) or full evaluation of the communi-
cation networks.



protocols applied between the network man-
agement node and the agent node (retrieving
and updating of configuration files) are consid-
ered as a special case of a inter-process com-
muni cation.

The TOE may support different types of inter-
process communication, such as:

a) Synchronous client server communica-
tion: To satisfy a client process, a server
process may act as a client to a third
process, communicating on the basis of
Remote Procedure Calls (RPC).

b) Asynchronous client server communica-
tion: Client and server processes commu-
nicate on the basis of message passing.

¢) Dedicated network services: Examples
include the File Transfer Protocol Serv-
ice, the Remote Login or Remote Execute
Service, the Network File System, and
the Network Information Services.

d) Different network management protocols,
such as SNMP or CMIP.

Several users may execute at a given time spe-
cific tasks on the same system.

A user may have remote access to systems of
the TOE via a terminal, persona computer,
workstation, or |aptop.

The TOE must execute the access control pol-
icy of theimposed IT security policy.

The TOE may support resource sharing such as
printer and mass storage on a network.

3.3. Identified hierarchical classes

With respect to the commercia regquirements, the
E-COFC is partitioned into the following three hi-
erarchical classes of commercial security require-
ments:

1. The Enterprise Business Class (EB-class)
(includes COFC [7, 8] requirements).

2. The Contract Business Class (CB-class)
(includes the EB-class and COFC require-
ments).

3. The Public Business Class (PB-class)
(includes the CB-class, EB-class and COFC re-
quirements).

Each subclass specifies for the imposed commercial
environment the commercial requirements, the
threats, the resulting security requirements, and the
security functionalities. In practice, electronic busi-
ness actions between business partners are not only
based on secure data processing and communica-
tion, but also on the provision of legal proof. Those
commercial requirements are the foundation for the
CB-and the PB-class, while the EB-class provides
the necessary network communication security. It is
beyond the scope of the paper to present a detailed
description of the standard. The reader isreferred to
[9] for more detailed information.

4. The Enterprise Business Class
4.1. Introduction

The following characteristics have been identified
for the EB-Class. All users are employees of a sin-
gle enterprise (legal entity). The usage of the IT
systems which are part of the TOE is regulated by
the employee contract. Only one legal party is re-
sponsible for all business actions. In case of out-
sourcing, the responsibility can be partly delegated
to other legal parties on the basis of specia con-
tracts.

——

User business information exchange User

Enabling Mediation

Enterprise
Management

Security Employee
Services Contract

Figure. 1: The Enterprise Business Model.

The model describing the enterprise business is
shown in Figure 1. The exchange of business in-
formation is done on behalf of the involved system
users. The security of the exchange is enabled by
the security services provided by the management



of the enterprise. Conflict mediation is provided by
the management actions on the basis of the em-
ployee contracts. No specific business actions be-
tween different legal parties have to be investigated
for this class.

4.2.  Threat analysis

Different threat classes such as communication
compromise, system compromise, and user com-
promise have been identified. The specific threats

Connection setup or trans-
mission failure

Authentication of sender and
receiver address

Physical protection of com-
munication devices

Recovery procedures

Alternate routes

and countermeasures are listed in Table 1.

Table 1: Identified Threats and Countermeasures
of the EB-Class

Threat

Countermeasure

Undetected modification of
transmitted data (accidental,
incidental)

Content integrity checking of
transmitted data

Undetected modification of Authentication
stored or processed data
(accidental, incidental) Access control

Recovery
Undetected deletion of stored | Authentication
or processed data (accidental, Access control
incidental)

Recovery
Undetected insertion of stored | Authentication
or processed data (accidental, Access control
incidental)

Recovery

Undetected deletion of
transmitted data (accidental,
incidental)

Content integrity checking of
transmitted data

Unauthorized disclosure of
information (user information,
system information)

Confidentidity

Undetected insertion of
transmitted data (accidental,
incidental)

Content integrity checking of
transmitted data

Sequence integrity checking
of transmitted data

Impersonation of an entity
(sender/receiver) involved in
a communication process

Authentication of sender and
receiver address

System failure Recovery
Backup
Physical damage (accidental, Recovery
incidental)
Backup

Physical protection

Unauthorized disclosure of
information during transmis-
sion (thismay result dlsoina
penetration of atrusted path
between auser and alogin
schema)

Confidentiality

Outsider attack: Unauthorized
access to the TOE to penetrate
system information

Authentication

Access control

Replay of transmitted data

Sequence integrity checking
of transmitted data

Denial of service (application,
network services)

Physical protection
Authentication

Access control

Blockage of data exchanged
between two systems

Usage of alternative channels

Rising communication traffic
to decrease the system per-
formance

Filtering

Bootstrap compromise or
unauthorized replacement of
privileged subsystems
(installation of a spoofing
operating system)

Physical protection
System verification

Unauthorized access by
impersonation

Content integrity checking of
exchanged authentication data

Sequence integrity checking
of exchanged authentication
data

Replay attack detection
mechanism




Authentication
Accountability

Unauthorized access by Accountability
authorized user

Access control.

4.3.  Derived security functionalities

We list in this section only these security function-
aities which have been additionally identified on
the basis of the COFC.

Identification and authentication
| dentification and authentication of users:

The TOE shall support a secure authentica-
tion protocol. The applied protocol shall ver-
ify the content integrity of the authentication
data and the integrity of the sender or receiver
address. In addition, the protocol shall pre-
vent replay attacks and protect against inter-
ception. If the networks are under full physi-
ca control of the enterprise, non-
cryptographic techniques may be applied.
Otherwise cryptographic techniques shall be
applied.

Session lock or terminate:

The TOE shall support a session lock. The
TOE provides an idle process monitor for
each front-end which inhibits after a system
administrator defined amount of time user
interactions except user authentication.

Client/server communication
Content integrity of exchanged information:

If two systems are exchanging information,
the integrity of the information content shall
be verified.

Address integrity of exchanged information:

If two systems are exchanging information,
the integrity of the sender- and receiver ad-
dresses must be verified. The applied proto-
col shall prevent replay attacks.

Confidentiality of exchanged information:

If two systems are exchanging information,
the TOE shall support the confidentiality of

the exchanged information against unauthor-
ized disclosure.

Accountability and Audit

Synchronization:

Specific synchronization procedures for the
audit data shall be supported. At a minimum
the relation of local clocks shall be recorded
to the extend that causal relations between
events on different systems become traceable.

Reliability

Filtering:

Filtering procedures shall be provided to pre-
vent performance degradation due to rising
communication traffic to an unacceptable
level.

Transmission blockage:

Alternate communication channels shall be
provided to recover from transmission block-

age.

Key management®

Key generation:

The key generation shall be based on state-of-
the-art cryptographic techniques which en-
sure the unpredictable generation of truly
random and prime numbers.

Sufficient key length:

The length of the keys shall meet the custom-
ers security requirements, e.g. preferable
system user defined. On the basis of the se-
lection, state-of-the-art cryptographic tech-
niques shall be applied.

Key confirmation:

The security management shall support a key
distribution technique which addresses the
authenticity (asymmetric techniques) or con-
fidentiality (symmetric techniques) of the
keying information.

8jf cryptographic means are applied by the TOE.



Key validation:

On the basis of specific organizational or
technical means, the security management
shall verify that the keying information has
been successfully distributed (Distributed
Key Validation Process).

Key revocation:

The security management shall support the
revocation of distributed keys by technical or
organizational means (Key Revocation Proc-
€ss).

Key backup and archiving:

The security management shall support the
dedicated procedures for the backup and ar-
chiving of the keys. These procedures shall
ensure that unauthorized persons can’t have
access to the keys.

Restricted lifetime of keys:

The lifetime of keys shall be user definable,
depending on the privacy policy of the user or
the IT security policy of the enterprise.

5. The Contract Business Class

5.1. Introduction

The CB-classis built on top of the EB-class. It adds
to the network security requirements of the EB-
class those requirements which are typical for busi-
ness actions (business information exchange) be-
tween independent enterprises which belong to a
closed user group. The enterprises agree in a con-
tract on a defined mode of operation, the business
conditions and the security rules, which are the
foundations of their business actions. They estab-
lish a "Regulatory Board" (RB) which acts as im-
partia judge to mediate conflicts within the user
group and acts aso as "Trusted Center" to handle
security matters (for example key management). All
business partners who sign the contract form a
closed user group. Users shall only get access to the
systems if they belong to a business partner that has
signed the contract. The business within the closed
user group can be described with the following
model: The business information is exchanged be-
tween the "Originator" and the "Destination”. These

terms describe functional roles in the business
process.

Originata

Enabling Mediation

Regulatory Board /
Notary

Trust Center | Closed User Group
Services Contract

Figure 2: The Contract Business Model.

The Originator is a user or a process on behaf of a
user that sends business information (document, or-
der, invoice etc.) to a Destination. The Destination is
auser or process on behalf of auser that receives the
business information and acts on it (e.g. processes an
order). If the business information flow is reversed
then the Originator becomes the Destination and the
Destination becomes the Originator. The Originator
and the Destination must be authorized according to
the closed user group contract to perform the busi-
ness actions. If the information is confidential, the
Originator and Destination are persons (processes)
that are authorized to read or use the exchanged in-
formation. The secure exchange of business infor-
mation is enabled by "Trust Center Services' like
key generation, key distribution, key revocation,
key certification and security logging. The Trust
Center Services are under control of the RB. The
TOE has to establish a secure basis for various
kinds of business. On the basis of the security
functions provided by the underlying TOE it has to
be accredited that the security requirements of all
the business actions stated in the contract of the co-
operating enterprises can be fulfilled by the enter-
prises. The business information may be exchanged
using an independent communication service or
using a service that belongs to one or more mem-
bers of the closed user group.

The Regulatory Board

The RB is an impartial element in the closed user
group. The members of the RB mediate or intervene



in conflict situations between different business
partners of the closed user group. The board works
on the basis of a contract which is signed by al le-
gal parties of the closed user group. Organization,
independence, constraints, and authority of the RB
must be clearly stated in the contract. The RB acts
as an independent organization or office which im-
poses the legal rules on all participating parties.
The acceptance of the RB is a contractua pre-
requisite for all legal parties of the closed user
group. Only persons which are registered by the RB
may become system users. The RB may delegate
the administration to the different enterprises but
keeps the overall control.

Closed User Group Contract

The Closed User Group Contract is the legal foun-
dation for the closed user group on which business
actions are based. The contract sets the ground rules
and business conditions for the organization, the
mode of operation, the security policy, the conflict
management, the control- and audit-power, as well
as duties and responsibilities of the RB. It defines
the legal (contractual) relations to other partners
(communication service). It specifies the conditions
for joining the closed user group, the business ac-
tions under its control, and the relevant services. If
cryptographic services are required, the appropriate
services and algorithms must be specified to ensure
that no breach of confidentiality can take place
during the information exchange. The processes
and mechanisms to be used and the conditions un-
der which they operate must be specified in the
contract. The contract must address at least the
following areas: Organization of the RB, definition
of business actions and their security requirements,
and the IT security policy (including confidential-
ity, accountability and audit, availability, reliability,
elaboration of proof, access control, change man-
agement).

Example of business actions

The TOE has to establish a secure basis for various
kinds of business. In order to understand and moti-
vate the derived security functionalities on the level
of the TOE, an example of typical business actions
with the associated security requirements is pre-
sented (see Table 4).

This top-down approach for deriving requirements
on the TOE-level, which manufacturers have to ful-
fill, has to be reversed in case of accreditation of
installed cooperating systems. On the basis of the
security functions provided by the underlying TOE
it hasto be accredited that the security requirements
of al the business actions stated in the contract of
the cooperating enterprises can be fulfilled by the
enterprises.

Business actions can generaly be seen as the
transmission of a "document” from an Originator to
a Destination. The transmitted information can ful-
fill different business purposes. For example, the
transmitted document can be a contract, an order, an
invoice, a response to cal for tender, an offer, a pri-
vate call for tender, an order-confirmation, a public
cal for tender, a financia order, or any other busi-
ness action document. The requirements to the TOE
may be different for different business actions. For
example, an order involves a financial commitment
of the Originator. The TOE shall ensure that only
qualified users should be able to send or receive or-
ders (this improves the reliability of the business
action). The Destination (receiver of the order)
must be able to securely identify the Originator, be-
cause his acting on the order will result in financial
expenditures. The Destination shall acknowledge
the reception of the order (non-repudiation of Des-
tination) since this gives the Originator assurance
that the order can be timely processed. Business
conditions may require that the document is han-
dled confidentially (for example to counter indus-
trial espionage). In this case the TOE shall support
encryption techniques, such that only the Destina-
tion can decrypt the file. Other business actions
have less requirements. For example, a public call
for tender does not need assurance that only quali-
fied people receive the call, nor does it require the
non-repudiation of Destination. All business actions
have also requirements to the transport system
which are:

Attestation of submission

Attestation of delivery

Attestation of reception by Destination
Return if undeliverable



Table 4: Typical Security Requirements for Business Actions (Examples)
Business Action Qualifi- Qualifi- Commit- Secured Non-repu- | Non-repu- Document Document
dq/ . cation of cation of ment of Identity of | diation of diation of Integrity Confidentiality
(send / receive) Originator Desti- Originator | Originator | Originator | Degtination
nation
Contract X X X X X X optional
Order/Invoice/ X X X X X X optional
Responseto Cal
for Tender
Offer X X X X optional
Private Call for X X X X X optional
Tender/Order-
Confirmation
Public Call for X X X X optional
Tender
Financial Order X X X X X X X

Time-stamping

The transport system shall provide evidence that the
information was timely transmitted. The attestation
of submission and delivery gives the Originator of a
business action assurance and proof that the docu-
ment was timely transmitted. In case a document
can not be delivered, it shall be returned to the
sender. Time stamping is required on al attesta
tions and shall include time, date, and place of the
event. The protection of transmitted information by
encryption techniques (to counter unauthorized dis-
closure) shall be specified in the contract taking le-
gal regulations into account.

5.2. Threat analysis

Table 3 lists the threats and countermeasures which
have to be identified in addition to those of the EB-
class:

Non-repudiation of Destina-
tion

Denial of document ownership

Non-repudiation of Originator

Fa se routing of information
enabling unauthorized access

Authentic business role quali-
fication of Originator and
Destination.

A dispute between two differ-
ent legal parties of the closed
user group hasto be mediated
by the RB. Because of missing
timing information and busi-
ness process related data, the
RB can't resolve the dispute.

Relevant requests on behalf of
system users for associated
business actions shdl be
logged such that they can be
analyzed with respect to con-
tract relations and legal issues
on al involved systems.

The stored timing information
shdll enable the tracing of
business process actions on
different systems.

5.3.  Derived security functionalities

Table 3: Identified Threats and Countermeasures
of the CB-Class

Threat Countermeasure

Denial of submission Attestation of submission

Non-repudiation of Originator

Denial of reception Attestation of delivery

The following security functionalities have been
defined for the CB class which have to be applied
in addition to those defined in the COFC and in the
E-COFC EB-class. If the TOE supports only a sub-
set of the business actions listed in Table 4, only
the corresponding subset of security requirements
shall be fulfilled.



Access control

Qualification:

Only qualified users shall be able to access the
business action services (see also COFC [7, 8]).
The business role qualification data of the Origi-
nator or Destination shall be authentically distrib-
uted.

Consistency:

Consistency of related access control parameters
for business actions shall be provided over al sys
tems.

Accountability and audit:
Non-repudiation of the Originator:

The TOE shall support dedicated mechanisms for
the non-repudiation of the Originator.

Non-repudiation of the Destination:

The TOE shall support dedicated mechanisms for
the non-repudiation of the Destination.

Attestation of submission, delivery, and reception:

The transport service shall establish an attestation
when information was submitted, delivered, and re-
ceived. If delivery was not accomplished, the Origi-
nator shall be informed by the transport service giv-
ing the reasons why the delivery was not possible.

Timing information of audit data:

Appropriate timing information shall be logged for
the attestation of submission, attestation of deliv-
ery, and attestation of reception by Destination.

Requirements for the tracing of audit data:

Audit information shall be authentically stored such
that relevant actions with respect to contract rela
tions and legal issues on al involved systems can
be anayzed. The stored timing information shall
enable the tracing of business process actions on
different systems.

6. The Public Business Class
6.1. Introduction

The PB-class is built on top of the EB-class and the
CB-class. It adds on those requirements which are
typical for public business in an open environment
(no closed user group). Public business typically
covers areas like selling of goods, tickets and other
merchandise, but also network-based information
services. The terms Customer and Provider are used
in this class. A Provider system which is offering a
specific service supports a set of business actions.
For each business action the term Originator and
Destination can be applied as outlined in the CB-
class. The business is described by the following
mode!:

Custome! business information exchange rovider

Enabling Mediation

Trust Centers Court

Trust Center
Services

General Law

Figure 3: The Public Business Model.

The Public Business Class is characterized by busi-
ness on the basis of pre-existing contracts that le-
gally connect the Provider and the Customer for a
set of pre-defined business actions. The Provider or
the Customer is a user or a process on behalf of a
user that generates, processes, transmits, or receives
business information requests. In contrast to the
CB-class there is no RB which resolves possible
conflicts. Conflicts have to be resolved on the basis
of the business or consumer law. Secure business
transactions between the Customer and Provider are
based on "Trust Centers' (TC) which provide asin-
dependent organizations the required key manage-
ment and distribution services. In contrast to the
EB-and CB -class the business relationships may be
beyond the contractual relationships. Different sce-



narios of contractual relations are possible. In the
case of electronic advertising the contracts are also
provided by business and consumer law. The for-
mal contractual relationship between the Customer
and the Provider is either direct or through other
business organizations such as credit card organi-
zations as shown in the following example.

Customer/Provider/Credit Card Org. example

In this scenario there exists no contract between the
Customer and the Provider. However, the Customer
has a contract with a credit card organization that
allows the credit card organization to deduct money
from the Customer's bank account if an invoice
with payment authorization is presented by a Pro-
vider. The Provider has a contract with the same
credit card organization. It ensures that the organi-
zation will pay the amount due if an invoice with
Customer's payment authorization is presented. The
Provider has the obligation to check prior to con-
firming the order that the credit card organization
accepts the order for this Customer. The applied
payment is based on inter bank service relations.

Customer Provider Credit Card Org.
offer
author.
c order P invoice CCo money
> . land order
order confirm. Tpayment
if ok by CCO| lauthoriz.
paym. authoriz.
—

authorized

money order, to

1. debit customer

2. credit service prov.

Figure 4: Customer/Provider Business Actions via
a Credit Card Organization.

The business sequence may be as follows:
1. The Provider displays his offers.

2. The Customer selects a specific offer and
sends the order.

3. The Customer authenticates himself as
member of a credit card organization.

4. The Provider obtains confirmation
(authentication code) from the credit card

organization to ensure that the invoice for
this Customer will be accepted.

5. The Provider confirms the order to the
Customer.

6. The Customer sends a payment authori-
zation to the Provider.

7. The Provider sends this payment authori-
zation together with the invoice to the
credit card organization.

8. The credit card organization debits the
Customer's account and credits the Pro-
vider's account with the amount due via
the inter bank service relation.

9. The Provider delivers the products or
Services.

&> Contractual Relation

<«—» Customer-Provider Relation

3 Inter Bank Service Relation

Figure 5: The different relations of the involved
business parties.

This example is also valid for debit card transac-
tions. In this case the bank takes the role of the
credit card organization®. Figure 5 illustrate the dif-

9This simplified example may be enhanced with several credit
card organizations. In this case the single credit card organiza-
tion (see Figure 4) has to be replaced by a payment gateway
which offers a single interface to the provider and mediates the
payment requests with the different credit card organizations. A
possible protocol for a practical implementation is the SET
specification [10].



ferent contractual, Customer-Provider, and inter
bank servicerelations.

6.2.  Threat analysis

Table 5 lists the threats and countermeasures which
have been identified in addition to those of the EB-
class and the CB-class.

Disclosure of busi-
ness data to unau-
thorized persons

Authentication

Access Control

Undetected unau-
thorized access on
linked privacy data
of system users

Authentication
Access Control

Anonymity or pseudonymity meas-
ures

Table 5: Identified Threats and Countermeasures

Unlawful multiple
use (e.g. by copying)

Uniqueness enforcing functions and
uniqueness violation detection

for the PB-class

measures

of unique data

Threat

Countermeasure

Undetected modifi-
cation or replacement
of commitment data

Content integrity checking of
transmitted commitment data

Undetected deletion Content integrity checking of
or insertion of com- transmitted commitment data
mitment data

Undetected replay of | Sequence integrity checking of

commitment data

commitment data

Denial of commit-
ment data ownership

Non-repudiation of Originator

Denial of commit-
ment data submission

Non-repudiation of Originator

Denial of commit-
ment data reception

Non-repudiation of Destination

Undetected accep-
tance of invalid/ in-
validated commit-
ment data or certifi-
cates

Content integrity checking and
content verification of commitment
dataor certificates

Authentic distribution of revocation
lists

Access Control

Undetected refusal of
valid/validated com-
mitment data or cer-
tificates

Content integrity checking and
content verification of commitment
dataor certificates

Authentic distribution of revocation
lists

Access Control

Interception of com-
mitment data or cer-
tificates

Restricted lifetime of cryptographic
keys, certificates and commitment
data

Theft of business
process input data

Authentication

Access Control

6.3.  Derived security functionalities

Identification and authentication

Multistage identification and authentication:

For identification and authentication over many
stages a chain of trust shall be established. The
system shall be able to verify this chain to the roots.

Access control

Protection against unlawful disclosure:

The TOE shall support state-of-the-art anonymity or
pseudonymity measures. Dedicated techniques shall
be supported to prevent the unauthorized monitor-
ing of the logged system user’s activities.

Accountability and audit
Interrel ated accountability:

The audit data of the different systems shall be
authentically stored and shall enable the complete
tracing of business transactions between at least
two different legal parties.

Commitment data ownership and submission:

The TOE shall support dedicated mechanisms for
the non-repudiation of the Originator (commitment
data).

Commitment data reception:

The TOE shall support dedicated mechanisms for
the non-repudiation of the Destination (commitment
data).

Uniqueness of origina:

If uniqueness of original is required, adequate tech-
niques, such as cryptographic based registration,



watermarking, or bill of lading scheme, ticketing,
certificates, etc. shall be provided.

Commitment data communication

Content_integrity and content validation of ex-
changed commitment data or certificates:

If two systems are exchanging commitment data or
certificates, the integrity and validation of the
commitment data or certificate content shall be
verified.

Address integrity of exchanged commitment data or
certificates:

If two systems are exchanging commitment data or
certificates, the integrity of the sender- and receiver
addresses must be verified. The applied protocol
shall prevent replay attacks.

Key management

In this class the trust relationship between the dif-
ferent independent business parties is based on no-
tary services which register and manage the associ-
ated security information needed for the corre-
sponding business process. The services of such a
notary are based on cryptographic public key tech-
niques and based on aroot for the chain of trust in
certificates. The following phases which are based
on time stamping services have to be supported:
Registration, certification, distribution and revoca-
tion.

Registration:

The users identity is verified in this process on the
basis of reference documents. In addition, a distin-
guished name for the user and a unique reference
number to the user’s public key which was authen-
tically transmitted to the registration entity are as-
signed. The entity responsible for the registration
process is called Registration Authority (RA). The
RA shall provide adequate means for the authentic-
ity and integrity of the stored registration data.

Certification:

The certification process generates the legal bind-
ing between the business process entity and his cre-
dentials he will use in the business process. The
certification process shall cover two aspects, the

certification of the user's public key and the certifi-
cation of user's attributes. This certification is ap-
plied on the basis of the Certification Authority's
(CA) digital signature. Specific security means
shall be provided to enable the secure verification
of the authentic certificate by an entity which is part
of the business process. The CA shall provide ade-
guate means for the authenticity and integrity of the
stored certification data.

Distribution:

The certificate information shall be distributed on
an authentic channel to the associated entity. Ade-
guate verification mechanisms shall be provided to
ensure that the correct entity has received and veri-
fied the distributed certificate.

Revocation:

The following phases shall be supported for this
process: the revocation request, the revocation, and
the revocation notification. The revocation request
shall process the information of the certificate. Spe-
cific security means shall be provided to ensure the
authenticity and integrity of a revocation request.
After the revocation request has been verified the
corresponding CA revokes the stored certificate of
the entity. A revocation certificate is generated
containing the original certificate information and
additional information such as date of revocation,
cause of revocation, entity identification number
who has requested the revocation, and the distin-
guished name of the CA who has executed the
revocation. The CA shall provide adequate means
for the authenticity and integrity of the stored revo-
cation data.

7. Conclusions and Future Work

From our perspective, the E-COFC has the follow-
ing advantages:

1. The E-COFC standard is easy to understand
since the specification of a minimum set of se-
curity functionalities reduces the technical
complexity. The derived set provides a reason-
able protection for commercial multi-user, net-
work-based IT systems.



2.

In contrast to other approaches, such as the CC,
the E-COFC addresses the security require-
ments for business processes with different le-
gal parties.

We are currently planning to setup and deploy an
ECMA based commercia protection profile regis-
try. One of the first profiles to be registered are the
COFC, the E-COFC, and the CC profiles such as
CS1 and CS2 in close cooperation with [SO.
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