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Abstract| The EMERALD (Eve nt Monit o ri ng En-
abli ng Re spo ns e s t o Anoma l o us Li v e Di s t ur ba nce s ) e n-

v i r o nme nt i s a di s t r i but e d s c a l a bl e t o o l s ui t e fo r t r a c k-
i ng ma l i c i o us a c t i v i t y t hr o ug h a nd a c r o s s l a r g e ne t wo r k s .
EMERALD i nt r o duc e s a hi g hl y di s t r i but e d, bui l di ng -
bl o c k a ppr o a c h t o ne t wo r k s ur v e i l l a nc e , a t t a c k i s o l a -
t i o n, a nd a ut oma t e d r e s po ns e . It c ombi ne s mo de l s f r om

r e s e a r c h i n di s t r i but e d hi g h- v o l ume e ve nt - c o r r e l a t i o n
me t ho do l o g i e s wi t h o v e r a de c a de o f i nt r us i o n de t e c t i o n
r e s e a r c h a nd e ng i ne e r i ng e xpe r i e nc e . The a ppr o a c h i s
no ve l i n i t s us e o f hi g hl y di s t r i but e d, i nde pe nde nt l y t un-
a bl e , s ur v e i l l a nc e a nd r e s po ns e mo ni t o r s t ha t a r e de pl o y -

a bl e po l ymo r phi c a l l y a t va r i o us a bs t r a c t l a y e r s i n a l a r g e
ne t wo r k . The s e mo ni t o r s c o nt r i but e t o a s t r e aml i ne d
e v e nt - a na l y s i s s y s t e m t ha t c ombi ne s s i g na t ur e a na l y s i s
wi t h s t a t i s t i c a l pr o �l i ng t o pr o v i de l o c a l i ze d r e a l - t i me
pr o t e c t i o n o f t he mo s t wi de l y us e d ne t wo r k s e r v i c e s o n
t he I nt e r ne t . Equa l l y i mpo r t a nt , EMERALD i nt r o duc e s

a r e c ur s i v e f r ame wo r k f o r c o o r di na t i ng t he di s s e mi na -
t i o n o f a na l y s e s f r om t he di s t r i but e d moni t o r s t o pr o -
v i de a g l o ba l de t e c t i o n a nd r e s po ns e c a pa bi l i t y t ha t c a n
c o unt e r a t t a c k s o c c ur r i ng a c r o s s a n e nt i r e ne t wo r k e nt e r -
pr i s e . Fur t he r , EMERALD i nt r o duc e s a v e r s a t i l e a ppl i -

c a t i o n pr o g r amme r s ' i nt e r f a c e t ha t e nha nc e s i t s a bi l i t y t o
i nt e g r a t e wi t h he t e r o g e ne o us t a r g e t ho s t s a nd pr o v i de s
a hi g h de g r e e o f i nt e r o pe r abi l i t y wi t h t hi r d- pa r t y t o o l
s ui t e s .

Keywords|Ne t wo r k s e c ur i t y, i nt r us i o n de t e c t i o n, c o -
o r di na t e d a t t a c k s , a noma l y de t e c t i o n, mi s us e de t e c t i o n,
i nf o r ma t i o n wa r f a r e , s y s t e ms ur v i va bi l i t y, i ns i de r t hr e a t ,

o ut s i de r t hr e a t .

I. Introduction

ur infrastructures of highly integrated information
systems, both military and commercial, have be-

come one of the keyassets onwhichwe dependfor com-
petitive advantage. These information infrastructures
tend to be conglomerates of integrated commercial-o�-
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the-shelf (COTS) and non-COTScomponents, interop-
erating and sharing information at increasing levels of
demand and capacity. These systems are relied on to
manage a growing list of needs including transporta-
tion, commerce, energy management, communications,
and defense.

Unfortunately, the very interoperabil ity and sophis-
ticated integration of technology that make our infras-
tructures such valuable assets also make themvulner-
able to attack, and make our dependence on our in-
frastructures a potential l iabil ity. We have had ample
opportunityto consider numerous examples of vulnera-
bil ities and attacks against our infrastructures and the
systems that use them. Attacks such as the Internet
worm[21], [23] have shown us howour interconnec-
tivity across large domains can be used against us to
spread malicious code. Accidental outages such as the
1980 ARPAnet collapse [22] and the 1990 AT&Tcol-
lapse [17] i l lustrate howseemingly localized triggering
events canhave globallydisastrous e�ects onwidelydis-
tributed systems. In addition, we have witnessed orga-
nized groups of miscreants [11], [17], local and foreign,
performing malicious and coordinated attacks against
varieties of online targets. We are keenly aware of the
recurring examples of vulnerabil ities that exist perva-
sively innetworkservices, protocols, andoperating sys-
tems, throughout our militaryandcommercial network
infrastructures. Even the deployment of newer more
robust technologies does not fully compensate for the
vulnerabil ities in the multitude of legacy systems with
which the newer systems must interoperate.

Yet, despite these examples, there remainno widely
available robust tools to allowus to trackmalicious ac-
tivity through and across large networks. The need for
scalable network-aware surveil lance and response tech-
nologies continues to grow.



II. Challenges toScalable Network Misuse

Detection

As dependence on our network infrastructures con-
tinues to grow, so too grows our need to ensure the
survivabil ity of these assets. Investments into scalable
network intrusiondetection 1 will over time o�er an im-
portant additional dimensionto the survivabilityof our
infrastructures. Mechanisms are needed toprovide real-
time detection of patterns in network operations that
may indicate anomalous or malicious activity, and to
respondtothis activitythroughautomatedcountermea-
sures. In addition, these mechanisms should also sup-
port the pursuit of individuals responsible for malicious
activity through the collection and correlation of event
data.

The typical target environment of the EMERALD
project is a large enterprise networkwith thousands of
users connected ina federationof independent adminis-
trative domains. Eachadministrative domainis viewed
as acollectionof local andnetworkservices that provide
an interface for requests fromindividuals internal and
external to the domain. Network services include fea-
tures commontomanynetworkoperating systems such
as mail, HTTP, FTP, remote login, network�le systems,
�nger, Kerberos, and SNMP. Some domains may share
trust relationships with other domains (either peer-to-
peer or hierarchical). Other domains may operate in
complete mistrust of all others, providingoutgoing con-
nections only, or perhaps severely restricting incoming
connections. Users may be local to a single domainor
may possess accounts on multiple domains that allow
themto freely establish connections throughout the en-
terprise.

In the environment of an enterprise network, well-
established concepts in computer security such as the
reference moni tor [3] do not apply well . A large
enterprise network is a dynamic cooperative of in-
terconnected heterogeneous systems that often exists
more through co-dependence than hierarchical struc-
ture. De�ning a single security policy over such an en-
terprise, let alone a single point of authority, is often
not practical.

With traditional approaches to security being di�-
cult to apply to network infrastructures in the large,
the need to ensure survivabilityof these infrastructures
raises important questions. One suchquestion is, \Can

we bui ld survei l l ance and response capabi l i t i es that can

scal e to very l arge enterpri se networks?" To do so will
require us to overcome a number of challenges in cur-

1
In thi s paper, the term\i ntrusi on" i s used broadl y to encom-

pass mi suse, anomal i es, servi ce deni al s, andother devi ati ons f rom

acceptabl e systembehavi or.

rent intrusion-detection designs, many of which derive
fromthe centralized paradigmof current architectures.
While a fully distributed architecture could address
some of these challenges, it too introduces tradeo�s
in capabil ities and performance. The following briey
summarizes challenges that exist in scaling intrusion-
detection tools to large networks.

� v : Audit gen-
eration and storage has tended to be a centralized ac-
tivity, and often gathers excessive amounts of informa-
tionat inappropriate layers of abstraction. Centralized
audit mechanisms place a heavy burden on the CPU
and I Othroughput, and simplydo not scale well with
large user populations. In addition, it is di�cult to
extend centralized audit mechanisms to cover spatially
distributed components such as network infrastructure
(e.g., routers, �lters, DNS, �rewalls) or various common
network services.

� -s -

: In signature-based analyses, rule complexity
canhave adirect tradeo�withperformance. Asophisti-
cated rule structure able to represent complex multiple
event orderings with elaborate pre- or post-conditions
may allowfor very concise and well-structured pene-
tration de�nitions. However, sophisticated rule struc-
tures may also impose heavy burdens in maintaining
greater amounts of state information throughout the
analysis, l imiting their scalabil ityto environments with
high volumes of events. Shorter and simpler rules may
impose lesser analysis and state-management burdens,
helping to provide greater scalabil ity and e�ciency in
event analysis. When speed is the key issue, the ulti-
mate rule-set is one with no state-management needs
| requiring no ordering and no time-consuming pre-
andpost-conditions to evaluate as events are processed.
Simpler rules, however, also limit expressibil ity inmis-
use de�nitions, and can lead to inated rule-bases to
compensate for a single complex rule-set that might
cover manyvariations of anattack. Clearly, there exists
a tradeo�between highly complex and expressibly rich
rule models versus shorter and simpler rules that indi-
vidually require minimal state-management and analy-
sis burdens.

� s s: Expert systems sepa-
rate their base of knowledge (rules of inference andstate
information regarding the target system) fromboth
their analysis code andresponse logic inane�ort to add
to their overall modularity. There is some advantage to
maintaining this knowledge base in a centrally located
repository. Dynamic modi�cationandcontrol over this
informationis made easier whenonlysingle repositories
needbe modi�ed. Acentrally locatedknowledge repos-
itory is e�cient for makingpluggable rule-sets that add



to the generality and portabil ity of the tool. However,
in a highly distributed and high-volume event environ-
ment, a single repository combinedwith a single anal-
ysis engine can act as a choke-point. It also provides
a single point of failure should the repository become
unavailable or tainted.

� s: At the core of many
signature-based expert systems exists an algorithmfor
acceptingthe input (inour case activitylogs) and, based
ona set of inference rules, directing the search for new
information. This inference-engine model is very cen-
tralized in nature. In a large network, events and data
owasynchronously throughout the network in paral-
lel and in volumes beyond what any centralized anal-
ysis technologies can process. Acentral analysis re-
quires centralized collection of event information, and
imposes the full burden (I O, processing, and mem-
ory) of the analysis on those components on which the
inference engine resides. This single-point-of-analysis
model does not scale well . Acompletely distributed
analysis, however, introduces its own challenges. oth
global correlation and intell igent coordination among
distributed analysis units impose signi�cant resource
overhead. Finding the optimal analysis paradigmbe-
tween the continuumof the centralized expert-system
approachand a fully decentralized analysis scheme is a
key challenge in building a scalable inference architec-
ture.

The physical and logical dispersion of the interfaces
and controls among target systems and networks must
be accommodatedbythe architecture of the distributed
analysis system. Centralized intrusion-detection archi-
tectures deployed in highly distributed network envi-
ronments experience di�cultyinintegratingandscaling
their analysis paradigms tosuchenvironments. (Several

of these issues are explored in [1 ]). The issues andlim-
itationdiscussed above represent challenges to the very
design and engineering assumptions on which much of
the current intrusion-detection research is based.

The objective of the EMERALDwork is to bring a
collectionof researchandprototype development e�orts
into the practical world, in such a way that the analy-
sis tools for detecting and interpreting anomalies and
misuses canbe appliedandintegratedintorealistic net-
workcomputingenvironments. The EMERALDproject
provides a critical step in demonstrating howto con-
struct scalable and computationally realistic intrusion-
detectionmechanisms to trackmalicious activitywithin
and across large networks. To do this, EMERALD
employs detection and response components that are
smaller and more distributed than previous intrusion-
detection e�orts, andthat interoperate to provide com-
posable surveil lance.

EMERALD represents a signi�cant departure
fromprevious centralized host-based, user-oriented,
intrusion-detection e�orts that su�er poor scalabil ity
andintegrationintolarge networks. EMERALD's anal-
ysis scheme targets the external threat agent who at-
tempts to subvert or bypass a domain's network inter-
faces and control mechanisms to gain unauthorized ac-
cess to domain resources or prevent the availability of
these resources. EMERALDemploys a building-block
architectural strategy using independent distributed
surveil lance monitors that can analyze and respond to
malicious activityonlocal targets, andcaninteroperate
toformananalysis hierarchy. This layeredanalysis hier-
archyprovides a framework for the recognition of more
global threats to interdomainconnectivity, includingco-
ordinated attempts to in�ltrate or destroy connectivity
across anentire networkenterprise. SectionIII presents
anarchitectural overviewof EMERALD, andSectionI
discusses its integration into distributed computing en-
vironments.

III. he M DNetworkIntrusion

Detection rchitecture

EMERALDintroduces a hierarchically layered ap-
proach to network surveil lance that includes servi ce

anal ysi s covering the misuse of individual components
and network services within the boundary of a sin-
gle domain; domain-wi de anal ysi s covering misuse vis-
ible across multiple services and components; and
enterpri se-wi de anal ysi s covering coordinated misuse
across multiple domains. The objective of the service
analysis is to streamline and decentralize the surveil-
lance of a domain's network interfaces for activity that
may indicate misuse or signi�cant anomalies in oper-
ation. We introduce the concept of dynamically de-
ployable, highlydistributed, andindependently tunable
servi ce moni tors. Service monitors are dynamicallyde-
ployed within a domain to provide localized real-time
analysis of infrastructure (e.g., routers or gateways)
and services (privileged subsystems withnetwork inter-
faces). Service monitors may interact with their envi-
ronment passively(reading activitylogs) or activelyvia
probing to supplement normal event gathering. This lo-
calized coverage of network services anddomaininfras-
tructure forms the lowest tier in EMERALD's layered
network-monitoring scheme.

Information correlated by a service monitor can be
disseminated to other EMERALDmonitors through a
subscri pt i on-based communication scheme. Subscrip-
tionprovides EMERALD's message systembothapush
and pull data exchange capabil ity betweenmonitor in-
teroperation (see Section III-F). EMERALD client
monitors are able to subscribe to receive the analysis



results that are produced by server monitors. As a
monitor produces analysis results, it is then able to dis-
seminate these results asynchronously to its cl ient sub-
scribers. Through subscription, EMERALDmonitors
distributed throughout a large networkare able to e�-
cientlydisseminate reports of malicious activitywithout
requiring the overheadof synchronous poll ing.

Domain-wide analysis forms the second tier of
EMERALD's layered network surveil lance scheme. A
domain moni tor is responsible for surveil lance over all
or part of the domain. omain moni tors correlate in-
trusionreports disseminatedbyindividual service mon-
itors, providinga domain-wide perspective of malicious
activity(or patterns of activity). Inadditionto domain
surveil lance, the domainmonitor is responsible for re-
con�guring systemparameters, interfacing with other
monitors beyond the domain, and reporting threats
against the domainto administrators.

Lastly, EMERALDenables enterprise-wide analysis,
providing a global abstraction of the cooperative com-
munityof domains. Enterprise-layer monitors correlate
activity reports produced across the set of monitored
domains. Enterprise-layer monitors focus on network-
wide threats suchas Internet worm-like attacks, attacks
repeated against common network services across do-
mains, and coordinated attacks frommultiple domains
against a single domain. Through this correlation and
sharingof analysis results, reports of problems foundby
one monitor maypropagate to other monitors through-
out the network. The enterprise itself neednot be stable
inits con�gurationor centrallyadministered. Rather, it
may exist as an emergent entity through the intercon-
nections of the domains. EMERALD's abil ity to per-
forminterdomain event analysis is vital to addressing
more global, information warfare-l ike attacks against
the entire enterprise (see Section I ).

. he oni tor

The generic EMERALDmonitor architecture is i l-
lustrated in Figure 1. The architecture is designed to
enable the exible introduction and deletion of analy-
sis engines fromthe monitor boundary as necessary. In
its dual-analysis con�guration, anEMERALDmonitor
instantiation combines signature analysis with statisti-
cal pro�lingtoprovide complementaryforms of analysis
over the operation of network services and infrastruc-
ture. Ingeneral, amonitor mayinclude additional anal-
ysis engines that may implement other forms of event
analysis, or a monitor may consist of only a single re-
solver implementing a response policy based on intru-
sion summaries produced by other EMERALDmoni-
tors. Monitors also incorporate a versatile application
programmers' interface that enhances their abil ity to

interoperate with the analysis target, and with other
third-party intrusion-detection tools.

Underlying the deployment of an EMERALDmoni-
tor is the selectionof atarget-speci�c event stream. The
event streammay be derived froma variety of sources
including audit data, network datagrams, SNMPtraf-
�c, application logs, and analysis results fromother
intrusion-detection instrumentation. The event stream
is parsed, �ltered, and formatted by the target-speci�c
event-collection methods provided within the resource
object de�nition (see Section III- ). Event records are
then forwarded to the monitor's analysis engine(s) for
processing.

EMERALD's pro l er engi ne performs statistical
pro�le-based anomaly detection given a generalized
event streamof an analysis target (Section III-C).
EMERALD's si gnature engi ne requires minimal state-
management and employs a rule-coding scheme that
breaks fromtraditional expert-systemtechniques to
provide a more focused and distributed signature-
analysis model (Section III-D). Multiple analysis en-
gines implementing di�erent analysis methods may be
employedtoanalyze avarietyof event streams that per-
tainto the same analysis target. These analysis engines
are intended to develop signi�cantly lower volumes of
abstract i ntrusi on or suspi ci on reports. The pro�ler
andsignature engines receive large volumes of event logs
speci�c to the analysis target, andproduce smaller vol-
umes of intrusionor suspicion reports that are then fed
to their associated resol ver.

EMERALD's resolver is the coordinator of analysis
reports and the implementor of the \response policy"
(Section III-E). Aresolver may correlate analysis re-
sults produced externally by other analysis engines to
whichit subscribes, andit maybe boundtoone or more
analysis engines within the monitor boundary. ecause
the volume of its input is much lower than the event-
streamvolumes processed by the analysis engines, the
resolver is able to implement sophisticatedmanagement
and control policies over the analysis engines. The re-
solver alsoprovides the primaryinterface betweenits as-
sociatedanalysis engines, the analysis target, andother
intrusion-detectionmodules. In general, monitors may
exist with multiple analysis engines, and support the
capabil ity to interoperate with third-party analysis en-
gines.

At the center of the EMERALDmonitor is a struc-
ture called a resource ob ect . The resource object is a
pluggable library of target-speci�c con�guration data
and methods that allows the monitor code-base to re-
main independent fromthe analysis target to which it
is deployed (Section III- ). Customizing and dynami-
cally con�guring anEMERALDmonitor thus becomes
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a quest i on of bui l di ng and de�ni ng the �el ds of the anal -
ys i s target ' s resource obj ect .

I nteroperabi l i ty i s especi al l y cr i t i cal to EMERALD' s
decentral i zed moni tor i ng scheme, and extends wi thi n
EMERALD' s own archi tectural scope as wel l as to
thi rd- party modul es . To support i nteroperabi l i ty,
EMERALDmoni tors i ncorporate a bi di rect i onal mes -
sagi ng system. Sect i on I I I - F di scusses our e�ort s to
devel op a standard i nter f ace speci �cat i on f or communi -
cat i on wi thi n and between EMERALDmoni tors and
external modul es . Us i ng thi s i nter f ace speci �cat i on,
thi rd- partymodul es can communi cate wi th EMERALD
moni tors i n a var i ety of ways , as i l l us t rated i n Fi gure 1.
Thi rd- partymodul es operat i ng as event - col l ect i on uni t s
may empl oy EMERALD' s external i nter f aces to sub-
mi t event data to the anal ys i s engi nes f or proces s i ng.
Such thi rd- party modul es woul d e�ect i vel y repl ace the
moni tor ' s own event - col l ect i onmethods (Sect i on I I I - ) .
Thi rd- party modul es may al so submi t and recei ve anal -
ys i s resul t s vi a the resol ver ' s external i nter f aces . Thi s
wi l l al l owthi rd- partymodul es to i ncorporate the resul t s
f romEMERALDmoni tors i nto thei r own survei l l ance
e�ort s , or to contr i bute thei r resul t s to the EMERALD
anal ys i s hi erarchy. Last l y, the moni tor ' s i nternal API
al l ows thi rd- party anal ys i s engi nes to be l i nked di rect l y
i nto the moni tor boundary.

Al l EMERALDmoni tors ( servi ce, domai n, and en-
terpr i se) are i mpl emented us i ng the same moni tor code-
base. The EMERALDmoni tor archi tecture i s des i gned
general l y enough to be depl oyed at var i ous abst ract l ay-
er s i n the network. The onl y di �erences between de-
pl oyed moni tors are thei r resource obj ect de�ni t i ons .
Thi s reusabl e sof tware archi tecture i s a maj or proj ect
asset , provi di ng s i gni �cant bene�ts to the i mpl ementa-
t i on and mai ntenance e�ort s . The f ol l owi ng sect i ons
br i ey descr i be the var i ous components that make up
the EMERALDmoni tor archi tecture.

. esource b ects: bstracting etwork ntities

Fundamental to EMERALD' s des i gn i s the abstrac-
t i on of the semant i cs of the anal ys i s target f romthe
EMERALDmoni tor . y l ogi cal l y decoupl i ng the i m-
pl ementat i on of the EMERALDmoni tor f romthe anal -
ys i s semant i cs of the anal ys i s target , the extens i on of
EMERALD' s survei l l ance capabi l i t i es becomes a ques -
t i on of i ntegrat i on rather than i mpl ementat i on. The re-
source obj ect contai ns al l the operat i ng parameters f or
each of the moni tor ' s components as wel l as the anal ys i s
semant i cs (e. g. , the pro�l er engi ne' s measure and cat -
egory de�ni t i on, or the s i gnature engi ne' s penetrat i on
rul e- base) neces sar y to proces s the target event s t ream.
Once the resource obj ect f or a part i cul ar anal ys i s target



i s de�ned, i t may be reused l ater by other EMERALD
moni tors that are depl oyed to equi val ent anal ys i s tar -
get s . For exampl e, the resource obj ect f or a domai n' s
router may be reused as other EMERALDmoni tors are
depl oyed f or other router s i n the domai n. A l i brary of
resource obj ect de�ni t i ons i s bei ng devel oped f or com-
monl y avai l abl e network survei l l ance target s .

Fi gure 2 i l l us t rates the general s t ructure of the re-
source obj ect . The resource obj ect provi des a pl uggabl e
con�gurat i on modul e f or tuni ng the gener i c moni tor
code- base to a speci �c anal ys i s target event s t ream. I t
mi ni mal l y compr i ses the f ol l owi ng var i abl es ( these var i -
abl es may be extended as needed to accommodate the
i ncorporat i on of new anal ys i s engi nes i nto the moni tor
boundary) :

Engine N
Configuration

Analysis Unit N
Configuration

Configuration
Decision UnitResolver

Configuration

Subscription List

Response Methods

Event Collection Methods

Engine 1
Configuration

Analysis Unit 1
Configuration

Event Structures
Configurable

Fi . 2 . The e ne r i c RA D oni t o r Ar c hi t e c t ur e

� v s : The moni -
tor code- base mai ntai ns no i nternal dependence on the
content or f ormat of any gi ven target event s t reamor
the anal ys i s resul t s produced f romanal yzi ng the event
s t ream. Rather , the resource obj ect provi des a uni ver -
sal l y appl i cabl e syntax f or speci f yi ng the st ructure of
event records and anal ys i s resul t s . Event records are
de�ned based on the contents of the moni tor ' s target
event s t ream(s) . Anal ys i s resul t s t ructures are used to
package the �ndi ngs produced by the anal ys i s engi ne.
Event records and anal ys i s resul t s are de�ned s i mi l ar l y
to al l owthe eventual hi erarchi cal proces s i ng of anal ys i s
resul t s as event records by subscr i ber moni tors .

� v - s : Aset of �l ter i ng
rout i nes (or l og convers i on rout i nes wi th custom�l ter -
i ng semant i cs ) i s empl oyed by the anal ys i s engi nes to
gather and f ormat target - speci �c event records . These
are the nat i ve methods that i nteract di rect l y wi th the
systemto parse the target event s t ream.

� : Thi s ref er s to a col -

l ect i on of var i abl es and data st ructures that speci �es
the operat i ng con�gurat i on of a �el ded moni tor ' s anal -
ys i s engi ne(s ) . The resource obj ect mai ntai ns a separate
col l ect i on of operat i ng parameters f or each anal ys i s en-
gi ne i nstant i ated wi thi n the moni tor boundary.

� s s : Each anal ys i s
engi ne mai ntai ns an i ndependent l y con�gured col l ect i on
of i ntrus i on- detect i on anal ys i s procedures . Thi s s t ruc-
ture contai ns the con�gurat i on var i abl es that de�ne the
semant i cs empl oyed by the anal ys i s engi ne to proces s
the target - speci �c event s t ream.

� s v : The resource obj ect
mai ntai ns the operat i ng parameters that speci f y the
con�gurat i on of the resol ver ' s i nternal modul es .

� s : Thi s ref er s to
the semant i cs used by the resol ver ' s deci s i on uni t f or
mergi ng the anal ys i s resul t s f romthe var i ous anal ys i s
engi nes . The semant i cs i ncl ude the response cr i t er i a
used by the deci s i on uni t f or i nvoki ng countermeasure
handl er s .

� s s : Thi s s t ructure contai ns i n-
f ormat i on neces sary f or es tabl i shi ng subscr i pt i on- based
communi cat i on ses s i ons , whi chmay i ncl ude network ad-
dres s i nf ormat i on and publ i c keys used by the moni tor
to authent i cate potent i al cl i ents and servers . The sub-
scr i pt i on l i s t �el d i s an i mportant f aci l i ty f or gai ni ng
vi s i bi l i ty i nto mal i ci ous or anomal ous act i vi ty outs i de
the i mmedi ate envi ronment of an EMERALDmoni tor .
The most obvi ous exampl es where rel at i onshi ps are i m-
portant i nvol ve i nterdependenci es among network ser -
vi ces that make l ocal pol i cy deci s i ons . Cons i der , f or
exampl e, the i nterdependenci es between acces s checks
per f ormed dur i ng network �l e systemmount i ng and the
IPmappi ng of the DNS servi ce. An unexpected mount
moni tored by the network �l e systemservi ce may be re-
sponded to di �erent l y i f the DNS moni tor i nf orms the
network �l e systemmoni tor of suspi ci ous updates to the
mount requestor ' s DNS mappi ng.

� s s s : ar i ous response
f unct i ons can be made avai l abl e to the resol ver as i t
recei ves i ntrus i on report s f romi ts anal ys i s engi nes or
i ntrus i on summar i es f romsubscr i bees . These are pre-
programmed countermeasure methods that the resol ver
may i nvoke as i ntrus i on summar i es are recei ved.

As di scussed above, the �el ds of the resource obj ect
are de�ned and ut i l i zed dur i ng moni tor i ni t i al i zat i on.
I n addi t i on, these �el ds may be modi �ed by i nternal
moni tor components , and by author i zed external cl i ents
us i ng the moni tor ' s API . Once �el ds are modi �ed, com-
ponents can be requested to dynami cal l y rel oad the con-
�gurat i on parameters de�ned i n those �el ds . Thi s gi ves
EMERALD an i mportant abi l i ty to provi de adapt i ve



anal ys i s a control f unct i onal i ty. However , i t al so i ntro-
duces a potent i al s tabi l i ty probl emi f dynami c modi �-
cat i ons are not t i ght l y res t r i cted to avoi d cycl i c modi �-
cat i ons . To addres s thi s i s sue, moni tors accept con�gu-
rat i on request s f romonl y i mmedi ate parents i n EMER-
ALD' s anal ys i s hi erarchy.

C. calable ro le- ased nomaly etection

The or i gi nal groundwork f or SRI ' s IDES e�ort was
per f ormed over a decade ago. The �rst - generat i on
stat i s t i cs component was used to anal yze SystemMan-
agement Faci l i ty (SMF) records f roman I Mmai n-
f rame system[ 10] i n the �rs t hal f of the 1980s . Re-
qui rements f or an anomal y- detect i on systemthat be-
came IDESwere documented i n [ ] . Thi s research l ed to
the devel opment of the NIDES stat i s t i cal pro�l e- based
anomal y- detect i on subsystem (NIDES Stats ) , whi ch
empl oyed a wi de range of mul t i var i ate s tat i s t i cal mea-
sures to pro�l e the behavi or of i ndi vi dual user s [ 9] .
Anal ys i s i s user - based, where a stat i s t i cal score i s as -
s i gned to each user ' s ses s i on represent i ng how cl osel y
current l y observed usage corresponds to the es tabl i shed
patterns of usage f or that i ndi vi dual . The i nput source
to the NIDES stat i s t i cal component i s an un�l tered and
unsorted host audi t l og, whi ch represents the act i vi ty of
al l user s current l y operat i ng on the host .

I n 199 , SRI conducted research under Trusted
Inf ormat i on Systems' Saf eguard proj ect to extend
NIDES Stats to pro�l e the behavi or of i ndi vi dual ap-
pl i cat i ons [ 2] . Stat i s t i cal measures were customi zed to
measure and di �erent i ate the proper operat i on of an ap-
pl i cat i on f romoperat i on that may i ndi cate Troj an horse
subst i tut i on. Under the Saf eguard model , anal ys i s i s
appl i cat i on-based, where a stat i s t i cal score i s as s i gned
to the operat i on of appl i cat i ons and represents the de-
gree to whi ch current behavi or of the appl i cat i on cor -
responds to i t s es tabl i shed patterns of operat i on. The
Saf eguard e�ort demonstrated the abi l i ty of s tat i s t i cal
pro�l i ng tool s to cl ear l y di �erent i ate the scope of execu-
t i onamong general - purpose appl i cat i ons . I t al so showed
that s tat i s t i cal anal yses can be very e�ect i ve i n anal yz-
i ng act i vi t i es other than i ndi vi dual user s ; by i nstead
moni tor i ng appl i cat i ons , the Saf eguard anal ys i s great l y
reduced the requi red number of pro�l es and computa-
t i onal requi rements , and al so dramat i cal l ydecreased the
typi cal f al se- pos i t i ve and f al se- negat i ve rat i os .

Whi l e NIDES Stats has been reasonabl y succes s f ul
pro�l i ng user s and l ater appl i cat i ons , i t wi l l be ex-
tended to the more general subj ect cl as s typography
requi red by EMERALD. Nonethel es s , the under l yi ng
mechani sms are wel l sui ted to the probl emof network
anomal y detect i on, wi th some adaptat i on. The re-
qui red modi �cat i ons center around extens i ve reworki ng

of NIDES Stats to abstract and general i ze i t s de�ni t i on
of measures and pro�l es , the s t reaml i ni ng of i t s pro�l e
management , and the adaptat i on of the con�gurat i on
and report i ng mechani sms to EMERALD' s hi ghl y i n-
teroperabl e and dynami c message systemi nter f ace.

The EMERALDpro�l er engi ne achi eves total separa-
t i on between pro�l e management and the mathemat i cal
al gor i thms used to asses s the anomal y of events . Pro-
�l es are provi ded to the computat i onal engi ne as cl as ses
de�ned i n the resource obj ect . The mathemat i cal f unc-
t i ons f or anomal y scor i ng, pro�l e mai ntenance, and up-
dat i ng f unct i on i n a f ul l y general manner , not requi r -
i ng any under l yi ng knowl edge of the data bei ng ana-
l yzed beyond what i s encoded i n the pro�l e cl as s . The
event - col l ect i on i nteroperabi l i ty supports t rans l at i on of
el ementary data (the anal ys i s target ' s event s t ream) to
the pro�l e and measure cl as ses . At that poi nt , anal ys i s
f or di �erent types of moni tored ent i t i es i s mathemat i -
cal l y s i mi l ar . Thi s approach i mparts great exi bi l i ty to
the anal ys i s i n that f adi ng memory constants , update
f requency, measure type, and so on are tai l ored to the
ent i ty bei ng moni tored.

Each pro�l er engi ne i s dedi cated to a speci �c target
event s t reamat the el ementary l evel . Such l ocal i zed,
target - speci �c anal yses (unl i ke the monol i thi c approach
empl oyed by NIDES Stats ) provi de a more di s t r i buted,
bui l di ng- bl ock approach to moni tor i ng, and al l owpro�l -
i ng computat i ons to be e�ci ent l y di spersed throughout
the network. ecause the event s t reamsubmi tted to the
pro�l er engi ne i s speci �c to the anal ys i s target ' s act i vi ty,
pro�l e management i s great l y s i mpl i �ed, i n that there i s
no need to support mul t i subj ect pro�l e i nstant i at i ons .

I n addi t i on, the resul t s of servi ce- l ayer pro�l er en-
gi nes can be propagated to other moni tors operat i ng
hi gher i n EMERALD' s l ayered anal ys i s scheme, o�er -
i ng domai n- or enterpr i se- wi de stat i s t i cal pro�l i ng of
anomal y report s . Pro�l er engi nes may operate through-
out the anal ys i s hi erarchy, f urther correl at i ng andmerg-
i ng servi ce- l ayer pro�l es to i dent i f y more wi despread
anomal ous act i vi ty. The under l yi ng mathemat i cs are
the same f or each i nstance, and al l r equi red i nf ormat i on
speci �c to the ent i ty bei ng moni tored (be i t a network
resource or other EMERALDmoni tors produci ng anal -
ys i s resul t s at l ower l ayers i n the anal ys i s hi erarchy) i s
ent i rel y encapsul ated i n the obj ect s of the pro�l e cl as s .

. calable ignature nalysis

Si gnature anal ys i s i s a proces s whereby an event
s t reami s mapped agai nst abst ract representat i ons of
event sequences that are known to i ndi cate undes i rabl e
act i vi ty. However , s i mpl i s t i c event bi ndi ng al one may
not neces sar i l y provi de enough i ndi cat i on to ensure the



accurate detect i on of the target act i vi ty. Si gnature anal -
yses must al so di s t i ngui sh whether an event sequence
bei ng wi tnessed i s actual l y t rans i t i oni ng the systemi nto
the ant i ci pated compromi sed state. Addi t i onal l y, deter -
mi ni ng whether a gi ven event sequence i s i ndi cat i ve of
an attack may be a f unct i on of the precondi t i ons un-
der whi ch the event sequence i s per f ormed. To enabl e
thi s �ner granul ar i ty of s i gnature recogni t i on, previ ous
e�ort s have empl oyed var i ous degrees of s tate detec-
t i on and management l ogi c (one such exampl e i s f ound
i n [ 18] ) . However , as di scussed i n Sect i on I I , the i ncor -
porat i on of sophi s t i cated rul e- and state-management
f eatures must be bal anced wi th the need to ensure an
acceptabl e l evel of per f ormance.

I n many respect s , EMERALD' s s i gnature- anal ys i s
s t rategy depart s f romprevi ous central i zed rul e- based ef -
f or t s . EMERALDempl oys a hi ghl y di s t r i buted anal ys i s
s t rategy that , wi th respect to s i gnature anal ys i s , e�ec-
t i vel y modul ar i zes and di s t r i butes the rul e- base and i n-
f erence engi ne i nto smal l er , more f ocused s i gnature en-
gi nes . Thi s has several bene�ts beyond the per f ormance
advantages f romevenl y di s t r i but i ng the computat i onal
l oad across network resources .

y narrowi ng the scope of act i vi ty i n the event
s t reamto a s i ngl e anal ys i s target , the noi se rat i o f rom
event records that the s i gnature engi ne must �l ter out i s
great l y reduced. Thi s noi se �l ter i ng of the event s t ream
hel ps the s i gnature engi ne avoi d mi sgui ded searches
al ong i ncorrect s i gnature paths . EMERALDal so par -
t i t i ons and di s t r i butes the s i gnature act i vi ty represen-
tat i ons . Rather than mai ntai ni ng a central knowl edge-
base contai ni ng representat i ons of al l known mal i ci ous
act i vi ty across a gi ven comput i ng envi ronment , EMER-
ALDdi st r i butes a tai l ored set of s i gnature act i vi ty wi th
each moni tor ' s resource obj ect .

EMERALD' s s i gnature- anal ys i s obj ect i ves depend
on whi ch l ayer i n EMERALD' s hi erarchi cal anal ys i s
scheme the s i gnature engi ne operates . Servi ce- l ayer s i g-
nature engi nes attempt to moni tor network servi ces and
i nf ras t ructure f or attempts to subvert or mi suse these
components to penetrate or i nter f ere wi th the domai n' s
operat i on. Servi ce moni tors target external and per -
haps unauthent i cated i ndi vi dual s who attempt to sub-
vert servi ces or domai n components to per f ormact i ons
outs i de thei r normal operat i ng scope. The EMER-
ALDsi gnature engi ne scans the event s t reamf or events
that represent attempted expl oi tat i ons of known attacks
agai nst the servi ce, or other act i vi ty that s tands al one
as warrant i ng a response f romthe EMERALDmoni tor .

Above the servi ce l ayer , s i gnature engi nes scan the
aggregate of i nt rus i on report s f romservi ce moni tors i n
an attempt to detect more gl obal coordi nated attack
scenar i os or scenar i os that expl oi t i nterdependenci es

among network servi ces . The DNS NFS attack di s -
cussed i n Sect i on I I I - i s one such exampl e of an ag-
gregate attack scenar i o. The f aul t - propagat i on model
presented i n [ 20] o�ers a general exampl e of model i ng
i nterdependency of network asset s ( i n thi s case f aul t i n-
terdependenci es i n a nonmal i ci ous envi ronment) that i s
al so of general rel evance f or EMERALD' s domai n- and
enterpr i se- l ayer i ntrus i on correl at i on.

. niversal esolver: Correlationand esponse

EMERALDmai ntai ns a wel l - de�ned separat i on be-
tween anal ys i s act i vi t i es and response l ogi c. Impl emen-
tat i on of the response pol i cy, i ncl udi ng coordi nat i ng the
di s semi nat i on of the anal ys i s resul t s , i s the respons i bi l -
i ty of the EMERALDresol ver . The resol ver i s an ex-
pert systemthat recei ves the i ntrus i on and suspi ci on
report s produced by the pro�l er and s i gnature engi nes ,
and based on these report s i nvokes the var i ous response
handl er s de�ned wi thi n the resource obj ect . ecause
the vol ume of i ntrus i on and suspi ci on report s i s l ower
than the i ndi vi dual event report s recei ved by the anal -
ys i s engi nes , the resol ver can a�ord the more sophi s -
t i cated demands of mai ntai ni ng the con�gurat i on, and
managi ng the response handl i ng and external i nter f aces
neces sary f or moni tor operat i on. Furthermore, the re-
sol ver adds to the extens i bi l i ty of EMERALDby provi d-
i ng the subscr i pt i on i nter f ace through whi ch thi rd- party
anal ys i s tool s can i nteract and part i ci pate i n EMER-
ALD' s l ayered anal ys i s scheme.

Upon i t s i ni t i al i zat i on, the resol ver ref erences var i -
ous �el ds wi thi n the associ ated resource obj ect . The
resol ver i ni t i ates authent i cat i on and subscr i pt i on ses -
s i ons wi th those EMERALDmoni tors whose i dent i t i es
appear i n the resource obj ect ' s subscr i pt i on- l i s t �el d.
I t al so handl es al l i ncomi ng request s by subscr i ber s ,

whi ch must authent i cate themsel ves to the resol ver .
(Detai l s of EMERALD' s subscr i pt i on- ses s i on authent i -
cat i on proces s are di scussed i n [ 19] . ) Once a subscr i p-
t i on ses s i on i s es tabl i shed wi th a subscr i ber moni tor ,
the resol ver act s as the pr i mary i nter f ace through whi ch
con�gurat i on request s are recei ved, probes are handl ed,
and i ntrus i on report s are di s semi nated.

EMERALDsupports extens i ve i ntermoni tor shar i ng
of anal ys i s resul t s throughout i t s l ayered anal ys i s archi -
tecture. Resol ver s are abl e to request and recei ve i ntru-
s i on report s f romother resol ver s at l ower l ayers i n the
anal ys i s hi erarchy. As anal ys i s resul t s are recei ved f rom
subscr i bees , they are f orwarded vi a the moni tor ' s event
�l ter s to the anal ys i s engi nes . Thi s t i ered col l ect i on
and correl at i on of anal ys i s resul t s al l ows EMERALD
moni tors to represent and pro�l e more gl obal mal i ci ous
or anomal ous act i vi ty that i s not vi s i bl e f romthe l o-
cal moni tor i ng of i ndi vi dual network servi ces and asset s



( see Sect i on I ) .

I n addi t i on to i t s external - i nter f ace respons i bi l i t i es ,
the resol ver operates as a f ul l y f unct i onal deci s i on en-
gi ne, capabl e of i nvoki ng real - t i me countermeasures i n
response to mal i ci ous or anomal ous act i vi ty report s pro-
duced by the anal ys i s engi nes . Countermeasures are de-
�ned i n the response-methods �el d of the resource ob-
j ect . I ncl uded wi th each val i d response method are eval -
uat i onmetr i cs f or determi ni ng the ci rcumstances under
whi ch the method shoul d be di spatched. These response
cr i t er i a i nvol ve two eval uat i onmetr i cs : a threshol d met-
r i c that corresponds to the measure val ues and scores
produced by the pro�l er engi ne, and sever i ty metr i cs
correspond to subset s of the associ ated attack sequences
de�ned wi thi n the resource obj ect . The resol ver com-
bi nes the metr i cs to f ormul ate i t s moni tor ' s response
pol i cy. Aggres s i ve responses may i ncl ude di rect coun-
termeasures such as cl os i ng connect i ons or termi nat i ng
proces ses . More pass i ve responses may i ncl ude the di s -
patchi ng of i ntegr i ty- checki ng handl er s to ver i f y the op-
erat i ng state of the anal ys i s target .

The resol ver operates as the center of i nt ramoni tor
communi cat i on. As the anal ys i s engi nes bui l d i ntrus i on
and suspi ci on report s , they propagate these report s to
the resol ver f or f urther correl at i on, response, and di s -
semi nat i on to other EMERALDmoni tors . The resol ver
can al so submi t runt i me con�gurat i on request s to the
anal ys i s engi nes , poss i bl y to i ncrease or decrease the
scope of anal yses (e. g. , enabl e or di sabl e addi t i onal s i g-
nature rul es ) based on var i ous operat i ng metr i cs . These
con�gurat i on request s coul d be made as a resul t of
encounter i ng other i ntrus i on report s f romother sub-
scr i ber s . For exampl e, an i ntrus i on report produced by
a servi ce moni tor i n one domai n coul d be propagated to
an enterpr i se moni tor , whi ch i n turn sens i t i zes servi ce
moni tors i n other domai ns to the same act i vi ty.

Last l y, a cr i t i cal f unct i on of the EMERALDresol ver
i s to operate as the i nter f ace mechani smbetween the
moni tor admi ni s t rator and the moni tor i t sel f . Fromthe
perspect i ve of an EMERALDresol ver , the admi ni s t ra-
tor i nter f ace i s s i mpl y a subscr i bi ng servi ce to whi ch the
resol ver may submi t i t s i nt rus i on summar i es and recei ve
probes and con�gurat i on request s . The admi ni s t rat i ve
i nter f ace tool can dynami cal l y subscr i be and unsub-
scr i be to any of the depl oyed EMERALDresol ver s , as
wel l as submi t con�gurat i on request s and asynchronous
probes as des i red.

. he essage ystem

I nteroperabi l i ty i s especi al l y cr i t i cal to the EMER-
ALDdes i gn, whi ch f romconcept i on promotes dynami c
extens i bi l i ty through a bui l di ng- bl ock approach to scal -

abl e network survei l l ance. EMERALDmoni tors i ncor -
porate a dupl ex messagi ng systemthat al l ows themto
correl ate act i vi ty summar i es and countermeasure i nf or -
mat i on i n a di s t r i buted hi erarchi cal anal ys i s f ramework.
EMERALD' s messagi ng systemmust addres s i nteroper -
abi l i ty both wi thi n i t s own archi tectural scope and wi th
other thi rd- party anal ys i s tool s . To do thi s , the messag-
i ng systemprovi des a wel l - de�ned programmer ' s i nter -
f ace that supports the bi di rect i onal exchange of anal ys i s
resul t s and con�gurat i on request s wi th al ternat i ve secu-
r i ty tool s .

EMERALD' s message system operates under an
asynchronous communi cat i onmodel f or handl i ng resul t s
di s semi nat i on and proces s i ng that i s gener i cal l y ref er red
to as subscr i pt i on- based message pass i ng.2 EMERALD
component i nteroperat i on i s cl i ent server - based, where
a cl i ent modul e may subscr i be to recei ve event data or
anal ys i s resul t s f romservers . Once the subscr i pt i on re-
quest i s accepted by the server , the server modul e f or -
wards events or anal ys i s resul t s to the cl i ent automat-
i cal l y as data becomes avai l abl e, and may dynami cal l y
recon�gure i t sel f as requested by the cl i ent ' s control re-
quest s . Whi l e thi s asynchronous model does not escape
the overhead needed to ensure rel i abl e del i very, i t does
reduce the need f or cl i ent probes and acknowl edgments .

An i mportant goal i n the des i gn of EMERALD' s
i nter f ace speci �cat i on i s that the i nter f ace remai n as
i mpl ementat i on neutral as poss i bl e. To support an
i mpl ementat i on- neutral communi cat i on f ramework, the
message system i s des i gned wi th st rong separat i on
between the programmer ' s i nter f ace speci �cat i on and
the i s sues of message transport .The i nter f ace spec-
i �cat i on embodi es no assumpt i ons about the target
i ntrus i on- detect i onmodul es , i mpl ementat i on l anguages ,
host pl at f orm, or network. The transport l ayer i s ar -
chi tectural l y i sol ated f romthe i nternal s of EMERALD
moni tors so that t ransport modul es may be readi l y
i ntroduced and repl aced as protocol s and secur i ty re-
qui rements are negot i ated between modul e devel opers .
The f ol l owi ng br i ey summar i zes EMERALD' s i nter f ace
speci �cat i on and transport l ayer des i gn.

: I nter f ace speci �cat i on
i nvol ves the de�ni t i on of the messages that the var i -
ous i ntrus i on- detect i on modul es must convey to one an-
other , and how these messages shoul d be proces sed.
The message st ructure and content are speci �ed i n
a compl etel y i mpl ementat i on- neutral context . I nter -
nal l y, EMERALDmoni tors contai n three general mod-
ul e types : event col l ect i on methods that col l ect and �l -

2
Ot he r c ommuni t i e s have e mpl oye d s ubs c r i pt i on- ba s e d pus

pul l da t a ow s c heme s f o r i nf o r mat i on s uc h a s ne t wor k mana

me nt t r a c and c ont e nt .

3
De t a i l s o f RA D's pr o r amme r ' s i nt e r f a c e s pe c i c at

and t r ans po r t de s i n a r e pr ovi de d i n [ 9 ].



ter the target event s t ream, anal ys i s engi nes that pro-
ces s the �l tered events , and a resol ver that proces ses
and responds to the anal ys i s engi ne resul t s . External l y,
EMERALDmoni tors i nteroperate wi th one another i n
a manner anal ogous to i nternal communi cat i on: servi ce
moni tors produce l ocal anal ys i s resul t s that are passed
to the domai n moni tor ; domai n moni tors correl ate ser -
vi ce moni tor resul t s , produci ng newresul t s that are f ur -
ther propagated to enterpr i se moni tors ; enterpr i se mon-
i tor s correl ate and respond to the anal ys i s resul t s pro-
duced by domai n moni tors .

oth i ntramoni tor and i ntermoni tor communi cat i on
empl oy i dent i cal subscr i pt i on- based cl i ent - server mod-
el s . Wi th respect to i ntermoni tor communi cat i on, the
resol ver operates as a cl i ent to the anal ys i s engi nes , and
the anal ys i s engi nes operate as cl i ents to the event �l -
ter s . Through the i nternal message system, the resol ver
submi ts con�gurat i on request s and probes to the anal y-
s i s engi nes , and recei ves f romthe anal ys i s engi nes thei r
anal ys i s resul t s . The anal ys i s engi nes operate as servers
provi di ng the resol ver wi th i ntrus i on or suspi ci on re-
port s ei ther asynchronous l y or upon request . Si mi l ar l y,
the anal ys i s engi nes are respons i bl e f or es tabl i shi ng and
mai ntai ni ng a communi cat i on l i nk wi th a target event
col l ect i on method (or event �l ter ) and prompt i ng the
recon�gurat i on of the col l ect i on method' s �l ter i ng se-
mant i cs when neces sary. Event col l ect i on methods pro-
vi de anal ys i s engi nes wi th target - speci �c event records
upon whi ch the stat i s t i cal and s i gnature anal yses are
per f ormed.

I ntermoni tor communi cat i on al so operates us i ng the
subscr i pt i on- based hi erarchy. A domai n moni tor sub-
scr i bes to the anal ys i s resul t s produced by servi ce mon-
i tor s , and then propagates i t s own anal yt i cal resul t s to
i t s parent enterpr i se moni tor . The enterpr i se moni tor
operates as a cl i ent to one or more domai n moni tors ,
al l owi ng themto correl ate and model enterpr i se- wi de
act i vi ty f romthe domai n- l ayer resul t s . Domai n moni -
tor s operate as servers to the enterpr i se moni tors , and as
cl i ents to the servi ce- l ayer moni tors depl oyed through-
out thei r l ocal domai n. Thi s message scheme woul d op-
erate i dent i cal l y i f cor rel at i on were to cont i nue at hi gher
l ayers of abst ract i on beyond enterpr i se anal ys i s .

EMERALD' s i ntramoni tor and i ntermoni tor pro-
grammi ng i nter f aces are i dent i cal . These i nter f aces are
subdi vi ded i nto �ve categor i es of i nteroperat i on: chan-
nel i ni t i al i zat i on and termi nat i on, channel synchroni za-
t i on, dynami c con�gurat i on, server probi ng, and re-
port event di s semi nat i on. Cl i ents are respons i bl e f or
i ni t i at i ng and termi nat i ng channel ses s i ons wi th servers .
Furthermore, cl i ents are respons i bl e f or managi ng chan-
nel synchroni zat i on i n the event of er ror s i n message
sequenci ng or per i ods of f ai l ed or s l ow response ( i . e. ,

\I ' mal i ve" con�rmat i ons) . Cl i ents may al so submi t
dynami c con�gurat i on request s to servers . For exam-
pl e, an anal ys i s engi ne may request an event col l ect i on
method to modi f y i t s �l ter i ng semant i cs . Cl i ents may
al so probe servers f or report summar i es or addi t i onal
event i nf ormat i on. Last l y, server s may send cl i ents i n-
t rus i on suspi ci on summar i es or event data i n response
to cl i ent probes or i n an asynchronous di s semi nat i on
mode.

s : The second part of the mes-
sage systemf ramework i nvol ves the speci �cat i on of the
transport mechani smused to establ i sh a gi ven commu-
ni cat i on channel between moni tors or poss i bl y between
a moni tor and a thi rd- party secur i ty modul e. Al l i m-
pl ementat i on dependenci es wi thi n the message system
f ramework are addres sed by the pl uggabl e t ransport
modul es . Transport modul es are speci �c to the par -
t i ci pat i ng i ntrus i on- detect i on modul es , thei r respect i ve
host s , and potent i al l y to the network|shoul d the mod-
ul es requi re cross - pl at f ormi nteroperat i on. Part of the
i ntegrat i on of a moni tor i nto a new anal ys i s target i s
the i ncorporat i on of the neces sary transport modul e( s )
( f or both i nternal and external communi cat i on) .

I t i s at the transport l ayer where EMERALD ad-
dres ses i s sues of communi cat i ons secur i ty, i ntegr i ty, and
rel i abi l i ty. Whi l e i t i s i mportant to f aci l i tate i nteroper -
abi l i ty among secur i ty mechani sms , thi s i nteroperabi l -
i ty must be bal anced wi th the need to ensure an overal l
l evel of operat i onal i ntegr i ty, rel i abi l i ty, and pr i vacy. An
essent i al el ement i n the EMERALDmessagi ng system
des i gn i s the i ntegrat i on of secure t ransport to ensure a
degree of i nternal secur i ty between EMERALDcompo-
nents and other cooperat i ve anal ys i s uni t s .

The transport modul es that handl e i ntramoni tor
communi cat i on may be di �erent f rom the transport
modul es that handl e i ntermoni tor communi cat i on. Thi s
al l ows the i ntramoni tor t ransport modul es to addres s
secur i ty and rel i abi l i ty i s sues di �erent l y than how the
i ntermoni tor t ransport modul es addres s secur i ty and re-
l i abi l i ty. Whi l e i ntramoni tor communi cat i on may more
commonl y i nvol ve i nterproces s communi cat i on wi thi n
a s i ngl e host , i ntermoni tor communi cat i on wi l l most
commonl y i nvol ve cross - pl at f ormnetworked i nteropera-
t i on. For exampl e, the i ntramoni tor t ransport mech-
ani sms may empl oy unnamed pi pes [ 1 ] , whi ch pro-
vi des a kernel - enf orced pr i vate i nterproces s communi -
cat i on channel between the moni tor components ( thi s
as sumes a proces s hi erarchy wi thi n the moni tor archi -
tecture) . The moni tor ' s external t ransport , however ,
wi l l more l i kel y export data through untrusted network
connect i ons and thus requi re more extens i ve secur i ty
management . To ensure the secur i ty and i ntegr i ty of the
message exchange, the external t ransport may empl oy



publ i c pr i vate key authent i cat i on protocol s and ses s i on
key exchange. Us i ng thi s same i nter f ace, thi rd- party
anal ys i s tool s may authent i cate and exchange anal ys i s
resul t s and con�gurat i on i nf ormat i on wi th EMERALD
moni tors i n a wel l - de�ned, secure manner .

The pl uggabl e t ransport al l ows EMERALDexi bi l -
i ty i n negot i at i ng secur i ty f eatures and protocol usage
wi th thi rd part i es . Of part i cul ar i nteres t to the mon-
i tor i ng of network events i s our pl anned i ncorporat i on
of a commerci al l y avai l abl e network management sys -
temas a thi rd- party modul e. That systemwi l l del i ver
moni tor i ng resul t s rel at i ng to secur i ty, rel i abi l i ty, avai l -
abi l i ty, per f ormance, and other att r i butes . The network
management systemmay i n turn subscr i be to EMER-
ALDresul t s i n order to i nuence network recon�gura-
t i on. Thi s exper i ment wi l l demonstrate the i nteroper -
at i on of i ntrus i on- detect i on i nst rumentat i on wi th anal -
ys i s tool s that themsel ves do not speci �cal l y addres s
secur i ty management .

I . M DNetworkDe lo ent

The EMERALDreusabl e-moni tor archi tecture pro-
vi des a f ramework f or the organi zat i on and coordi nat i on
of di s t r i buted event anal ys i s across mul t i pl e admi ni s t ra-
t i ve domai ns . EMERALDi ntroduces a servi ce- or i ented,
l ayered approach to represent i ng, anal yzi ng, and re-
spondi ng to network mi suse. EMERALD' s pro�l i ng
and s i gnature anal yses are not per f ormed as monol i thi c
anal yses over an ent i re domai n, but rather are depl oyed
spar i ngl y throughout a l arge enterpr i se to provi de f o-
cused protect i on of key network asset s vul nerabl e to at -
tack. Thi s model l eads to greater exi bi l i ty whenever
the network con�gurat i on changes dynami cal l y, and to
i mprovedper f ormance, where computat i onal l oad i s di s -
t r i buted e�ci ent l y among network resources .

Domai ns under EMERALDsurvei l l ance are abl e to
detect mal i ci ous act i vi ty targeted agai nst thei r network
servi ces and i nf ras t ructure, and di s semi nate thi s i nf or -
mati on i n a coordi nated and secure way to other EMER-
ALDmoni tors (as wel l as thi rd- party anal ys i s tool s )
di s t r i buted throughout the network. Reports of prob-
l ems f ound i n one domai n can propagate to other moni -
tor s throughout the network us i ng the subscr i pt i on pro-
ces s . EMERALD' s subscr i pt i on- based communi cat i on
st rategy provi des mutual authent i cat i on between par -
t i ci pants , as wel l as con�dent i al i ty and i ntegr i ty f or al l
i ntermoni tor message tra�c (see Sect i on I I I - F) .

EMERALD' s anal ys i s scheme i s hi ghl y composabl e,
begi nni ng at the servi ce l ayer where EMERALDmon-
i tor s anal yze the secur i ty- rel evant act i vi ty associ ated
wi th an i ndi vi dual network servi ce or network i nf ras -
t ructure. As servi ce- l ayer moni tors detect act i vi ty that

i ndi cates poss i bl e mi suse, thi s i nf ormat i on i s responded
to by the moni tor ' s l ocal resol ver to ensure i mmedi ate
response. Mi suse report s are al so di s semi nated through-
out EMERALD' s web of survei l l ance, to the moni tor ' s
pool of subscr i ber s .

Domai n- l ayer moni tors model and pro�l e domai n-
wi de vul nerabi l i t i es not detectabl e f romthe narrowvi s -
i bi l i ty of the servi ce l ayer . Domai n moni tors search f or
i ntrus i ve and anomal ous act i vi ty across a group of i n-
terdependent servi ce- l ayer components , subscr i bi ng to
each servi ce' s as soci ated servi ce moni tor . Domai nmon-
i tor s al so operate as the di s semi nat i onpoi nt between the
domai n' s survei l l ance and the external network survei l -
l ance. Where mutual t rust among domai ns exi s t s , do-
mai nmoni tors may establ i sh peer rel at i onshi ps wi th one
another . Peer - to- peer subscr i pt i on al l ows domai nmoni -
tor s to share i ntrus i on summar i es f romevents that have
occurred i n other domai ns . Domai n moni tors may use
such report s to dynami cal l y sens i t i ze thei r l ocal servi ce
moni tors to mal i ci ous act i vi ty f ound to be occurr i ng
outs i de the domai n' s vi s i bi l i ty. Domai n moni tors may
al so operate wi thi n an enterpr i se hi erarchy, where they
di s semi nate i ntrus i on report s to enterpr i se moni tors f or
gl obal correl at i on. Where t rust exi s t s between domai ns ,
peer - to- peer subscr i pt i on provi des a usef ul techni que f or
keepi ng domai ns sens i t i zed to mal i ci ous act i vi ty occur -
r i ng outs i de thei r vi ew.

Enterpr i se- l ayer moni tors attempt to model and de-
tect coordi nated e�ort s to i n�l t rate domai n per i meter s
or prevent i nterconnect i vi ty between domai ns . Enter -
pr i se survei l l ance may be used where domai ns are i n-
terconnected under the control of a s i ngl e organi za-
t i on, such as a l arge pr i vatel y owned WAN. Enterpr i se
survei l l ance i s very s i mi l ar to domai n survei l l ance: the
enterprise monitor subscr i bes to var i ous domai n moni -
tor s , j us t as the domai n moni tors subscr i bed to var i ous
l ocal servi ce moni tors . The enterpr i se moni tor (or mon-
i tor s , as i t woul d be i mportant to avoi d central i zi ng any
anal ys i s ) f ocuses on network-wi de threats such as I n-
ternet worm- l i ke attacks , at tacks repeated agai nst com-
mon network servi ces across domai ns , or coordi nated
attacks f rommul t i pl e domai ns agai nst a s i ngl e domai n.
As an enterpr i se moni tor recogni zes commonal i t i es i n
i ntrus i on report s across domai ns (e. g. , the spreadi ng of
a wormor a mail systemattack repeated throughout
the enterpr i se) , i t s resol ver can take steps to hel p do-
mai ns counter the attack, and can al so hel p sens i t i ze
other domai ns to such attacks bef ore they are a�ected.

EMERALD' s di s t r i buted anal ys i s paradi gmprovi des
several s i gni �cant per f ormance advantages over the cen-
t ral i zed s i gnature anal ys i s and stat i s t i cal pro�l i ng tool s
f romwhi ch i t s archi tecture i s der i ved. I n a l arge net -
work, event act i vi ty i s di spersed throughout i t s spa-



t i al l y di s t r i buted components , occurr i ng i n paral l el and
i n vol umes that are di �cul t f or central i zed anal ys i s tool s
to manage. EMERALDdi st r i butes the computat i onal
l oad and space ut i l i zat i on needed to moni tor the var i -
ous network components , and per f orms i t s anal ys i s and
response act i vi ty l ocal l y. Local detect i on and response
al so hel ps to ensure t i mel y protect i on of network asset s .
Furthermore, EMERALD' s di s t r i buted moni tor depl oy-
ment e�ect i vel y paral l el i zes the stat i s t i cal pro�l i ng and
s i gnature anal yses . Once the event s t reams f romthe
var i ous anal ys i s target s are separated and submi tted to
the depl oyed moni tors , event correl at i on, pro�l i ng, and
response handl i ng are al l managed by i ndependent com-
putat i onal uni t s . Last l y, EMERALD' s dynami c exten-
s i bi l i ty al l ows an i ntegrator to sel ect i vel y choose the key
el ements i n a network that requi re moni tor i ng, and the
abi l i ty to al ter anal ys i s coverage dynami cal l y.

. elated ork

EMERALD i s not i ntended as a repl acement to
more central i zed, host - based, user - or i ented i ntrus i on-
detect i on tool s , but rather as a compl ementary archi tec-
ture that addres ses threats f romthe i nterconnect i vi ty of
domai ns i n host i l e envi ronments . Speci �cal l y, EMER-
ALD attempts to detect and respond to both ant i ci -
pated and unant i ci pated mi suses of servi ces and i nf ras -
t ructure i n l arge network- based enterpr i ses , i ncl udi ng
external threats that attempt to subvert or bypass a
domai n' s network i nter f aces and control mechani sms to
gai nunauthor i zed acces s to domai n resources or prevent
the avai l abi l i ty of these resources . EMERALDal so pro-
vi des a f ramework f or recogni zi ng more gl obal threats
to i nterdomai n connect i vi ty, i ncl udi ng coordi nated at -
tempts to i n�l t rate or dest roy connect i vi ty across an
ent i re network enterpr i se. Amore detai l ed di scuss i on
of EMERALD' s rel at i onshi p wi th other work i s gi ven
i n [ 19] . Here, we merel y al l ude to i t s pos i t i on i n the
spect rumof research i n i ntrus i on detect i on, f aul t detec-
t i on, and al armcorrel at i on.

. elated ntrusion etection esearch

EMERALDcons i derabl y general i zes and extends the
ear l i er pi oneer i ng work of SRI ' s IDES and NIDES [ 1] ,
overcomi ng previ ous l i mi tat i ons wi th respect to scal a-
bi l i ty, appl i cabi l i ty to networki ng, i nteroperabi l i ty, and
i nabi l i ty to detect di s t r i buted coordi nated attacks . I t
general i zes to network envi ronments the Saf eguard ex-
per i ence [ 2] , whi ch overcame pro�l e expl os i on and scal a-
bi l i ty probl ems by l ocal l y pro�l i ng the act i vi t i es of sub-
systems and commands rather than of i ndi vi dual user s .
EMERALDal so extends the stat i s t i cal - pro�l e model of
NIDES, to anal yze the operat i on of network servi ces ,
network i nf ras t ructure, and act i vi ty report s f romother

EMERALDmoni tors . ar i ous other e�ort s have cons i d-
ered one of the two types of anal ys i s { s i gnature- based
(e. g. , Porras [ 18] has used a state- t rans i t i on approach;
the U. C. Davi s and Tr i dent DIDS [ ] addres ses ab-
s t racted anal ys i s f or networki ng, but not scal abi l i ty; the
Network Secur i ty Moni tor [ 7] seeks to anal yze packet
data rather than convent i onal audi t t rai l s ; Purdue [ ]
s eeks to use adapt i ve- agent technol ogy) or pro�l e- based.
More recent work i n UC Davi s ' r IDS e�ort [ 2 ] em-
pl oys activity graphsof network operat i ons to search f or
t ra�c patterns that may i ndi cate network-wi de coordi -
nated attacks . (Ko has cons i dered wr i t i ng speci �cat i ons
f or expected behavi or [ 13] , whi ch i s sor t of a compromi se
between s i gnature anal ys i s and behavi oral pro�l i ng. )

. elated esearch in ault etection

EMERALDi s somewhat s i mi l ar conceptual l y to var -
i ous e�ort s i n al armcorrel at i on and hi gh- vol ume event
correl at i on f aul t detect i on i n the network management
communi ty [ 8] , [ 1 ] , [ 1 ] . EMERALD' s archi tecture
and l ayered anal ys i s i s somewhat s i mi l ar to the di s -
t r i buted event correl at i on system (DECS) di scussed
i n [ 12] . However , DECSmakes several s i mpl i �cat i ons i n
i t s s tatel es s event model i ng scheme that do not trans -
l ate wel l to a mal i ci ous envi ronment f or detect i ng i ntru-
s i ons . Recent work i n nonmal i ci ous f aul t i sol at i on [ 20]
i s al so rel evant , and i s bei ng cons i dered. However , none
of these e�ort s shares EMERALD' s abi l i t i es f or recur -
s i ve hi erarchi cal abst ract i on and mi suse detect i on, nor
do they i ncl ude provi s i ons to ensure thei r own survi v-
abi l i ty i n host i l e envi ronments .

I. Conclusions

Thi s paper i ntroduces EMERALD, a composabl e

survei l l ance and response archi tecture or i ented to-
ward the moni tor i ng of di s t r i buted network el ements .
EMERALDtargets external threat agents who attempt
to subvert or bypass network i nter f aces and control s to
gai n unauthor i zed acces s to domai n resources . EMER-
ALDbui l ds a mul t i pl e l ocal moni tor i ng capabi l i ty i nto
a f ramework f or coordi nat i ng the di s semi nat i on of di s -
t r i buted anal yses to provi de gl obal detect i on and re-
sponse to network-wi de coordi nated attacks . The ba-
s i c anal ys i s uni t i n thi s archi tecture i s the EMERALD
moni tor , whi ch i ncorporates both s i gnature anal ys i s and
stat i s t i cal pro�l i ng. y separat i ng the anal ys i s seman-
t i cs f romthe anal ys i s and response l ogi c, EMERALD
moni tors can be eas i l y i ntegrated throughout EMER-
ALD' s l ayered network survei l l ance s t rategy.

EMERALDbui l ds on and cons i derabl y extends past
research and devel opment i n anomal y and mi suse de-
tect i on, to accommodate the moni tor i ng of l arge di s -



t r i buted systems and networks . ecause the real - t i me
anal ys i s i t sel f can be di s t r i buted and appl i ed where
most e�ect i ve at di �erent l ayers of abst ract i on, EMER-
ALDhas s i gni �cant advantages over more central i zed
approaches i n terms of event detectabi l i ty and response
capabi l i t i es , and yet can be computat i onal l y real i s t i c.
I t can detect not onl y l ocal at tacks , but al so coordi -
nated attacks such as di s t r i buted deni al s of servi ce. The
EMERALDdes i gn addres ses i nteroperabi l i ty wi thi n i t s
own scope, and i n so doi ng enabl es i t s i nteroperabi l -
i ty wi th other anal ys i s pl at f orms as wel l . EMERALD' s
i nherent general i ty and exi bi l i ty i n terms of what i s
bei ng moni tored and howthe anal ys i s i s accompl i shed
suggest s that the des i gn can be readi l y extended to mon-
i tor i ng other att r i butes such as survi vabi l i ty, f aul t tol -
erance, and assured avai l abi l i ty.
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