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NIST Criticality AnalysisNIST Criticality Analysis

A. Criticality Analysis Procedure DefinitionA. Criticality Analysis Procedure Definition B. Conduct Program-Level Criticality AnalysisB. Conduct Program-Level Criticality Analysis C. Conduct System/Subsystem-Level Criticality AnalysisC. Conduct System/Subsystem-Level Criticality Analysis D. Conduct Component/Subcomponent-Level Criticality AnalysisD. Conduct Component/Subcomponent-Level Criticality Analysis E. Conduct Detailed Review of Criticality for Processes B, C, and D E. Conduct Detailed Review of Criticality for Processes B, C, and D 

Iterate as needed Iterate as neededIterate as needed

Do Adequate 
Documented 

Procedures Exist?

A.1
Define/Tailor 

Criticality Analysis 
ProceduresYes

No

B.1 Define or Obtain Program-Level 
Needs, Goals, Objectives, Assumptions 

and Constraints

B.2 Design, Document, or Obtain High-
level Processes and Define Detailed 
Workflow Paths, Boundaries, and 

Organizational Responsibilities

B.3 Identify Dependencies Within the 
Program Process

B.5 Assign Baseline Criticality Levels to 
Workflow Path(s)

Contingency Plan

Relevant Laws, Regulations, 
Directives, etc.; Strategic 

Plan(s); Risk Management 
Strategy;  Budgets; Project 

Plan(s)

C.1 Scope/Frame Analysis to a 
Critical Workflow Path

Risk Management Strategy; 
Contingency Plan; FIPS 199 

Impact Level; and HVA 
designations

Existing Infrastructure and 
Processes

C.2 Identify Functionalities and 
Capabilities Needed and What 
System(s)/Subsystem(s) Will be 

Used

C.3 Identify Dependencies within 
the System(s)/Subsystem(s) to be 

Used

C.5 Assign Baseline Criticality 
Levels to System(s)/Subsystem(s)

Baseline Criticality 
for Each Analyzed 

System(s)/
Subsystem(s)

D.1 Scope/Frame Analysis to a  
System/Subsystem

D.2  Identify System Functions and 
Capabilities Needed and What 

Component(s)/Subcomponent(s) Will 
be Used

D.3 Match Components/
Subcomponents to System 
Function(s)/Capability(ies)

D.5 Assign Baseline Criticality Levels 
to Components/ Subcomponents

Existing Documentation; 
System Design Process; 
Architecture Diagrams

Function Diagram 
with Workflow 

Paths

Baseline Criticality 
Levels of 

Component(s)/ 
Subcomponent(s)

End 

Start Criticality Analysis 
(CA) Procedure Definition

End Definition

Start Program Level 
CA

Have CA Procedures Been 
Defined?

CA Procedure Definition 
(Process A) No

Yes

Process Description 
and/or Diagram

Baseline Criticality 
Level for Each 

Analyzed Workflow 
Path

End

Start System/Subsystem 
Level CA

Has Baseline Criticality 
Been Assigned in Process 

B?

Conduct Program-Level 
Criticality Analysis 

(Process B)
No

Yes

End

Start Component/
Subcomponent Level CA

Has Baseline Criticality 
been assigned in Process 

C? 

Conduct System/
Subsystem- Level 
Criticality Analysis 

(Process C)

No

YesDocumented CA Procedures 
(Process A)

Documented 
CA Procedures

Relevant Laws, Regulations, 
Directives, etc.

B.4 Define Operating States C.4 Define Operating States D.4 Define Operating States

Criticality Levels of Workflow 
Path(s)

Criticality Levels of System(s)/
Subsystem(s)

E.1  Identify and Map Connections and 
Dependencies Across Components/ 

Subcomponents, Systems/Subsystems, 
and Program(s)

E.5 Assign Final Criticality Levels to 
Programs, Systems, Subsystems, 

Components, and Subcomponents

Existing Documentation; 
System Design Process

Root Cause Analysis; 
Hazard Analysis; 
Contingency Plan 

Risk Assessment (esp. 
Threat Assessment; 

Vulnerability Assessment, 
Impact Analysis)

Start Review of Risk and 
CA

Has Baseline Criticality 
been Determined 

in Processes B, C and D? 

Conduct Program 
(Process B); System/

Subsystem (Process C); 
Component/

Subcomponent (Process 
D)-Level Criticality 

Analysis

No

Yes

E.2 Identify Controls Protecting the 
System to be Used

E.3 Review Impact of Operating States

End 

Baseline Criticality for 
Processes B, C, and D

Finalized Criticality 
for Each Analyzed 

System(s)/
Subsystem(s)

Finalized Criticality 
for Each Analyzed 

System 
Component(s)/ 

Subcomponent(s)

Start / end of a process / sub-process

Decision point

Process

Process / sub-process

Documents used as inputs to the 
process / sub-process

Output of a step or process / sub-
process

Iterative feedback: The sub-processes 
may be repeated multiple times in 
order to get the level of detail needed.

E.4 Validate, Apply and Trace any 
Available Risk Information Through 

Connections and Dependencies 




