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The Canadian Centre for Cyber Security

The National Institute of Standards and Technology of
the United States of America

December 2024

The National Institute of Standards and Technology, as the United States FIPS 140 Series Cryptographic Module Validation Authority; and the Canadian Centre for Cyber Security, as the
Canadian FIPS 140 Series Cryptographic Module Validation Authority; hereby validate the FIPS 140 Series testing results of the cryptographic modules listed below. The FIPS 140 Series
specify the security requirements that are to be satisfied by a cryptographic module utilized within a security system protecting Sensitive Information (United States) or Protected
Information (Canada) within computer and telecommunications systems (including voice systems).

Products which use a cryptographic module identified below may be labeled as complying with the requirements of the FIPS 140 Series so long as the product, throughout its life-cycle,
continues to use the validated version of the cryptographic module as specified in this consolidated certificate. The validation report contains additional details concerning test results. No
reliability test has been performed and no warranty of the products by both agencies is either expressed or implied.

The FIPS 140 Series provides four increasing, qualitative levels of security: Level 1, Level 2, Level 3, and Level 4. These levels are intended to cover the wide range and potential
applications and environments in which cryptographic modules may be employed. The security requirements cover the areas of a cryptographic module that are related to its secure
design and implementation.

The scope of conformance achieved by the cryptographic modules as tested are identified and listed on the Cryptographic Module Validation Program website. The website listing is the
official list of validated cryptographic modules. Each validation entry corresponds to a uniquely assigned certificate number. Associated with each certificate number is the module
name(s), module versioning information, applicable caveats, module type, date of initial validation and applicable revisions, Overall Level, individual Levels if different than the Overall Level,
FIPS-approved and other algorithms, vendor contact information, a vendor provided description and the accredited Cryptographic Module Testing laboratory which performed the testing.
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Certificate Validation/

http://csrc.nist.gov/Projects/Cryptographic-Module-Validation-Program/Validated-Modules

Module Name(s)

Vendor Name

Version Information

Number Posting Date

4906 12/02/2024 FUJIFILM BI Cryptographic Kernel ~ FUJIFILM Business Innovation Software Version: 1.2.L.9A57; 1.1.L6A15; Hardware Version: N/A; Firmware
Module for WRL Corp. Version: N/A

4907 12/03/2024 Mediant 800 Session Border AudioCodes Ltd. Hardware Version: Mediant 800 (P/N GGWC00001), Mediant 2600 (P/N
Controller/Media Gateway, Mediant GTPMO0769), Mediant 4000B (P/N GTPM00894), Mediant 9080B (P/N
2600/4000B/9080B Session Border GGWZ00047), and MediaPack 1288 (P/N GTPMO01021); Firmware Version: 7.6
Controllers, and MediaPack 1288
Media Gateway

4908 12/03/2024 Mediant Virtual Edition SBC and AudioCodes Ltd. Software Version: 7.6
Cloud Edition SBC

4909 12/03/2024 Quadient Postal Security Device Quadient Technologies Software Version: N/A; Hardware Version: A0014227-B, A0014227-C; Firmware

Version: a31.05

4910 12/03/2024 Digital.ai Key & Data Protection Digital.ai Software, Inc. Software Version: 8.3.1; Hardware Version: N/A; Firmware Version: N/A
Module

4911 12/03/2024 Canonical Ltd. Ubuntu 22.04 Canonical Ltd. Software Version: 5.9.5-2ubuntu2.1+Fips1
Strongswan Cryptographic Module

4912 12/05/2024 CryptoComply for Java 140-3 Safelogic Inc.

4913 12/09/2024 Wavelogic 5 Extreme Encryption ~ Ciena Corporation Hardware Version: [012 (P/Ns 174-0506-841, 174-0506-842)], [014 (P/N 174-
Modem 0506-843)], [007 (P/N 174-0506-844)] with components [Mech Kit 500-0506-020

Version 001]; Firmware Version: 12.3

4914 12/12/2024 AMD ASP Cryptographic Advanced Micro Devices (AMD) Hardware Version: bc0d0151FIPS001; Firmware Version: bc0d0151FIPS001
CoProcessor ("Storm Peak")

4915 12/12/2024 AMD ASP Cryptographic Advanced Micro Devices (AMD) Hardware Version: bc0d0346FIPS001; Firmware Version: bc0d0346FIPS001
CoProcessor ("Raphael")

4916 12/12/2024 AP-514, AP-515, AP-534, AP-535,  Aruba, a Hewlett Packard Hardware Version: AP-514-USF1 (HPE SKU Q9H68A), AP-515-USF1 (HPE SKU
AP-584, AP-585, AP-587, AP-635  Enterprise company Q9H73A), AP-534-USF1 (HPE SKU JZ342A), AP-535-USF1 (HPE SKU JZ347A),
and AP-655 Access Points AP-584-US TAA (HPE SKU R7T14A), AP-584-RW TAA (HPE SKU R7T15A), AP-

585-US TAA (HPE SKU R7T19A), AP-585-RW TAA (HPE SKU R7T20A), AP-587-
US TAA (HPE SKU R7T24A), AP-587-RW TAA (HPE SKU R7T25A), AP-635-RW
TAA (HPE SKU R7J32A), AP-635-US TAA (HPE SKU R7J33A), AP-655-RW TAA
(HPE SKU R7J43A), AP-655-US TAA (HPE SKU R7J44A) with FIPS Kit 4011570-
01 (HPE SKU JY894A); Firmware Version: ArubaOS 8.10.0.5-FIPS

4917 12/13/2024 WildFire 11.0 WF-500 and WF- Palo Alto Networks, Inc. Hardware Version: 910-000097 with Physical Kit 920-000145, 910-000270 with

500-B

Physical Kit 920-000318; Firmware Version: 11.0.4
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http://csrc.nist.gov/Projects/Cryptographic-Module-Validation-Program/Validated-Modules

Module Name(s)

Vendor Name

Version Information

Number Posting Date
4918 12/16/2024 datAshur PRO iStorage Ltd. Software Version: N/A; Hardware Version: IS-FL-DA3-256-4, IS-FL-DA3-256-8, IS-
FL-DA3-256-16, IS-FL-DA3-256-32, IS-FL-DA3-256-64, IS-FL-DA3-256-128, IS-
FL-DA3C-256-4, IS-FL-DA3C-256-8, IS-FL-DA3C-256-16, IS-FL-DA3C-256-32,
IS-FL-DA3C-256-64, IS-FL-DA3C-256-128, IS-FL-DA3C-256-256, IS-FL-DA3A-
256-8, IS-FL-DA3A-256-16, IS-FL-DA3A-256-32, IS-FL-DA3A-256-64, IS-FL-
DA3A-256-128, IS-FL-DA3A-256-256, IS-FL-DA3A-256-512; Firmware Version:
1.12.4; 1.12.6; 2.00.0
4919 12/17/2024 Apple corecrypto Module v13.0 Apple Inc. Software Version: v13.0
[Intel, Kernel, Software, SL1]
4920 12/18/2024 Waveserver 5 Control Processor ~ Ciena Corporation Hardware Version: 186-3011-900 [revision 001 and revision 002], 186-3011-901
Module [revision 001 and revision 002]; Firmware Version: 2.3.12
4921 12/18/2024 Bootloader Module Hewlett Packard Enterprise Firmware Version: 1.0
4922 12/18/2024 Cohesity FIPS Object Module Cohesity, Inc.
4923 12/18/2024 HID/Mercury FIPS Provider for HID
OpenSSL 3
4924 12/18/2024 Snowflake FIPS Provider Snowflake Inc.
4925 12/18/2024 Sophos Cryptographic Module Sophos Ltd.
4926 12/18/2024 Tanium FIPS OpenSSL 3.0 Module Tanium, Inc.
4927 12/19/2024 Panorama 11.0 M-200, M-300, M- Palo Alto Networks, Inc. Hardware Version: 910-000175 with 920-000209, 910-000176 with 920-000208,
600 and M-700 910-000270 with 920-000318, 910-000271 with 920-000319; Firmware Version:
11.04
4928 12/19/2024 HPE OpenSSL Cryptographic HPE Aruba Networking Software Version: 3.1
Module on Ubuntu Linux
4929 12/20/2024 Aruba OpenSSL Module Hewlett Packard Enterprise Firmware Version: 1.0
4930 12/20/2024 Seagate Secure(R) Self-Encrypting Seagate Technology, LLC Hardware Version: ST18000NM007J[1], ST16000NM007J[1], ST14000NM007J[1],
Drive ST12000NMO007J[1], ST10000NM016G[ 1], ST10000NMO022B[2],
ST10000NMO011B[2], ST8O00NMO22B[2], ST8000NMO11B[2], ST6000NMO24BJ[2],
STG000NMO13B[2], ST4000NM013B[2], ST4A000NMO029B[2], ST4000NMO17B[2],
ST10000NMO021BJ[3], ST8000NMO21B[3], ST6000NM023B[3], ST4A000NMO012BJ[3],
ST4000NMO28B[3]; Firmware Version: EP7U[1], EF34[2], SZFP[3]
4931 12/20/2024 FortiClient Crypto Library Fortinet Technologies Inc. Software Version: 7.0.2
4932 12/23/2024 DIGISTOR® C SERIES DIGISTOR Hardware Version: DIG-M2N22566-AX, DIG-M2N25126-AX, DIG-M2N210006-AX
ADVANCED SSD and DIG-M2N220006-AX; Firmware Version: ECPM15.0
4933 12/24/2024 X5 Postal Security Device (PSD)  Pitney Bowes, Inc. Hardware Version: Maxim Integrated MAX32590 DeepCover Secure

Microcontroller - Revision B4; Firmware Version: PSD Application: 22.01.000D &
22.01.000F Device Abstraction Layer (DAL): 02.01.000F & 02.01.00013
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4934 12/27/2024 Samsung SAS TCG Enterprise Samsung Electronics Co., Ltd. Hardware Version: MZILG960HCHQ-00AC9 [7, 8, 9], MZILG1T9HCJR-00AC9 [7,
SSC SEDs PM1653/PM1655 8, 9], MZILG3T8HCLS-00AC9 [7, 8, 9], MZILG7T6HBLA-00AC9 [7, 8, 9],
Series MZILG15THBLA-00AC9 [7, 8, 9], MZILG960HCHQ-00AD9 [3, 4], MZILG1TI9HCJIR-

00AD9 [3, 4], MZILG3T8HCLS-00ADS [3, 4], MZILG7T6HBLA-00AD9 [3, 4],
MZILG3T8HCLS-00AGS [15], MZILG3T8HCLS-00AG7 [14], MZILG3T8HCLS-
00AVF [13], MZILG1T9HCJR-00AH9 [1, 2], MZILG3T8HCLS-00AH9 [1, 2],
MZILG7TEHBLA-00AHI [1, 2], MZILG15THBLA-00AHI [1, 2], MZILG8OOHCHQ-
00AC9 [10, 11, 12], MZILG1T6HCJR-00ACY [10, 11, 12], MZILG3T2HCLS-00AC9
[10, 11, 12], MZILGBOOHCHQ-00AD9 [5, 6], MZILG1T6HCJR-00ADS [5, 6],
MZILG3T2HCLS-00AD9 [5, 6]; Firmware Version: 3P00[1], 3P01[2], DXGO[3],
DXG2[4], DZGO[5], DZG2[6], EXGO[7], EXG5[8], EXG6[9], EZG0[10], EZG5[11],
EZG6[12], LEBO[13], MS00[14], NA50[15]
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