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The Canadian Centre for Cyber Security

The National Institute of Standards and Technology of
the United States of America

January 2025

The National Institute of Standards and Technology, as the United States FIPS 140 Series Cryptographic Module Validation Authority; and the Canadian Centre for Cyber Security, as the
Canadian FIPS 140 Series Cryptographic Module Validation Authority; hereby validate the FIPS 140 Series testing results of the cryptographic modules listed below. The FIPS 140 Series
specify the security requirements that are to be satisfied by a cryptographic module utilized within a security system protecting Sensitive Information (United States) or Protected
Information (Canada) within computer and telecommunications systems (including voice systems).

Products which use a cryptographic module identified below may be labeled as complying with the requirements of the FIPS 140 Series so long as the product, throughout its life-cycle,
continues to use the validated version of the cryptographic module as specified in this consolidated certificate. The validation report contains additional details concerning test results. No
reliability test has been performed and no warranty of the products by both agencies is either expressed or implied.

The FIPS 140 Series provides four increasing, qualitative levels of security: Level 1, Level 2, Level 3, and Level 4. These levels are intended to cover the wide range and potential
applications and environments in which cryptographic modules may be employed. The security requirements cover the areas of a cryptographic module that are related to its secure
design and implementation.

The scope of conformance achieved by the cryptographic modules as tested are identified and listed on the Cryptographic Module Validation Program website. The website listing is the
official list of validated cryptographic modules. Each validation entry corresponds to a uniquely assigned certificate number. Associated with each certificate number is the module
name(s), module versioning information, applicable caveats, module type, date of initial validation and applicable revisions, Overall Level, individual Levels if different than the Overall Level,
FIPS-approved and other algorithms, vendor contact information, a vendor provided description and the accredited Cryptographic Module Testing laboratory which performed the testing.
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Certificate Validation/

http://csrc.nist.gov/Projects/Cryptographic-Module-Validation-Program/Validated-Modules

Module Name(s)

Vendor Name

Version Information

Number Posting Date
4935 01/02/2025 Panorama Virtual Appliance 11.0 Palo Alto Networks, Inc. Software Version: 11.0.4
4936 01/06/2025 SC4000 Series Mesh Radio Silvus Technologies, Inc. Hardware Version: SC4480E-235467-SBST Rev B1, SC4240EP-235467-BB Rev
B7, SL4210-235-SB Rev C3, SM4210-235-SB Rev B2; Firmware Version:
v4.1.0.0
4937 01/06/2025 Purity Encryption Module Pure Storage, Inc. Software Version: FA-1.5
4938 01/07/2025 TuffServ® Encryption Module Ampex Data Systems Corporation Hardware Version: 1320249-010 Rev A ; Firmware Version: 1.1.16
(TSEM)
4939 01/09/2025 Barracuda OpenSSL FIPS Provider Barracuda Networks Inc Software Version: 3.0.8, 3.0.9
4940 01/09/2025 Aruba Crypto Module Hewlett Packard Enterprise Firmware Version: 1.0
4941 01/15/2025 AMD ASP Cryptographic Advanced Micro Devices (AMD) Hardware Version: 0000000DFIPS2001; Firmware Version: 0000000DFIPS2001
CoProcessor ("Genoa")
4942 01/16/2025 Dell BSAFE™ Crypto Module Dell Australia Pty Limited, BSAFE  Software Version: 2.0.0.0
Product Team
4943 01/17/2025 BC-FJA (Bouncy Castle FIPS Java Legion of the Bouncy Castle Inc. Software Version: 2.1.0
API)
4944 01/17/2025 Allegro Cryptographic Engine Allegro Software Development Software Version: 6.50
Corporation
4945 01/17/2025 BIG-IP Tenant Cryptographic F5, Inc. Firmware Version: 17.1.0.1
Module
4946 01/19/2025 KIOXIA FIPS TC58NC1030GTB KIOXIA Corporation Software Version: N/A; Hardware Version: 0001; Firmware Version: SCO1CN
Crypto Sub-Chip
4947 01/21/2025 HP Inc OpenSSL FIPS Provider HP Inc Software Version: 3.0.8
4948 01/23/2025 Apple corecrypto Module v13.0 Apple Inc. Software Version: v13.0
[Intel, User, Software, SL1]
4949 01/23/2025 CyberArk Cryptographic Module CyberArk Software Ltd. Software Version: 2.1.2
4950 01/24/2025 Radiant Logic Cryptographic Radiant Logic Software Version: 2.1.2
Module for Go
4951 01/27/2025 Apple corecrypto Module v12 [Intel, Apple, Inc. Software Version: 12
User, Software]
4952 01/27/2025 PrismPlus Cryptographic Module ~ Broadcom, Inc. Hardware Version: G99-00139-01; Firmware Version: 14.2.338.0
4953 01/27/2025 BoringCrypto Google, LLC. Software Version: 2023042800
4954 01/28/2025 Nuvoton Cryptographic Library 2.3  Nuvoton Technology Corporation ~ Hardware Version: 2.3.8
4956 01/30/2025 Apple corecrypto Module v12 [Intel, Apple, Inc. Software Version: 12

Kernel, Software]
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