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July 2026
The National Institute of Standards and Technology, as the United States FIPS 140 Series Cryptographic Module Validation Authority; and the Canadian Centre for Cyber Security, as the
Canadian FIPS 140 Series Cryptographic Module Validation Authority; hereby validate the FIPS 140 Series testing results of the cryptographic modules listed below. The FIPS 140 Series
specify the security requirements that are to be satisfied by a cryptographic module utilized within a security system protecting Sensitive Information (United States) or Protected
Information (Canada) within computer and telecommunications systems (including voice systems).

Products which use a cryptographic module identified below may be labeled as complying with the requirements of the FIPS 140 Series so long as the product, throughout its life-cycle,
continues to use the validated version of the cryptographic module as specified in this consolidated certificate. The validation report contains additional details concerning test results. No
reliability test has been performed and no warranty of the products by both agencies is either expressed or implied.

The FIPS 140 Series provides four increasing, qualitative levels of security: Level 1, Level 2, Level 3, and Level 4. These levels are intended to cover the wide range and potential
applications and environments in which cryptographic modules may be employed. The security requirements cover the areas of a cryptographic module that are related to its secure
design and implementation.

The scope of conformance achieved by the cryptographic modules as tested are identified and listed on the Cryptographic Module Validation Program website. The website listing is the
official list of validated cryptographic modules. Each validation entry corresponds to a uniquely assigned certificate number. Associated with each certificate number is the module
name(s), module versioning information, applicable caveats, module type, date of initial validation and applicable revisions, Overall Level, individual Levels if different than the Overall Level,
FIPS-approved and other algorithms, vendor contact information, a vendor provided description and the accredited Cryptographic Module Testing laboratory which performed the testing.

Signed on behalf of the Government of the United States
Signature:______________________________________

Dated: ______________________________________
Chief, Computer Security Division
National Institute of Standards and Technology

 

Signed on behalf of the Government of Canada
Signature:______________________________________

Dated: ______________________________________
Director, Risk Mitigation Programs
Canadian Centre for Cyber Security

TM: A Certification Mark of NIST, which does not imply product endorsement by NIST, the U.S., or Canadian Governments



http://csrc.nist.gov/Projects/Cryptographic-Module-Validation-Program/Validated-Modules
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Number
Validation /

Posting Date
Module Name(s) Vendor Name Version Information

5365 07/06/2026 Crypto Module for Intel® Alder Point
PCH Converged Security and
Manageability Engine (CSME)

Intel Corporation

5366 07/06/2026 Red Hat Enterprise Linux 9 libgcrypt Red Hat, Inc.
5367 07/06/2026 Panorama 10.2 M-200, M-300, M-600

and M-700
Palo Alto Networks Inc.

5368 07/06/2026 Panorama Virtual Appliance 10.2 Palo Alto Networks, Inc
5369 07/06/2026 Amazon Linux 2023 Kernel

Cryptographic API
Amazon Web Services, Inc.

5370 07/07/2026 F5OS-C Cryptographic Module F5, Inc.
5371 07/07/2026 Microchip Trust Anchor TA101 Microchip Technology Inc
5372 07/07/2026 PL-2000GM and PL-2000GA PacketLight Networks Ltd.
5373 07/07/2026 TuxCare OpenSSL FIPS Provider Cloud Linux Software, Inc. d/b/a

TuxCare
5374 07/07/2026 TuxCare Kernel Crypto API Cloud Linux Software, Inc. d/b/a

TuxCare
5375 07/08/2026 Trellix Intrusion Prevention System

Sensor NS9500
Trellix

5376 07/08/2026 Trellix Intrusion Prevention System
Sensor NS9600

Trellix

5377 07/08/2026 ST Engineering & i-Engine SAM
Applet on NXP P71D600

ST Engineering Urban Solutions
Ltd. and i-Engine Pte Ltd.

5378 07/08/2026 Trellix Intrusion Prevention System
Sensor NS3600

Trellix

5379 07/08/2026 Trellix Intrusion Prevention System
Sensor NS7600

Trellix

5380 07/08/2026 Trellix Intrusion Prevention System
Sensor NS7150, NS7250 and
NS7350

Trellix

5381 07/08/2026 Trellix Intrusion Prevention System
Sensor NS7500

Trellix

5382 07/08/2026 Trellix Intrusion Prevention System
Sensor NS3100, NS3200, NS5100
and NS5200

Trellix

5383 07/08/2026 Edge SWG Symantec, A Division of Broadcom
5384 07/08/2026 Nasuni FIPS Provider for OpenSSL Nasuni Corporation

http://csrc.nist.gov/Projects/Cryptographic-Module-Validation-Program/Validated-Modules


5385 07/08/2026 Ultrastar DC HC555 TCG Enterprise
HDD SED

Western Digital Technologies, Inc.

5386 07/09/2026 Firepower Management Center
Virtual VMware Cryptographic Module

Cisco Systems, Inc

5387 07/09/2026 Apple corecrypto Module 18.3 [Apple
silicon, Kernel, Software, SL1]

Apple Inc.

5388 07/09/2026 BIG-IP Tenant Cryptographic Module F5, Inc.
5389 07/09/2026 Hitachi Storage Hardware Encryption

Module
Hitachi Vantara, Ltd.

5390 07/10/2026 HID Applets v4.0 on NXP JCOP 4.5
P71D600

HID Global

5391 07/10/2026 NetScaler VPX Cloud Software Group
5392 07/10/2026 Palo Alto Networks SD-WAN ION

Core Crypto Module
Palo Alto Networks, Inc.

5393 07/10/2026 Palo Alto Networks SD-WAN Instant-
On Network (ION) Devices ION 1200,
ION 1200-S, ION 3200, ION 5200,
and ION 9200

Palo Alto Networks, Inc.

5394 07/12/2026 Sunhillo Cryptographic Module Sunhillo Corporation
5395 07/12/2026 Purity Encryption Module Pure Storage, Inc.
5396 07/12/2026 Wind River FIPS Object Module Wind River Systems, Inc.
5397 07/12/2026 Secure Cryptographic Module (SCM) JVCKENWOOD Corporation
5398 07/12/2026 HPE Juniper Networking SRX1600

Service Gateway
HPE Juniper Networking

5400 07/20/2026 Junos® OS Evolved OpenSSL
Cryptographic Module

Juniper Networks, Inc.

5401 07/13/2026 Palo Alto Networks Core Crypto
Module

Palo Alto Networks

5402 07/13/2026 Arista Crypto Module v3.0 [Software,
Software IPsec]

Arista Networks, Inc.

5403 07/13/2026 Arista Crypto Module v3.0 [Software,
Software IPsec, Web Portal]

Arista Networks, Inc.

5411 07/14/2026 Qualcomm® Inline Crypto Engine
(UFS)

Qualcomm Technologies, Inc.

5412 07/14/2026 Junos® OS Evolved OpenSSL
Cryptographic Module version 3.0

HPE Juniper Networking
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5413 07/14/2026 TuxCare NSS Cryptographic Module Cloud Linux Software, Inc. d/b/a
TuxCare

5414 07/14/2026 NetScaler MPX Cloud Software Group
5415 07/14/2026 Nokia-SONiC-MACsec Nokia
5416 07/14/2026 KIOXIA FIPS TC58NC1137GTC

Crypto Sub-Chip Class A1
KIOXIA Corporation

5417 07/15/2026 CiscoSSL FIPS Provider Cisco Systems Inc
5418 07/16/2026 Stinger Encryption Module Datum Systems, Inc.
5419 07/16/2026 SUSE Linux Enterprise GnuTLS

Cryptographic Module
SUSE, LLC

5420 07/16/2026 SUSE Linux Enterprise Libgcrypt
Cryptographic Module

SUSE, LLC

5421 07/16/2026 Firepower Next-Generation IPS
Virtual VMware Cryptographic Module

Cisco Systems, Inc.

5422 07/16/2026 Ultrastar® DC SN655 BiCS5 NVMe®
TCG Opal SSD, SED

SanDisk Technologies Inc

5423 07/17/2026 SafeZone FIPS SW Cryptographic
Module

Rambus Inc.

5424 07/17/2026 ZeroTier, Inc. Cryptographic Module ZeroTier, Inc.
5425 07/19/2026 CorSSL Corsec Security, Inc.
5426 07/20/2026 GlobalProtect App Palo Alto Networks
5427 07/20/2026 Samsung Kernel Cryptographic

Module
Samsung Electronics Co., Ltd.

5428 07/20/2026 Samsung SCrypto Cryptographic
Module

Samsung Electronics Co., Ltd.

5429 07/20/2026 AWS-LC Cryptographic Module
(dynamic)

Amazon Web Services Inc.

5430 07/21/2026 CiscoSSL FIPS Provider Cisco Systems, Inc
5431 07/21/2026 Dell BSAFE Crypto Module for Java Dell Inc., BSAFE Product Team
5432 07/21/2026 CN Series Encryptors Senetas Corporation Ltd,

distributed by Thales SA (SafeNet)
5433 07/21/2026 CE Crypto Module Senetas Corporation Ltd,

distributed by Thales SA
5434 07/22/2026 B227 True Random Number

Generator (TRNG) Cryptographic
Module

Google, LLC
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5435 07/26/2026 SUSE Linux Enterprise NSS
Cryptographic Module

SUSE LLC

5436 07/26/2026 SUSE Linux Enterprise OpenSSL
Cryptographic Module

SUSE, LLC

5437 07/27/2026 HiCOS PKI Applet V4 on IDEMIA ID-
One Cosmo X

Chunghwa Telecom Co., Ltd.

5438 07/27/2026 Amazon Linux 2023 OpenSSL FIPS
Provider

Amazon Web Services, Inc.

5439 07/27/2026 Trellix Core Cryptographic AES
Module

Trellix

5440 07/27/2026 Quadient Postal Security Device Quadient Technologies France
5441 07/27/2026 Kernel Cryptography Module for

AlmaLinux 9
Cloudlinux Inc., TuxCare division

5442 07/27/2026 CRYP CARD Mitsubishi Electric Corporation
Kamakura Works

5443 07/28/2026 Dell BSAFE™ Crypto Module for C Dell Australia Pty Limited, BSAFE
Product Team

5444 07/28/2026 Splunk FIPS Provider (based on the
OpenSSL FIPS Provider)

Splunk LLC

5445 07/28/2026 Red Hat Enterprise Linux 9 Kernel
Cryptographic API

Red Hat, Inc.

5446 07/28/2026 H100 Tensor Core GPU Nvidia Corporation
5447 07/28/2026 HPE Juniper Networking MX10004,

MX10008 and MX10016 with MACsec
HPE Juniper Networking

5448 07/28/2026 HPE Juniper Networking vSRX Virtual
Firewall

HPE Juniper Networking

5449 07/29/2026 Waveserver Ai Encryption Module Ciena Corporation
5450 07/29/2026 Luna T7 Thales Trusted Cyber

Technologies
5451 07/29/2026 Privoro SafeCase Security Module Privoro LLC
5452 07/29/2026 Rocky Linux 9 Kernel Cryptographic

API
Ctrl IQ, Inc.

5453 07/29/2026 Ruckus Networks SmartZone (vSZ) Ruckus Wireless LLC
5454 07/29/2026 KIOXIA FIPS

TC58NC1137GTC/TC58NC1138GTC
Crypto Sub-Chip Class B1

KIOXIA Corporation
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5455 07/30/2026 Non-Volatile Memory express (NVMe)
Data Path Security Cluster (DPSC)
Module

Google, LLC

5456 07/31/2026 Cisco Firepower Threat Defense on
4K/9K Cryptographic Module

Cisco Systems, Inc.

5457 07/31/2026 Qualcomm® Inline Crypto Engine
(UFS)

Qualcomm Technologies, Inc.

5458 07/31/2026 Tintri Cryptographic Module Tintri Software Version: rhel8.20240917
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