FIPS 140 Series Consolidated Validation Certificate
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The Canadian Centre for Cyber Security

The National Institute of Standards and Technology of
the United States of America

November 2024

The National Institute of Standards and Technology, as the United States FIPS 140 Series Cryptographic Module Validation Authority; and the Canadian Centre for Cyber Security, as the
Canadian FIPS 140 Series Cryptographic Module Validation Authority; hereby validate the FIPS 140 Series testing results of the cryptographic modules listed below. The FIPS 140 Series
specify the security requirements that are to be satisfied by a cryptographic module utilized within a security system protecting Sensitive Information (United States) or Protected
Information (Canada) within computer and telecommunications systems (including voice systems).

Products which use a cryptographic module identified below may be labeled as complying with the requirements of the FIPS 140 Series so long as the product, throughout its life-cycle,
continues to use the validated version of the cryptographic module as specified in this consolidated certificate. The validation report contains additional details concerning test results. No
reliability test has been performed and no warranty of the products by both agencies is either expressed or implied.

The FIPS 140 Series provides four increasing, qualitative levels of security: Level 1, Level 2, Level 3, and Level 4. These levels are intended to cover the wide range and potential
applications and environments in which cryptographic modules may be employed. The security requirements cover the areas of a cryptographic module that are related to its secure
design and implementation.

The scope of conformance achieved by the cryptographic modules as tested are identified and listed on the Cryptographic Module Validation Program website. The website listing is the
official list of validated cryptographic modules. Each validation entry corresponds to a uniquely assigned certificate number. Associated with each certificate number is the module
name(s), module versioning information, applicable caveats, module type, date of initial validation and applicable revisions, Overall Level, individual Levels if different than the Overall Level,
FIPS-approved and other algorithms, vendor contact information, a vendor provided description and the accredited Cryptographic Module Testing laboratory which performed the testing.

Signed on behalf of the Government of the United States Signed on behalf of the Government of Canada
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Chief, Computer Security Division Director, Risk Mitigation Programs

National Institute of Standards and Technology Canadian Centre for Cyber Security

TM: A Certification Markof NIST, which does not imply product endorsement by NIST, the U.S., or Canadian Governments



http://csrc.nist.gov/Projects/Cryptographic-Module-Validation-Program/Validated-Modules

Certificate Validation / Module Name(s) Vendor Name Version Information
Number Posting Date
4861 11/04/2024 VMware’s OpenSSL FIPS Provider Broadcom, Inc Software Version: 3.0.8
4862 11/04/2024 Progress LoadMaster FIPS Object Progress Software Corporation Software Version: 3.0.8
Module
4863 11/04/2024 Cradlepoint Kernel Cryptographic ~ Cradlepoint, Inc. Software Version: 1.0 and 2.0
Module
4864 11/04/2024 Samsung NVMe TCG Opal SSC ~ Samsung Electronics Co., Ltd. Hardware Version: MZ1L2960HCJR-00AMV[1], MZ1L21T9HCLS-00AMV[1],
SEDs PM9A3 Series MZz1L23T8HBLA-00AMV[1], MZCL21T9HCJR-00AMV[2], MZCL23T8HCLS-
00AMV[2], MZCL27T6HBLA-00AMV[2] and MZEL215THBLA-00AMV[3]; Firmware
Version: GDC76M4Q[1], GDC79M4Q[1], GDC62M4Q[2], GDC63M4Q[2],
GDDB3M2Q[3] and GDDB4M2Q[3]
4865 11/05/2024 VMware’s Linux Kernel Broadcom Inc. Software Version: 5.0.0
Cryptographic Module
4366 11/05/2024 Solidigm® P5520 SSD (ADP-RR)  SK hynix NAND Product Solutions  Hardware Version: SSDPF2KX019T1T version M16410-10005 with TEL P/N:
Corp (d/b/a Solidigm) M52551-001 [1]; SSDPF2KX038T1T version M16414-10005 with TEL P/N:
M52551-001 [1]; SSDPF2KX076T1T version M16427-10005 with TEL P/N:
M52551-001 [1]; SSDPF2KX153T1T version M17283-10010 with TEL P/N:
M52551-001 [1]; SSDPF2KEO16T1T version M16410-10005 with TEL P/N:
M52551-001 [1]; SSDPF2KEQ032T1T version M16414-10005 with TEL P/N:
M52551-001 [1]; SSDPF2KE064T1T version M16427-10005 with TEL P/N:
M52551-001 [1]; SSDPF2KE128T1T version M17283-10010 with TEL P/N:
M52551-001 [1]; SSDPFWKX153T1D version M21006-10101 with TEL P/N:
M45818-002 and Latch P/N: AA0015502 [2]; Firmware Version: 1.3.0 [1];
9CVIMAQO [2]
4867 11/06/2024 Forcepoint Next Generation Forcepoint Hardware Version: [2201, 2205, 2210, 3401 and 3410] with Forcepoint NGFW
Firewall FIPS Kit ACFIPS3; Firmware Version: 6.10.3.26158
4868 11/06/2024 Tanium OpenSSL 3 FIPS Module ~ Tanium Software Version: 3.0.8
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Module Name(s)

Vendor Name

Version Information

Number Posting Date
4869 11/06/2024 CN Series Encryptors Senetas Corporation Ltd, Hardware Version: Senetas Corp. Ltd. CN4000 Series: A4010B (DC) and A4020B
distributed by Thales SA (SafeNet) (DC); Senetas Corp. Ltd. CN6000 Series: A6010B (AC), A6011B (DC), A6012B
(AC/DC), A6100B (AC), A6101B (DC), A6102B (AC/DC), A6110B (AC), A6111B
(DC), A6112B (AC/DC), A6140B (AC), A6141B (DC), A6142B (AC/DC); Senetas
Corp. Ltd. CN9000 Series: A9100B (AC), A9101B (DC), A9102B (AC/DC), A9120B
(AC), A9121B (DC) and A9122B (AC/DC); Senetas Corp. Ltd. & SafeNet Inc.
CN4000 Series: A4010B (DC) and A4020B (DC); Senetas Corp. Ltd. & SafeNet
Inc. CN6000 Series: A6010B (AC), A6011B (DC), A6012B (AC/DC), A6100B (AC),
A6101B (DC), A6102B (AC/DC), A6110B (AC), A6111B (DC), A6112B (AC/DC),
AG140B (AC), A6141B (DC), A6142B (AC/DC); Senetas Corp. Ltd. & SafeNet Inc.
CN9000 Series: A9100B (AC), A9101B (DC), A9102B (AC/DC), A9120B (AC),
A9121B (DC) and A9122B (AC/DC); Senetas Corp. Ltd. & Thales CN4000 Series:
A4010B (DC) and A4020B (DC); Senetas Corp. Ltd. & Thales CN6000 Series:
A6010B (AC), A6011B (DC), A6012B (AC/DC), A6100B (AC), A6101B (DC),
A6102B (AC/DC), A6110B (AC), A6111B (DC), A6112B (AC/DC), A6140B (AC),
A6141B (DC), A6142B (AC/DC); Senetas Corp. Ltd. & Thales CN9000 Series:
A9100B (AC), A9101B (DC), A9102B (AC/DC), A9120B (AC), A9121B (DC) and
A9122B (AC/DC); Firmware Version: 5.5.0
4870 11/07/2024 Astro PDEG Motorola Advanced Motorola Solutions, Inc. Hardware Version: P/Ns 5185912Y03, 5185912Y05, 5185912T05; Firmware
Crypto Engine (MACE) Version: R02.07.04
4871 11/07/2024 Motorola Solutions Cryptographic ~ Motorola Solutions, Inc. Software Version: R01.15.00; Hardware Version: Intel Core i7-8700 (6 core); Intel
Software Module i5-12600
4872 11/08/2024 Veeam Cryptographic Module Veeam Software Corporation Software Version: 3.0.9
4873 11/11/2024 Edge SWG Symantec, A Division of Broadcom Software Version: 7.4; Hardware Version: Intel Xeon Silver 4210, Intel Xeon Silver
4216
4874 11/12/2024 CE Crypto Module Senetas Corporation Ltd., Firmware Version: 5.5.0
distributed by Thales SA
4875 11/13/2024 Geotab Cryptographic Module Geotab Inc. Firmware Version: 1.0
4876 11/13/2024 Hewlett Packard Enterprise Hewlett Packard Enterprise Software Version: 3.1.4a; Hardware Version: N/A; Firmware Version: N/A
OpenSSL 3 Provider
4877 11/13/2024 HPE OpenSSL Cryptographic HPE Aruba Networking Software Version: rhel8.20231130
Module on Red Hat Enterprise
Linux
4878 11/13/2024 Juniper Express 4 MACsec Juniper Networks, Inc. Software Version: 1.0; Hardware Version: JTAG ID 20611361

Cryptographic Module
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Module Name(s)

Vendor Name

Version Information

Number Posting Date
4879 11/14/2024 Samsung NVMe TCG Opal SSC ~ Samsung Electronics Co., Ltd. Hardware Version: MZWLO1T9HCJR-00AD9 [1], MZWLO3T8HCLS-00AD9 [1],
SEDs PM1743/PM1745 Series MZWLO7T6HBLA-00AD9 [1], MZWLO15THBLA-00AD9 [1], MZWLO1T6HCJR-
00AD9 [1], MZWLO3T2HCLS-00AD9 [1], MZWLO6T4HBLA-00AD9 [1],
MZWLO12THBLA-00AD9 [1], MZWLO1T9HCJR-00AH9 [2], MZWLO3T8HCLS-
00AH9 [2], MZWLO7T6HBLA-00AH9 [2], MZWLO15THBLA-00AH9 [2],
MZWLO1T9HCJR-00AHS [3], MZWLO3T8HCLS-00AHS [3], MZWLO7T6HBLA-
00AHS [3], MZWLO15THBLA-00AHS [3]; Firmware Version: OPP90D5Q [1], 3P00
[2], 3RO0 [3]
4880 11/14/2024 Pluton Security Processor ROM Advanced Micro Devices (AVD), Hardware Version: Model Ryzen 7 Pro 6850H with Radeon Graphics; Firmware
Microsoft Corporation Version: Rembrandt B1 = 0x8262_0B00
4881 11/15/2024 VMware’s VPN Crypto Module Broadcom Inc. Firmware Version: 21.11
4882 11/18/2024 Juniper Networks QFX10002, Juniper Networks, Inc. Hardware Version: QFX10002, QFX10008, QFX10016; Firmware Version: Junos
QFX10008 and QFX10016 OS 22.3R1
4883 11/18/2024 F50S-A Cryptographic Module F5, Inc. Firmware Version: 1.5.1
4884 11/18/2024 AWS Key Management Service Amazon Web Services, Inc. Hardware Version: 3.0; Firmware Version: 1.8.104
HSM
4885 11/18/2024 ZPE Systems FIPS Provider for ZPE Systems
OpenSSL 3
4886 11/18/2024 Gallagher FIPS Provider for Gallagher Group Ltd
OpenSSL 3
4887 11/18/2024 Extreme Networks Cryptographic ~ Extreme Networks
Provider 3
4888 11/18/2024 Keysight OpenSSL 3 FIPS Keysight Technologies
Provider for Network Visibility
4889 11/18/2024 AIXFIPS Crypto Provider for IBM
OpenSSL 3
4890 11/18/2024 Riverbed Cryptographic Module 3.0 Riverbed Technology, LLC
4891 11/18/2024 CiscoSSL FIPS Provider Cisco Systems, Inc Firmware Version: 8.0
4892 11/19/2024 Dell™ BSAFE™ Crypto Module for Dell Inc., BSAFE Product Team Software Version: 7.0
Java 7.0
4893 11/20/2024 Kiteworks FIPS Module Kiteworks (Accellion Inc.) Software Version: 3.0.8
4894 11/21/2024 Canonical Ltd. Ubuntu 22.04 Kernel Canonical Ltd. Software Version: 5.15.0-73-fips
Crypto API Cryptographic Module
4895 11/21/2024 Cryptographic Module for BIG-IP F5, Inc. Software Version: 1.0.2za-fips; Hardware Version: N/A; Firmware Version: N/A
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Module Name(s)

Vendor Name

Version Information

Number Posting Date

4896 11/21/2024 Qualcomm® Trusted Execution Qualcomm Technologies, Inc. Software Version:
Environment (TEE) Software bb1535e33256786b753f8632877c9f4e11e267deaabt5234d8f3703943d6a6888,;
Cryptographic Library Hardware Version:

bb1535e33256786b753f8632877c9f4e11e267deaat5234d8f3703943d6a6888

4897 11/21/2024 CorSSL Corsec Security, Inc. Software Version: 1.1.1s.005

4898 11/22/2024 SafeZone FIPS SW Cryptographic Rambus Inc. Software Version: v2.0
Module

4899 11/22/2024 PE9110 E1.S and PE9010 M.2 SK hynix Inc. Hardware Version: P/Ns HFS1T9GEEWX132N [1], HFS3T8GEEWX132N [1],
22110D NVMe TCG Opal SSC HFS7T6GEEWX132N [1], HFS960GDJ0X132N [2], HFS1T9GDJOX132N [2],
SEDs HFS3T8GDJO0X132N [2]; Firmware Version: 41089A30 [1]; 51082A30 [2]

4900 11/22/2024 Panzura CloudFS™ FIPS Panzura
Cryptographic Module

4901 11/22/2024 Qualcomm(R) Crypto Engine Core Honeywell International Inc. Hardware Version: 5.3.4

4902 11/22/2024 Qualcomm(R) Inline Crypto Engine Honeywell International Inc. Hardware Version: 3.0.0
(SDCC)

4903 11/25/2024 Key Variable Loader (KVL) 5000 Motorola Solutions, Inc. Hardware Version: P/N 51009397004 (Model Number: T8476B); Firmware Version:
PIKE R50.07.10 with [AES128 R01.00.01 and AES256 R01.00.01]

4904 11/26/2024 Alteryx OpenSSL FIPS Provider Alteryx, Inc. Software Version: 3.0.8
(fips.dll)

4905 11/27/2024 Certes Cryptographic Module Certes Networks, Inc. Software Version: 3.0.9
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