FIPS 140 Series Consolidated Validation Certificate

i+l

The Canadian Centre for Cyber Security

The National Institute of Standards and Technology of
the United States of America

November 2025

The National Institute of Standards and Technology, as the United States FIPS 140 Series Cryptographic Module Validation Authority; and the Canadian Centre for Cyber Security, as the
Canadian FIPS 140 Series Cryptographic Module Validation Authority; hereby validate the FIPS 140 Series testing results of the cryptographic modules listed below. The FIPS 140 Series
specify the security requirements that are to be satisfied by a cryptographic module utilized within a security system protecting Sensitive Information (United States) or Protected
Information (Canada) within computer and telecommunications systems (including voice systems).

Products which use a cryptographic module identified below may be labeled as complying with the requirements of the FIPS 140 Series so long as the product, throughout its life-cycle,
continues to use the validated version of the cryptographic module as specified in this consolidated certificate. The validation report contains additional details concerning test results. No
reliability test has been performed and no warranty of the products by both agencies is either expressed or implied.

The FIPS 140 Series provides four increasing, qualitative levels of security: Level 1, Level 2, Level 3, and Level 4. These levels are intended to cover the wide range and potential
applications and environments in which cryptographic modules may be employed. The security requirements cover the areas of a cryptographic module that are related to its secure
design and implementation.

The scope of conformance achieved by the cryptographic modules as tested are identified and listed on the Cryptographic Module Validation Program website. The website listing is the
official list of validated cryptographic modules. Each validation entry corresponds to a uniquely assigned certificate number. Associated with each certificate number is the module
name(s), module versioning information, applicable caveats, module type, date of initial validation and applicable revisions, Overall Level, individual Levels if different than the Overall Level,
FIPS-approved and other algorithms, vendor contact information, a vendor provided description and the accredited Cryptographic Module Testing laboratory which performed the testing.

Signed on behalf of the Government of the United States Signed on behalf of the Government of Canada

Signature: ANDREW Digitally signed by ANDREW Signature: . Digitally signed by King, Lyall
A Date: 2025.12.18 172433

Dated: REGENSCHEID Date: 2026.01.23 09:15:12 -05'00 Dated: s 5500

Chief, Computer Security Division Director, Risk Mitigation Programs

National Institute of Standards and Technology Canadian Centre for Cyber Security

TM: A Certification Markof NIST, which does not imply product endorsement by NIST, the U.S., or Canadian Governments



Certificate Validation/

http://csrc.nist.gov/Projects/Cryptographic-Module-Validation-Program/Validated-Modules
Version Information

Module Name(s)

Vendor Name

Number Posting Date

5051 08/05/2025 SBC SWe Session Border Ribbon Communications, Inc.
Controller

5052 08/12/2025 SafeCase Security Module Privoro LLC Hardware Version: 0x81001BD9; Firmware Version: 1.0.1

5053 08/12/2025 HYCU Cryptographic Library HYCU, Inc.
Module

5054 08/18/2025 Summit Linux FIPS Core Crypto Ezurio
Module

5055 08/18/2025 PL-4000M and PL-4000T PacketLight Networks Ltd.

5056 09/02/2025 Device Cryptographic Module F5, Inc.

5057 09/15/2025 Nuvoton NPCT7xx TPM 2.0 Nuvoton Technology Corporation
Cryptographic Engine

5058 09/16/2025 HP Endpoint Security Controller HP Inc.
Cryptographic Library

5059 09/16/2025 Proofpoint Cryptographic Module Proofpoint Inc. Software Version: 2.1.2

5060 09/17/2025 Libgcrypt cryptography module for ~ Cloudlinux Inc., TuxCare division
AlmaLinux 9

5061 09/17/2025 Spectro Cloud Cryptographic Spectro Cloud, Inc.
Library

5062 09/19/2025 CipherLing Higher Ground LLC

5063 09/22/2025 Infinera G42 Nokia Corporation

5064 09/22/2025 Infinera G42 Nokia Corporation

5065 09/22/2025 Apple corecrypto Module v13.0 Apple Inc.
[Apple silicon, User, Software, SL1]

5066 09/22/2025 Cisco Adaptive Security Appliance Cisco Systems, Inc.
Cryptographic Module (FPR 2100
Series)

5067 09/22/2025 Cisco Adaptive Security Appliance Cisco Systems, Inc.
Cryptographic Module (FPR 4200
Series)

5068 09/22/2025 Cloudian-FJA (FIPS Java API) Cloudian Inc.

5069 09/23/2025 Cisco Adaptive Security Appliance Cisco Systems, Inc.
Cryptographic Module (FPR 1000
Series)

5070 09/23/2025 Cisco Secure Firewall Threat Cisco Systems, Inc.

Defense Cryptographic Module
(FPR 1000 Series)
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Certificate Validation/

http://csrc.nist.gov/Projects/Cryptographic-Module-Validation-Program/Validated-Modules

Module Name(s)

Vendor Name

Version Information

Number Posting Date
5071 09/23/2025 Cisco Secure Firewall Threat Cisco Systems, Inc.
Defense Cryptographic Module
(FPR 4200 Series)
5072 09/26/2025 PTP 820C, PTP 820C-HP, PTP Cambium Networks, Ltd.
820C 2E2SX, PTP 820S, PTP
820N, PTP 820A, PTP 820G, PTP
820GX, PTP 850E
5073 09/26/2025 ICU Medical FIPS Module for ICU Medical
OpenSSL 3
5074 10/03/2025 Sm@rtCafé Expert 8.1 Giesecke+Devrient ePayments
GmbH
5075 10/03/2025 Ruckus Fastlron ICXTM 7150/8200 Ruckus Wireless LLC
Series Switch/Router
5076 10/03/2025 Ruckus Fastlron ICXTM Ruckus Wireless LLC
7550/7650/7850 Series
Switch/Router
5077 10/03/2025 Qualcomm(R) Crypto Engine Core Qualcomm Technologies, Inc.
5078 10/03/2025 [BM® NVMe FlashCore™ Module 2 IBM(R) Corporation Hardware Version: 02CL181 with TEL number 03JN363, 02CL183 with TEL
number 03JN363, 02CL185 with TEL number 03JN363, 02CL187 with TEL
number 03JN363; Firmware Version: 2.2.0.99
5079 10/08/2025 Wave Relay® User Space Crypto  Persistent Systems, LLC
Module
5080 10/14/2025 Zscaler Java Crypto Module Zscaler Inc.
5081 10/21/2025 SL-FJA3 (SafeLogic FIPS Java API) Gigamon Inc.
5082 10/21/2025 Arctera Cryptographic Module for ~ Arctera US LLC
Java
5083 10/22/2025 CGIl Momentum™ Java CGl Federal Inc.
Cryptographic Module
5084 10/22/2025 Cloudera Cryptographic Module for Cloudera, Inc.
Java
5085 10/22/2025 AMD ASP Cryptographic Advanced Micro Devices (AMD)
CoProcessor ("Turin")
5086 10/23/2025 Hitachi Embedded Storage Hitachi Vantara, Ltd.
Manager Kernel Crypto API
Cryptographic Module
5087 10/23/2025 OpenSK Cryptographic Module Google, LLC.
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Certificate Validation / Module Name(s) Vendor Name Version Information
Number Posting Date
5088 11/03/2025 IBM(R) NVMe FlashCore(TM) IBM(R) Corporation Hardware Version: 03GH930 with TEL part number: 03JN363, 03GH932 with TEL
Module 3 part number: 03JN363, 03GH934 with TEL part number: 03JN363, 03GHI936 with
TEL part number: 03JN363; Firmware Version: 3.1.5.99
5089 11/04/2025 Red Hat Enterprise Linux 8 Kernel Red Hat, Inc.
Cryptographic API
5090 11/12/2025 Summit Linux FIPS Core Crypto Ezurio
Module
5091 11/12/2025 DL4FE DataLocker, Inc.
5092 11/12/2025 K350 Datalocker, Inc.
5093 11/14/2025 SAP CommonCryptoLib Crypto SAP SE
Kernel
5094 11/14/2025 IBM COS Linux Kernel IBM Corporation
Cryptographic API Cryptographic
Module
5095 11/24/2025 Rocky Linux 8 Kernel Ctrl IQ, Inc.
Cryptographic API
5096 11/26/2025 SUSE Linux Enterprise OpenSSL 3 SUSE LLC
Cryptographic Module
5097 11/30/2025 NetApp StorageGRID Kernel Crypto NetApp, Inc.
API
5098 11/30/2025 Nuvoton Cryptographic Library 3.0  Nuvoton Technology Corporation
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