PUBLIC

Public Use Document

Junos OS Physical Entropy Source — Intel Xeon D-10 Series
(Ice Lake-D-10) Die with FCBGA2227 Package 1.0

ffa%0e2856666b53f1aa8978a4192c21%b1d7f42ef7aaa0442d558e8eec2af61429cha2663779fe390264403%ad6117727371f7c12ee1fa901661cblcBaBéfleTbe96b58416958ab9783623f786af68b3dcc8d5a%7e1352e31b2ceebcaabe6925ffabbdcfablf4ec9213l
512042a93e76bb3f796b252c975a17762c2ff194940£11fc9c14a5b1b504c07a375ed2b00ab9777ala824365baac29d06a38452c01f2640a005de1dfe78d170ca710666216d0f72907cc93d13213c08fee64422540097935dredf598c7268ThBeedfcfTEfdebe0aT1ad:
4b40b&f0dEE4053fd3ef7100b6eedli1daa308cl4c3c95 2£3d652%baaace58b69c01fcl1f8968217b28cb4cad43f7£77clb32db4bdl fE66dfSe0cf2cfSb7dbebl 7d42a0a290352278477695f94d6fbal 1e84£279f412760a27971e8c2e16f063df5fc477cf3b2a438e7ca3ab
012355df55\:iEOfaBaBQQO5373d3‘ib2f5b272BUEdbeTfSSSEQCEd.b'?SG aEE'?E *‘i609f10‘]°"cZ'?'?fbbbT6ECScbZSbl2f\:iE50S5SbT00‘i'?lZddedEbeSBbCZ'?'?EOGTz.SSIESfCB'?CE!ES“TQ911.bf\:i5bdf342::fa7QbOSTSbTE62&8cd1111BfadsaéchiUES‘ﬂBEQaU’?dddSadl‘
SIEOGIZJEBETEE £96 £fb
3 25£f1%eefe35648dd44£330 5 22 14d3a7£2ce72106d017cta bllSEBBSBlC4E*Blaaudbz’sldo"5SbaESlSGOuCE"lSG6‘186230&502"5020&
a 31bea$fbc‘.2‘16966f3f3535"f‘13cdfd3\,39"“03J‘lfTdTE‘bEOdE\JTSCL.fC‘"OSD&‘le‘lie.‘:cjhidilsESbEddSOdE bTbbéd43be5fe2ed6c2030003073a3b31e548e9b6aacTSh6f£2405eTa06!
efcl6256174252ebasb2500178608eb67717944efbe254f0369894c00822d7d16beald75edB6cf24eT78ad63aa4eE4 & 9f96538a4cbdScdff2e3d9221d1f5del29fbe88615ef507fdald847e945536beb0a7532b23623
1l1ea5aSb585d4e48272£5b8ae0d46388a4f426b2F9£30879f 1f44bb 9ébaada726ch b46 5 10f547a6 13"1:"‘1327755055“d95de53"636b541504065414b056dfa::h4au455‘l°bcd=Sﬁfleﬂﬁf‘lefEZTSlldfz5052550155f<a€l:lecaaa$7’55c4d‘l£4£l
daa32903be0a5a€849252db3d05£dd702ac3a68c451ce32950e3ef9d7837d7361=0dc2 cBbbEaddﬂlxbdbcé9d.b5UfEEbbEbe5E‘ia515d5d.5aSZféEcﬂSEaZS'?BEOa:SfES‘]EEC‘]SEfSQﬂGSISUlEEQCGEIGbE5bb78603fdf935576f81a72&89\1‘188538878371: EfSaaClE

OTSECﬂ:GSa LOCZOCJ 5164f56:h"e0c551b°7bdaﬂ>°dad55d0’fab35:ﬂ"

-6 = 3

dea3c3 £3ab3163 e 5 £ 428 3e & 54374 il I ed 2 b b%04ab55825 55 ot f 57 bcE 63 6ea6b
lnbiddef2d3b52EEdecGSSBSbbld_l::4GdZ‘h.ZSde_lOdCEECQEldbEOOEES s-lahdc.iZGEOSEuSdEG“ﬁuZdSﬂ)de"65EEGUld.SlEb::a"ddEE-lQlSZSTEhl E’JchCSS’E‘!leuT‘}bcaSadfmm(lOndeﬂ6:1057777Elu:clSadfnthTEESdeE
96362bd61£575f166f2265920 5370259"253623‘1f1540bh f8c323391
deca®6362bd61f575£166f2e 7 Ecad 4abg:

B % = 69412

e 8 50651940d6a4 b606debbéc17244274907cbf80d6cfededd067e05242c472778b26dfhéa
de34aes: 2"'3Tl’?cO‘]aTElldaE'?SB‘i‘fEfE‘SGbESCGSZ’bEEdSSE 43uaedddl6135fbbe‘1b'153€'712655)}&045&0‘46217C0f4ba "’TSEBOdaSEBCqua‘ITTSffEIE‘P}deSEdEES\ZISEdS\:lEE'?SC'DSSfEcETCCQldEOIS'?aC'16‘4 e8b49b2c546b03eaca271b392c556d5belkb3E8a28%bel
60%accfE1E88243150d91bdb575p5p84c01l580e7a7feaecc38b4cT 72990 75ccd4e2f6888d72b0cbe32994216860dfa5eE0214544e859316d79 bdce72c41071£13£3d0e4668037ea5£2c4b013£4e00b0a3b2a43bdef57009796b50cE5ba779L668035088dab2881 L8315
8ca3001a918al58cE723dddd0eT7£904e8a%ab%Taataabb69b0cdcE15118a753835a5e478akb eac0914667e8372907blccdSEc0s i34e4d2alSbcc3£4cdS3ee3211751e68£01bd97a55c4023a50ee€f8E87d80521a605cbf190fab846ad44651 ec01c368d94406%
4e117a5e4a726cTbl60fdf305136cad014876ec32b54abib8bead64755ach67f80d163436a01184098da6f3276fab8de4776af2ca6848b62903af0349b8ad0611cfe27340b38dc3fBBea2bafc1f442186217c8755bbe2a2398541b7cl4adlffedT78fd070fad2ed4edbacyfi
r55635155f774352:‘f65335d a27f836cf39748a1af5187blech33810fd3edlde 1

- 38 7 7 - 4a € 4554“'OEaeid'ﬂ"GSQfadQEaEfQSb‘iOEES694422124574bcl3dfu7cmb70f"bff33dafbdaifﬁ.’}‘ia”ESS’GT’EESQdC a3be55“417422&552sf553d7EaﬁafTSZ‘5f55:19313315f7.}c31365EJ:S::::E‘!ZES"
IBCSOSCCBOEdSlﬂ:EBdQSOde94353d74c02°456fal:!5db212 d3c75c3f5395Saﬂbfﬂca0654f7d0c70358b3265546¢8fﬂ'dZTQOE212"995f45a5nZGSEElefQBSEafa3b44527aancbll::EEO55584553568961670d2b1551462&840558f71§EESBEbK:bSSElleS."!4&7518(:
f5fEbdc3a‘ibEbBCSCTETZED'?fCSQ:’00d7f23d352‘]0af3BfECGUElSSBSfUBEOCbbd a7e3£96027fa64de3doc32 236 2le4f6cdff1085e33 .| 6f0£££0249395%=alaeef24829£3£3c1%c2efal 9557cf25501£cf88£034.
82 Seced d40b93eE873a54876b783fe56 44dafs, 35c555a%kbb7b946da2bbifa 49£3486 5d& c4balell2SbealS811£d1530931524£55p039fdase25491503e37a3d92752be65dazf0f91ld=ab4bis
:S&ECETBf:EQEﬂaBCSZIZa5aOClcdé‘]a'?SEB:UbSO'?Bl:TGTCSSccdaETCEEZicébZd‘iSEcE90165EfZCSEEdf2d77f3dﬂaeaﬂd602‘]757SbBEllSfcbb:2EdES::662d503d8d7cd734350‘]=d0f59‘]EbOfGBSEZ'?ldlSEOEbEGdEGZ‘]BDDGBBIZEDBISIE553f587alf722&df528df9’
2e11c80e2005431ebc98d955e5668f545chb5612b75165c45b298a25 27392d5673d%4afd1d9£f3539936e8fad5cec2f9abd4ce93c0f30c95ab7bf76dcce297dbbe86b23606f142401cc5a6632299285607f4127c3a5565dd8b856c5358ca2dfbdf8030a5c15£2340734cf6a
B8acf436dEbE4d28540052122c7d16321c5798557a11454a6%bace930d5f22d6ea0dbf42280659915d56025978903a41232a979d84aech6db9d31778b3%c6£6818f656%bace930d5f22d6ea0569bace830d5f22d62a056%ace930d5f22d6eal569%bace930d5£22d6eal56!
bace930d5f22d6eal56%ace930d5f22d62a056%bace930d5f22d62a05796922ad65a9f9c707cefa24326d10f72a12fa4823ef401£52881e35686722c60e4bfb339b25dd9d52880665159722d01edd2d39d5f6054604d321519682c5dc3618154619b55a35934133491Fd66

mv@&%ﬁ

TESTING
NVLAP LAB CODE 600247-0

Document Reference: ESV-E008 PUD 1.1

Document Status: Released

Client: Juniper Networks T E Ro N
Part | — Frontmatter and Clarifications: 6 pages excluding cover.

Part Il — Vendor/Developer PUD Revision 0.5: 15 pages including cover.

LABS

PUBLIC



PUBLIC

Document Authorisation

Release Date: 24-May-2024
Version: 1.1

Document Identifier: ESV-E008-PUD 1.1
Release Authority: Yvonne Cliff

Copyright Notice
Copyright © 2024 Teron Labs Pty Ltd.

This document contains information protected by copyright. TERON LABS PTY LTD, registered
in Australia under Australian Business Number 38 627 752 836.

This report shall not be reproduced except in full without approval of Teron Labs.

Teron Labs AISEF

Unit 3

10 Geils Court
Deakin, ACT 2600
Australia

+61 2 5114 4878
info@teronlabs.com
www.teronlabs.com

This report must not be used by the client to claim product certification approval or endorsement
by NVLAP, the National Institute of Standards and Technology (NIST) or any other agency of the
US Government.

ESV-E008-PUD 1.1 PUBLIC Page 1 of 6


mailto:info@teronlabs.com
http://www.teronlabs.com/

PUBLIC

Table of Contents

1 Document Management ..........oooiiiiiiiiiiiiiiiiiie e 3

b2 | o Yo [§ e { o o PSPPSR 4
2.1 L@ V=T VT P 4
2.2 Validation Identifiers ....... ..o e 4
2.3 1= gL F= 1o KN o] o] =T RS 5

3 Evaluation RESUILS. .. ..o e e e et eeeeeees 6
3.1 (Yol =T 01T RS 6
3.2 RESUIES ...t e e e e s 6

List of Tables

Table 1 — Validation [dentifiers ...... ... 4

Table 2 — Standards APPHEQ.............eeueiiieeieee e 5

ESV-E008-PUD 1.1 PUBLIC Page 2 of 6



PUBLIC

1 Document Management

Version Date Author Description
1.0 20-Feb-2024  Yvonne Cliff Initial Release
1.1 24-May-2024 = Yvonne Cliff Inserted §3.1 (Disclaimers).

Vendor/developer PUD updated to Revision 0.5,
May 2024 (changes to §10, Required Testing).
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2 Introduction

2.1 Overview

This document is the Public Use Document for the NIST SP 800-90B Entropy Source Validation
of Junos OS Physical Entropy Source — Intel Xeon D-10 Series (Ice Lake-D-10) Die with
FCBGA2227 Package 1.0.

The document is in two parts. The second part is the Public Use Document as provided by the
vendor/developer. The first part provides validation identifiers and any comments which Teron
Labs provides in addition to the vendor/developer document.

2.2 Validation Identifiers

Public Use Document for Junos OS Physical Entropy Source
Document Title — Intel Xeon D-10 Series (Ice Lake-D-10) Die with
FCBGA2227 Package

Document Identifier ESV-E008-PUD 1.1
Document Version 1.1
IUT Name Junos OS Physical Entropy Source — Intel Xeon D-10 Series
(Ice Lake-D-10) Die with FCBGA2227 Package
IUT Version 1.0
Juniper Networks
Client
1133 Innovation Way Sunnyvale, CA, 94089, USA
Teron Labs
Laboratory

Unit 3, 10 Geils Court, Deakin ACT 2600, Australia

Table 1 — Validation Identifiers
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2.3 Standards Applied

Document Title Date

SP 800-90B Recommendation for Entropy Sources Used for Random Bit Jan 2018
Generation

SP 800-90A Recommendation for Random Number Generation Using June 2015

Deterministic Random Bit Generators

SP 800-90C Recommendation for Random Bit Generator (RBG) Apr2016
Constructions (2" Public Draft)

Implementation Implementation Guidance for FIPS 140-3 and the Cryptographic ~ Jan 2024

Guidance Module Validation Program
90B Shall Spreadsheet of SP 800-90B Shall Statements
Statements

Table 2 — Standards Applied

ESV-E008-PUD 1.1 PUBLIC Page 5 of 6
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3 Evaluation Results

3.1 Disclaimers

All data was collected by the vendor/developer. Results apply to the data samples as received.

Information about the entropy source was provided by the vendor/developer. The validity of the
laboratory’s findings is dependent on this information being accurate.

The findings of this evaluation are specific to the particular part/version, operational environment
and entropy-relevant parameters that are documented and do not apply more broadly. If the
entropy-relevant parameters are different than those described in this document, then additional
modelling and statistical testing are required. Any part/version or configuration other than that
described is not covered by this document.

3.2 Results

The laboratory concludes that the entropy source meets the SP 800-90B and related FIPS 140-3
IG requirements for entropy source validation and provides full entropy output.

Although the vendor/developer PUD Section 7 makes a claim of full entropy based on the use of
the Output_Entropy function, the entropy source also outputs full entropy using the IG D.K
definition.

However, to meet the IG D.K definition, the “Needed entropy rate” for the “XOR Feedback
Decorrelator-Decimator” in Figure 7-1 of the vendor/developer PUD must be 192/512 = 0.375
instead of 0.29. Similarly, the figure of 0.29 input entropy rate for the AES-CBC-MAC conditioner
in the text below Figure 7-1 (Section 7, page 12) should also be revised to be 0.375 to meet the
IG D.K definition of full entropy.

The NRBG construction/XOR (RBG3) construction is compliant with the SP 800-90C 2" draft
(April 2016), but not the SP 800-90C 3™ draft (September 2022) due to the security strength of
the DRBG.

ESV-E008-PUD 1.1 PUBLIC Page 6 of 6
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Notice: This document contains information on products in the design phase of development. The information here is
subject to change without notice. Do not finalize a design with this information.

Intel technologies’ features and benefits depend on system configuration and may require enabled hardware, software, or service
activation. Learn more at intel.com, or from the OEM or retailer.

No computer system can be absolutely secure. Intel does not assume any liability for lost or stolen data or systems or any damages
resulting from such losses.

You may not use or facilitate the use of this document in connection with any infringement or other legal analysis concerning Intel
products described herein. You agree to grant Intel a non-exclusive, royalty-free license to any patent claim thereafter drafted
which includes subject matter disclosed herein.

No license (express or implied, by estoppel or otherwise) to any intellectual property rights is granted by this document. The
products described may contain design defects or errors known as errata which may cause the product to deviate from published
specifications. Current characterized errata are available on request.

This document contains information on products, services and/or processes in development. All information provided here is subject
to change without notice. Contact your Intel representative to obtain the latest Intel product specifications and roadmaps.

Intel disclaims all express and implied warranties, including without limitation, the implied warranties of merchantability, fitness for
a particular purpose, and non-infringement, as well as any warranty arising from course of performance, course of dealing, or
usage in trade.

Tests document performance of components on a particular test, in specific systems. Differences in hardware, software, or
configuration will affect actual performance. Consult other sources of information to evaluate performance as you consider your
purchase. For more complete information about performance and benchmark results, visit http://www.intel.com/performance.

Cost reduction scenarios described are intended as examples of how a given Intel-based product, in the specified circumstances and
configurations, may affect future costs and provide cost savings. Circumstances will vary. Intel does not guarantee any costs or
cost reduction.

Results have been estimated or simulated using internal Intel analysis or architecture simulation or modeling and provided to you
for informational purposes. Any differences in your system hardware, software or configuration may affect your actual performance.

Intel does not control or audit third-party benchmark data or the web sites referenced in this document. You should visit the
referenced web site and confirm whether referenced data are accurate.

Intel is a sponsor and member of the Benchmark XPRT Development Community and was the major developer of the XPRT family of
benchmarks. Principled Technologies is the publisher of the XPRT family of benchmarks. You should consult other information and
performance tests to assist you in fully evaluating your contemplated purchases.

Copies of documents which have an order number and are referenced in this document may be obtained by calling 1-800-548-4725
or by visiting www.intel.com/design/literature.htm.

Intel, the Intel logo and Xeon are trademarks of Intel Corporation or its subsidiaries.
*Other names and brands may be claimed as the property of others
Copyright © 2023, Intel Corporation. All Rights Reserved.
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1 Description

The Intel’s Digital Random Number Generator (DNGR) Entropy Source is a
Physical (P) entropy source.

The circuit component is RNG_ES_ICX_1.0
The synthesizable RTL component is ICX-COOP-RTL1.0

All components of the entropy source are hardware, consisting of logical and
electronic components bounded in a rectangle of silicon. There is no firmware
or software within the entropy source.

The entropic data from the entropy source is Non-IID.
This PUD is applicable to the following products:

Table 1-1. List of Applicable Devices

Processor Name

Processor Name

Intel® Xeon® D-1702 Processor

Intel® Xeon® D-1733NT Processor

Intel® Xeon® D-1702 Processor

Intel® Xeon® D-1734NT Processor

Intel® Xeon® D-1712TR Processor

Intel® Xeon® D-1735TR Processor

Intel® Xeon® D-1713NT Processor

Intel® Xeon® D-1736 Processor

Intel® Xeon® D-1713NTE Processor

Intel® Xeon® D-1736NT Processor

Intel® Xeon® D-1714 Processor Intel® Xeon® D-1739 Processor

Intel® Xeon® D-1715TER Processor Intel® Xeon® D-1746TER Processor

Intel® Xeon® D-1718T Processor Intel® Xeon® D-1747NTE Processor

Intel® Xeon® D-1722NE Processor Intel® Xeon® D-1748TE Processor

Intel® Xeon® D-1726 Processor Intel® Xeon® D-1749NT Processor

Intel® Xeon® D-1732TE Processor

Document Number: 786463, Revision: 0.5 5
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2

Security Boundary

The DRNG security boundary surrounds the set of components referred to as
the DRNG core, that includes the noise source, digitizer, Continuous Health
Tests (CHT), AES-CBC-MAC Vetted Conditioning Component, DRBG, NRBG and
register interface.

For use as a full entropy source, the NRBG output of the DRNG is the necessary
output. This is accessed through the Intel CPU instruction "“RdSeed”.

The security boundary is a sub boundary within the DRNG. Components outside
the security boundary but within the DRNG are to attach to the local bus, clock
and power systems on the chip.

The DRNG security boundary is not a FIPS140 security boundary. It is designed
to be usable within a larger FIPS140 security boundary through compliance to
SP800-90Arevl, B and draft C along with relevant requirements in ISO/IEC
19790-2012 and FIPS140-3.

The bold outline in Figure 2-1 shows the security boundary of the entropy
source and other RNG components.

The NRBG output path to the region block is the output of the full entropy
source, as an RBG3 construction.

The DRBG output path to the region block is the output of the DRBG, as an
RBG2 construction.

The NRBG construction is the XOR (RBG3) construction NRBG from Draft
SP800-90C. This XORs the output of the conditioner with an output from the
DRBG to form the NRBG output. The strength of the XOR is entirely dependent
on the full entropy of the conditioner output. The DRBG's input into the XOR, as
well as the XOR operation itself are not considered part of the conditioning
chain.

The width of these operations is 128 bits, driven by the output size of AES. The
registers sizes are 64 bits and in the logic, this width transforming is performed
using a FIFO that is 64 bits wide and takes in 128 bits as two 64-bit entries and
outputs 64 bits to match the register width.

Document Number: 786463, Revision: 0.5
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Figure 2-1. DRBG Security Boundary

_DRNG IP Boundary
DRNG Sem.tlx Boundary

L— Power |
— Interface
BIST
Fault Inpction
Detection N Clock | N,
] S| Interface | TV
. es_clk
Digital |
Noise r
Source | es_dalal31.0] b
V| CBCMAC | CTR-DRBG N
L ! (AES) [ &' [ abgoul63:0]
J L Condtoning [ | (aES) — TaMEd
Y. Component IV M
CHT  |hedlth regho [ v Bus [N
N T ¥ : | nterface
RCT  APT 1L
[
I N
co[1270] ) xor128 [ nrbg out[63:0)

In the context of an Intel CPU, the DRNG register that presents the NRBG
output to the local bus is called egetdata. This register is read by the CPU
whenever the Rdseed instruction is executed. The result is passed to the target
register of the instruction and the success or failure signaled in the carry flag.

This report is applicable to the devices in Table 1-1. The silicon manufacturing
process, IC design and DRNG design is identical for each of these devices.
Differences between these devices are the set of enabled features, which has
no influence on the RNG behavior.

Document Number: 786463, Revision: 0.5 7
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3 Operating Conditions

The entropy source is guaranteed to operate within the designated operating
envelope in the data sheet of the chip. In Intel® Xeon® D-1747NTE
Processor the operating envelope is as follows:

Table 3-1. Operating Conditions

Parameter Minimum Maximum

Temperature 0°C 77°C

These conditions are taken from the Intel ARK specifications:

https://www.intel.com/content/www/us/en/products/sku/226116/intel-xeon-
d1747nte-processor-15m-cache-up-to-3-50-ghz/specifications.html

8 Document Number: 786463, Revision: 0.5

Intel Confidential



https://www.intel.com/content/www/us/en/products/sku/226116/intel-xeon-d1747nte-processor-15m-cache-up-to-3-50-ghz/specifications.html
https://www.intel.com/content/www/us/en/products/sku/226116/intel-xeon-d1747nte-processor-15m-cache-up-to-3-50-ghz/specifications.html

intel.
4 Configuration Settings

There are no configuration settings accessible at any privilege level to software
running in the CPU.

Document Number: 786463, Revision: 0.5 9
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5

Physical Security Mechanisms

The RNG contains a security boundary described in Section 2. In the operating
mode of the RNG, there is hardware enforcement of the security of the
boundary.

Specifically:
e Diagnostic output of raw data from the boundary is disabled.

e Debugging port access to internal state of the RNG is disabled at the
boundary.

e Configuration input written to registers is ignored and the default
configuration is enforced.

e Algorithms are implemented to detect stuck output failures.

e Register write privileges are enforced in hardware.

When an alarm is triggered, the RNG resets itself and re-runs BIST. It is not
possible to distinguish between a failure due to attack or environmental bounds
violation or a rare false positive error. The re-running of BIST will lead to the

RNG failing if the BIST fails. In the case of a transitory error, the RNG will
recover when BIST is re-run.

The packaging of the chip is a tamper evident enclosure.

10
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6 Conceptual Interfaces

For consuming applications running in software on the CPU, GetEntropy (n) is
implemented by the rRdSeed instruction, where n can be one of 16, 32 or 64,
depending on the size of the target register.

Internally to the security boundary, for feeding conditioner output data to the
DRBG, Get entropy () is implemented in digital logic between the conditioner
and DRBG in the form of a 128-bit wide FIFO.

Document Number: 786463, Revision: 0.5 11
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Min Entropy Rate

Figure 7-1 illustrates the required min-entropy rate and the actual observed
min-entropy rate of the noise source and the chain of conditioners consisting of
a non-vetted XOR Feedback Decorrelator-Decimator and a vetted AES-CBC-
MAC. The XOR Feedback Decorrelator-Decimator is a digitizer per design, but
for the sake of 90B compliance, it is treated as a non-vetted conditioner.

Figure 7-1. Entropy Levels on Noise Source and Conditioning Chain

H_submitter: 0.6 Needed entropy rate: 0.29 Needed entropy rate: Full entropy
Observed entropy rate: 0.7 Observed entropy rate: 0.7 Justified entropy rate: Full entropy
i XOR .
Noise 2048 bits 512 bits 128 bits
Source Feedback
AES-CBC-MAC
Circuit Decorrelator-
Decimator

The output of the AES-CBC-MAC conditioner has the full entropy, given that the
input to the AES-CBC-MAC has an entropy rate that is greater than 0.29. The
>0.29 entropy rate requirement from the digitized noise source is based on the
SP 800-90B section 3.1.5.1.1 equation for the minimum input entropy
requirement of the vetted AES-CBC-MAC conditioner.

The 0.6 entropy rate on the pre-digitizer data is a design target across all
variants of silicon. The actual observed entropy rate on the noise source prior
to digitization on the Intel CPU is greater than 70%. The digitization stage does
not reduce the entropy rate, and it is observed that the entropy rate of the
post-digitizer data feeding into the AES-CBC-MAC conditioner is greater than
0.7. The difference between the 0.29 and 0.7 entropy rates is the engineering
margin in the design of the entropy source.
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8 Health Tests

The DRNG includes:
e Continuous Health Tests (CHT).

e Startup Noise Source Health Tests.

e Startup Logic Integrity BIST.

The vendor defined Continuous Health Test is composed of a short-term test
yielding a pass/fail over individual 256-bit blocks of noise source data and a
long-term evaluation of the pass/fail history of the past 256 block (totaling
65536 bits) to infer an entropy source failure. The failure condition is invoked
when the pass rate drops below 50%.

The logic integrity test is one of the startup tests. This performs a test of the
digital logic by running deterministic random sequences through all the logic
and testing the resulting output against the expected result.

The Startup Noise Source Health Test involves running the CHTs for a
probationary period of 65536 bits from the noise source. When the test is
complete, assuming the test passes, the RNG enters the operational state. This
happens during startup and completes before the first instructions can
execute. The startup test is invoked at power-on or exiting the reset state. So,
the startup tests can be invoked by power cycling or resetting.

A failure in any of the startup tests (logic integrity or noise source health test)
will be reflected as a BIST failure in the internal status register which leads to
an MCHECK failure.

Following the startup tests, the CHTs continue to run. Should failure condition
of the CHT test be encountered after the startup tests have completes, this
may be either the result of a soft error or a hard error. The test will continue
to run and should the entropy quality return, it will exit the failure state. In the
failure state, no more random numbers are issued, and the failure state is
reflected in the BIST status register result bits. Should some condition exist
(for example, out of specification operating condition), cessation of that
condition will lead to resumption of the supply of random numbers.
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9 Maintenance

There are no maintenance action requirements.
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10 Required Testing

No user or module integrator testing of the entropy source is required or
available. The built in noise source continuous health tests and boot time
hardware integrity tests verify the full functioning of the RNG.
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