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Description

Thales TRNG is a Physical True Random Number Generator (PTRNG) based on the comparison
of two identical Phase-Locked Loops (PLL) outputs affected by thermal noise. It has been tested

on Aquarius.
Security Boundary

The simplified PTRNG architecture and its security boundaries is represented in the figure
below. There is a unique noise source. The digitizer consists in sampling the information of
which PLL is in advance at each falling edge of the clock reference. There are also health tests.
The regular SP800-90B Adaptative Proportion (AP), and Repetition Count (RC) together with an
additional total failure. The result of those tests is made available to the upper layers such as
for instance the Operating System (OS). No conditioning is provided.
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Operating Conditions

The PTRNG is suited for applications that shall be compliant with the following operating
conditions defined in the ISO 7816 and in the ISO/IEC 14443:

- Contact VCC=[1.62:5.5]V

- Contactless H=[1.5: 7.5]A/m

- Temperature in the range of [-25, 85]°C

In practice PTRNG is still functional in the following wider operating conditions:
- Contact Vcc=[1.55:5.5] V
- Contactless H=[1: 12]A/m
- Temperature in the range of [-40, 125]°C

Configuration Settings
There are no configurable settings.



Physical Security Mechanisms

The PTRNG is embedded in the Aquarius chip that has been evaluated through Common
Criteria and reached the level EAL6+ [1,2] that proves strong resistance against physical attacks
with respect to its target [3,4]. The PTRNG benefits from the chip resistance.

Conceptual Interfaces
Only the GetEntropy and the HealthTest interfaces are available to the user.

Min-Entropy Rate
The min-entropy rate is 0.25 per bit.

Health Tests

The implemented health tests are the one described in [5] and are processed on raw data. An
additional total failure test is provided which is also processed on raw data.

Hence Adaptive Proportion and Repetitive Count are implemented following the description
given in [5] while an additional proprietary total failure test in also implemented.

When at least one of these tests fails during start-up test or before or after using random bits,
the application shall discard retrieved random bits and can restart the analog source at most
once. After restarting, if the tests remain failed, the platform shall be reset.

Maintenance
No maintenance is required.

Required Testing

The Aquarius PTRNG was tested accordingly with requirements in [5]. No further testing is
required.
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