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[bookmark: _Toc166590893]Description
The Titan-D TRNG Implementation entropy source is composed of a physical noise source that operates on the principle of frequency collapse in a Three-Edge Ring Oscillator (TERO), a vetted conditioning component, and health tests.

The entropy source’s logical diagram is illustrated in figure 1:
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Figure 1: Entropy Source Logical Diagram

The operation of the Entropy Source is based on the following components:
· Noise Source, generating robust raw bits of entropy and storing them in a 2K-deep FIFO, readable by the CPU firmware.
· CPU running the production firmware that 
· Reads the noise source output - the raw entropy bits from the FIFO.
· Executes start-up, continuous and on-demand health tests on the noise source output. 
· Engages SHA256 conditioning component hardware to process the raw entropy bits from the noise source and generate the final entropy output.
· Executes the access API to allow external device to request random numbers over SPI interface (See GENERATE_RANDOM API description).
· The conditioning component used is the SHA256 hardware acting as a unkeyed conditioning component.

Entropy source can be relied upon to produce bits with entropy because (I) As explained in the noise-source section, it has a robust source of raw entropy from the noise source that operates on the principle of frequency collapse in a Three-Edge Ring Oscillator (TERO). (II) It uses SHA256, a vetted conditioning component on raw entropy to produce entropy output. (III) It has approved health monitoring tests running, validating the raw entropy from noise source continuously.  

The entropy source was tested on the hardware platforms listed in Table 1 under the assumption that its output is non-IID.
Tabe 1: Hardware Platforms
	Hardware Platform

	H1D3P


[bookmark: _Toc166590894]Security Boundary
The security boundary of the entropy source is the entire Titan-D chip as shown in Figure 2.
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Figure 2: Security Boundary

The security boundary includes the following components:
a) Noise Source. SP800-90B compliant noise source.
b) Health Tests. SP800-90B compliant health tests.
c) SHA2-256 vetted conditioning component. CAVP certified (CAVP #A1863) conditioning component.
[bookmark: _Toc166590895]Operating Conditions
The ES operates correctly under the inherent operating conditions of the hardware platform:
a) Temperature Range: between 0°C and 85°C.
b) Voltage Range: between 2.5V and 3.6V.
[bookmark: _Toc166590896]Configuration Settings
For the entropy source tested in the OEs listed in Table 1, the customer does not have the ability to modify the entropy source configuration settings.
[bookmark: _Toc166590897]Physical Security Mechanisms
The security boundary covers the entire Titan-D chip. The Titan-D chip implements the secure boot, ruling out the adversarial firmware/software running on the chip. 

The Titan-D noise source is placed on a chip with a "large" amount of digital logic running at different frequencies, so google has introduced various design choices to reduce the Vdd noise coupling effects. The following design choices were made:

1. Isolated the noise source core voltage from the rest of the digital supply, which has the various switching harmonics from the rest of the largely digital chip.
2. Isolated the noise source core voltage from the external world with a dedicated LDO with greater than 40dB of PSRR across frequency (i.e. >100x reduction).
3. Isolated all on-chip core supplies from the external world with dedicated LDOs (although with relaxed PSRR specs).

FIB (Focused Ion Beam) attack is to directly control the FIFO without damaging the chip. The active security shield and many layers of metal coverage preclude this possibility. 
[bookmark: _Toc166590898]Conceptual Interfaces
External device can request a random number from the Titan-D entropy source via various commands, for example GENERATE_RANDOM, SOFT_RESET, etc. These commands are sent over SPI physical interface. 
[bookmark: _Toc166590899]Min-Entropy Rate
The min-entropy rate at the output of source (H_out for the output of the vetted conditioning function per section 3.1.5 of 90B) is 256-bits per 256-bit output sample.

The Titan-D entropy source provides a H_submitter of 6.3654 per 8 bits, which is equivalent to 0.79 per bit.
[bookmark: _Toc166590900]Health Tests
Google has designed health tests to detect failures of the Noise Source, or to detect a deviation from the expected entropy rate during the correct operation of the Noise Source before the raw data is conditioned. Following the NIST SP 800-90B requirements, the vendor has implemented three types of health tests in this product:

a) Start-up Test. On startup, 1024 raw 1-bit samples are run through a Repetition Count Test (RCT) and an Adaptive Proportion Test (APT). If either of these tests fail the firmware resets the chip.
b) Continuous Test. The approved health tests Repetition Count Test (RCT), and the Adaptive Proportion Test (APT) are implemented. All the raw data pulled off the noise source FIFO is fed into the RCT and APT. The initial state of these tests is from the earlier startup tests. Only if RCT and APT pass, the data is made available to the conditioning component.
c) On-Demand Test. The host can send a command to restart the firmware at any time, which will cause the startup tests to be performed.

The entropy source continuously runs the SP 800-90B health tests and will produce an error upon failure. If start-up tests fail, the firmware resets the chip.
[bookmark: _Toc166590901][bookmark: _Toc166590902]Maintenance
There are no maintenance requirements.
[bookmark: _Toc166590903]Required Testing
The entropy source is configured in the platforms listed in Table 1 to comply with SP800-90B at the first start of the respective device. There is no testing required.

To test the entropy source one million consecutive raw physical noise samples must be collected from the noise source interface of the entropy source.

The results obtained from the NIST SP800-90B tool must be at least as high as the H_submitter. The H_submitter is 0.79 bits of entropy per bit.

1000 raw physical noise samples after 1000 restarts for assessment that (1) the sanity test passes and (2) the minimum of the row-wise and column-wise entropy rate shall not be less than half of the entropy rate from 1 above.
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