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Public Use Document

1 Description

This document describes the design of the Solidigm D5 P5xxx Series Entropy Source by Solidigm® (referred
to as ‘entropy source’ for the remainder of the document). The entropy source consists of a physical noise
source block containing free-running ring oscillators and firmware implementation of the SP 800-90B APT
and RCT health tests. The entropy source does not have a conditioning component and provides a 1-bit
sample with an entropy rate of 0.2592 bits of entropy per sample.

This entropy source has been assessed against the Jan2018 publication of SP 800-90B and the 02Sep2025

publication of the FIPS 140-3 IG.

The evaluated versions of the entropy source are described below in Table 1.

Table 1: Evaluated Entropy Source Specification

Identifier

Details

Entropy Source Name

Solidigm D5 P5xxx Series Entropy Source

Part Number

ADP-R (P5316)
ADP-RR (P5520)
ADP-RRR VE
ADP-RRR EE

Hardware Revision

ML3.0

Firmware Version

Firmware Hash:
0fc84c6592d9f0c30ae40f5916dc9acce907ecfe

Entropy Category

Physical (P)

IC used

Sentinel Rock Plus B1
Sentinel Rock Plus CO
Sentinel Rock Plus CO
Sentinel Rock Plus CO

Entropy Estimation Track (per SP 800-90B §3.1.2)

Non-IID

The module and IC pairs are described below in Table 2.

Table 2: Module and IC pairs

Module Name

IC used

ADP-R (P5316)

Sentinel Rock Plus B1

ADP-RR (P5520)

Sentinel Rock Plus CO

ADP-RRR VE

Sentinel Rock Plus CO

ADP-RRR EE

Sentinel Rock Plus CO

Table 3 below lists the seeding requirements when using the entropy source to seed a DRBG from SP 800-

90A.

Table 3: DRBG Seeding Requirements

DRBG Security Strength Number of 1-bit Samples Required
(Nonce Provided) | (Random Nonce)
128-bit 494 741
192-bit 741 1112
256-bit 988 1482
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2 Security Boundary

Figure 1 below is a block diagram of the Solidigm® Solidigm D5 P5xxx Series Entropy Source.

Figure 1: Block Diagram of the Solidigm D5 P5xxx Series Entropy Source
/ Entropy Source Boundary
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3 Operating Conditions
The entropy source’s operating conditions are provided in Table 4.
Table 4: Entropy-Relevant Operating Conditions
Parameter Value Description
Temperature Min: -40C; Typical: 25C; Max: 125C Operating Temperature Range
Voltage MIN: 0.76V; Typical 0.85V; Max: 0.99V | Operating Voltage Range
Clock Speed 10 MHz Ring Oscillator Sampling Frequency
Process Slow, Typical, Fast Qualified Process Corners

4 Configuration Settings
The entropy source does not have any configurable settings.

5 Physical Security Mechanisms
The entropy source is implemented within the cryptographic boundary of a cryptographic module, as such
it inherits the physical security mechanisms of the cryptographic module.

6 Conceptual Interfaces
Apart from the debug interface, which is only enabled during design and validation testing, only the
cryptographic module in which it is implemented has access to any of the entropy source’s interfaces.
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The entropy source implements a conceptual GetEntropy() interface within the “Processor Interface” that
is only accessible to the implementing module. When entropy data is requested, the entropy source
performs start-up health testing, provides a single 2048-bit block, and turns itself off.

In the instance of a health test failure, the entropy source’s firmware signals the consuming module.

7 Min-Entropy Rate
The min-entropy rate of the output of the Solidigm® entropy source is 0.259200 bits of entropy per bit.

With the above entropy rate, the entropy source provides at least 530 bits of entropy within a 2048-bit
block for every request.

8 Health Tests

The entropy source is not continuously operational. When a request for entropy is made, the entropy
source performs start-up testing, provides the entropy material if the health tests pass, and turns itself
off. As such, the entropy source implicitly fulfills the continuous and on-demand health testing
requirements by using its start-up health tests on any output it provides.

The entropy source implements the APT and RCT defined within SP 800-90A for its health testing; Table 5

below lists the tests’ parameters.
Table 5: Health Test Parameters

RCT
Cutoff (C): 79
False Positive Rate (a): | 2720
APT
Window Size (W): 1024
Cutoff (C): 911
False Positive Rate (a): | 2720

In the event of a health test failure, the entropy source signals the caller and does not provide any entropy
material. To resolve this, the caller must request entropy material again, initiating the start-up tests.

9 Maintenance
The entropy source does not require any maintenance procedures.

10 User Verification
The consumer of the entropy source should compare the part number of the device they are on against
the part numbers listed in Table 1.

The consumer does not need to perform additional testing on the output of the entropy source for proper
operation. The user must rely on the built-in health tests to verify the functionality and capabilities of the
Solidigm® entropy source.
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