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1 DESCRIPTION

The “CPU Time Jitter Based Non-Physical True Random Number Generator” is a non-physical
entropy source. Through the remainder of this document, it will be referred to generically as the
“entropy source”. [t makes no IID claim and thus meets all the requirements for non-IID
compliance. The report is for version v8.1.2.2 of the entropy source. The table below summarizes
the operating systems and their respective processors for which testing was performed.

Platform Operating System Processor

Dell Inspiron 15 CentOS 7 (x86-64) 11th Gen Intel(R) Core(TM) i7-
11390H (Tiger Lake)

Raspberry Pi 4 Raspbian GNU/Linux 11 (armv71) Broadcom BCM2711 Cortex-A72

Model B (ARMv8)

Raspberry Pi 4 Raspbian GNU/Linux 11 (aarch64) Broadcom BCM2711 Cortex-A72
Model B (ARMv8)

Dell Inspiron 15 Windows 10 (x86 binary on x86-64 11th Gen Intel(R) Core(TM) i7-
operating system) 11390H (Tiger Lake)

Dell Inspiron 15 Windows 10 (x86-64 binary on x86- 11th Gen Intel(R) Core(TM) i7-
64 operating system) 11390H (Tiger Lake)

Table 1: Tested Platforms

2 SECURITY BOUNDARY

The boundary of the entropy source is shown in the figure below. The entropy source gets its
entropy from the time deltas between repeated hash/memory collection operations. The entropy
source output is used seed an SP 800-90A compliant DRBG (which is outside of the boundary of the
entropy source). The security boundary of the entropy source contains the source code files
provided as part of the software delivery. The source code contains API calls which are used by
modules requesting entropy from the entropy source.
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3 OPERATING CONDITIONS

Figure 1: Entropy Source Diagram

The following table summarizes the operating conditions for each of the tested platforms.

Processor Platform Operating Platform Platform

System Temperature Voltage

(AQ)
11th Gen Tiger 3.40GHz | Dell CentOS 7 (x86- | 0°C to 35°C 100-240
Intel(R) Lake Inspiron 64) VAC
Core(TM) 15
i7-11390H
Broadcom ARMv8 | 1.50 GHz | Raspberry | Raspbian 0°Cto 70°C 90-264
BCM2711 Pi4 Model | GNU/Linux 11 VAC
Cortex-A72 B (armv71)
Broadcom ARMv8 | 1.50 GHz | Raspberry | Raspbian 0°C to 70°C 90-264
BCM2711 Pi 4 Model | GNU/Linux 11 VAC
Cortex-A72 B (aarch64)
11th Gen Tiger 3.40GHz | Dell Windows 10 0°Cto 35°C 100-240
Intel(R) Lake Inspiron (x86 binary on VAC
15 x86-64




Core(TM) operating
i7-11390H system)
11th Gen Tiger 3.40GHz | Dell Windows 10 0°C to 35°C 100-240
Intel(R) Lake Inspiron (x86-64 binary VAC
Core(TM) 15 on x86-64
i7-11390H operating

system)

4 CONFIGURATION SETTINGS

The following table summarizes the non-default configuration settings used by the ISC
implementation of the entropy source. These settings must be preserved to comply with the ESV
certificate.

Setting Description

JENT_CONF_ENABLE_INTERNAL_TIMER | Enabled for the Linux- Enables or disables the
based platforms, usage of internal timers
Disabled otherwise

5 PHYSICAL SECURITY MECHANISMS

The entropy source implementation is a software library. As such, it does not include physical
security mechanisms. The entropy source may be used on a variety of devices with differing
security levels. Physical security requirements are, therefore, dependent on the modules that use
the entropy source.

6 CONCEPTUAL INTERFACES

GetEntropy: The call to jent_read_entropy serves as a GetEntropy interface according to the SP
800-90B definition. The jent_read_entropy function generates a random number in a way that is
compliant with SP 800- 90B requirements. The caller specifies the size of the random value that it
wants. The function returns an error code to indicate whether the request was fulfilled successfully.
The error code also reports failures of the health tests.

GetNoise: The call to the private jent_one_test API serves as a GetNoise interface according to the
SP 800-90B definition. The jent_one_test function collects a variable number of noise samples
(specified by the caller) and prints them out as base 10 integers to the system’s stderr.

HealthTest: The entropy source doesn’t have a dedicated HealthTest interface, but health tests can
be run by allocating a new entropy source handle (via jent_entropy_collector_alloc). This follows SP
800-90B.



7 MIN-ENTROPY RATE

The entropy source implementation generates an output that is considered to have full entropy. A
request for 256 bits of entropy results in 256 bits of entropy per output sample, or full entropy.

8 HEALTH TESTS

Per the SP 800-90B requirements, health tests are run when the entropy source starts, and are then
run continuously while it is operating. All tests check for persistent failures base on their respective
“cutoff”’ values, which represent expected error thresholds.

The entropy source implements four types of health tests:

e Stuck Test

e Repetition Count Test (RCT)

e Adaptive Proportion Test (APT)
e Lag Predictor Test

The stuck test calculates the first, second and third discrete derivative of the time to be processed
by the hash. If all three values are non-zero, the received time delta is non-stuck

The Lag Predictor Test is a vendor-defined conditional test that is designed to detect a known
failure mode where the result becomes mostly deterministic. It is based on the Lag Prediction Test
described in SP 800-90B, section 6.3.8.

The RCT and APT tests are as described in SP 800-90B. When any health test fails, the API call to
generate random numbers jent_read_entropy informs the caller about the failure with error codes.
When a health test failure occurs, the entropy block that caused the failure is not returned to the
caller.

All health test failures are considered permanent failures. If one is triggered, the current instance of
the entropy source will always remain in error state. The documentation of the API call
jent_read_entropy explains that the caller can only clear this error state by deallocating the entropy
source instance followed by an allocation of a new instance to reset the noise source.

9 MAINTENANCE

There are no maintenance requirements for the entropy source.

10 REQUIRED TESTING

The entropy report contains the results of the testing performed on the raw sequential and restart
data. Raw data was collected by running a test application that calls the entropy source’s
‘jent_one_test’ private APl in a loop. This test application was used to gather 1,000,000 samples of
raw data. The test application was also used to gather 1,000 samples of raw data after restarting the
entropy source each time, thus gathering 1,000,000 samples of data for the restart tests as well.



For verification, a user may gather raw samples themselves using the ‘cdktest’ application that is
included in an installation of the ISC Cryptographic Development Kit (CDK). Specifically, running
the application with the ‘-j’ flag indicating the number of rounds of jitter measurements to perform,
and the ‘-]’ flag to indicate the number of times to re-initialize the entropy source. This outputs the
raw noise samples to stderr. Some example usages relevant to SP 800-90B are:

e C(Collecting 1,000,000 sequential, raw samples: cdktest -j1000000 -J1
e Collecting 1,000 sequential, raw samples for each of 1,000 separate instantiations of the
entropy source: cdktest -j1000 -J1000

The raw samples are output with two samples per line as two decimal numbers. The first is for the
‘var’ mode of the noise source, the second for the ‘single’ mode of noise source, which are described
as follows:

e var: this is the normal behavior of the Jitter RNG. The time delta is not only used to feed the
pool, but also to determine the number of SHA3-256 operations (1 to 8) that will be performed
before returning each bit to the pool. The different number of cycles used on each bit produce
variations in the memory access time, increasing the entropy of the noise source.

e single: in this case, there is only one cycle of SHA3-256 operations per bit. This is the worst-
case scenario forced by the recording program to have the lowest minimum entropy estimation.

For best compliance to SP 800-90B and performing statistical analysis, the second mode is what
should be used (and is the default setting for v8.1.2.2 of the entropy source).

10.1 SEQUENTIAL DATASET ANALYSIS

Each raw data sample consists of one timestamp, which is 64 bits long. It is assumed that only the
least significant bits of each time stamp contain any true entropy, thus each of the samples was
truncated to the 8 least significant bits for analysis. The entropy source design states that it can
deliver full entropy if and only if the min-entropy is at least 1/osr bit of entropy per time stamp
(where ‘osr’ is the oversampling rate). This implementation of the entropy source uses an
oversampling rate of 3.

The table below shows that the min-entropy for the raw data samples ranges from 3.381013 to
6.251277 bits of entropy per 8-bit sample, thus exceeding the requirement to claim full entropy.

Platform Operating Processor H_original H_bitstring Min (H_original,
System 8*H_bitstring)

Dell CentOS 7 (x86- 11th Gen 6.638405 | 0.781410 6.251277
Inspiron 15 | 64) Intel(R)

Core(TM) i7-

11390H
Raspberry | Raspbian Broadcom 4914026 | 0.712044 4.914026
Pi4 Model | GNU/Linux11 BCM2711
B (armv71) Cortex-A72




Raspberry | Raspbian Broadcom 3.381013 | 0.493057 3.381013
Pi4 Model | GNU/Linux 11 BCM2711
B (aarch64) Cortex-A72
Dell Windows 10 11th Gen 6.621735 | 0.554444 4.435556
Inspiron 15 | (x86 binary on Intel(R)

x86-64 operating | Core(TM) i7-

system) 11390H
Dell Windows 10 11th Gen 6.638405 | 0.734186 5.873487
Inspiron 15 | (x86-64 binary Intel(R)

on x86-64 Core(TM) i7-

operating 11390H

system)

10.2 RESTART TEST ANALYSIS
The entropy source does not have a stochastic model, but an H_submitter estimate of 1 bit of
entropy per sample was determined using analysis as described in SP 800-90B Section 3.2.2,
Requirement 3. This value of 1 was used for the purpose of running the NIST restart tests, as it is

more conservative than the numbers observed during the sequential dataset analysis.

For the restart tests, the raw entropy data is collected for 1,000 entropy source instances allocated
sequentially. That means, for one collection of raw entropy, one entropy source instance is

allocated. After the conclusion of the data gathering it is deallocated and a new instance is allocated
for the next restart test round.

Platform

Operating

System

Processor

Hr

H_c

H_I

Result

Dell CentOS 7 (x86- | 11th Gen 7.314320 | 7.295390 | 1.000000 | Validation
Inspiron 15 | 64) Intel(R) Test
Core(TM) i7- Passed
11390H
Raspberry | Raspbian Broadcom 4.664627 | 4.838473 | 1.000000 | Validation
Pi 4 Model | GNU/Linux 11 BCM2711 Test
B (armv?71) Cortex-A72 Passed
Raspberry | Raspbian Broadcom 3.290167 | 3.538795 | 1.000000 | Validation
Pi4 Model | GNU/Linux 11 BCM2711 Test
B (aarch64) Cortex-A72 Passed
Dell Windows 10 11th Gen 6.638405 | 7.837596 | 1.000000 | Validation
Inspiron 15 | (x86 binary on | Intel(R) Test
x86-64 Core(TM) i7- Passed
operating 11390H
system)







