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1 Description

Synology CPU Time lJitter RNG version 2.2.0 is a non-physical entropy source. The entropy
source gets its entropy from the time delta, calculated from the execution time between
repeated memory access and LFSR operation.

The entropy source was tested on the operational environments listed in Table 1. The noise
source was tested under the assumption that its output is non-IID.

Table 1. Operational Environment and Version

Model Operational Environment and Version Processor

DS918+ Intel Celeron J3455
FS6400 DiskStation Manager 7 Intel Xeon Silver 4110
SA6400 AMD EPYC 7272

2 Security Boundary

The entropy source is provided as a standalone shared library. The security boundary for this
non-physical, software-based entropy source is the shared library in which it resides.

Figure 1 depicts the design of the entropy source and its components.

The noise source is composed of Memory Access, Linear Feedback Shift Register (LFSR) and
Time Delta calculator. The execution time of Memory Access and LFSR is calculated and fed to
Time Delta calculator. The Time Delta calculator computes a time delta using new time stamp
and the time stamp of the previous loop iteration. Finally, the time delta will be injected into
LFSR to fill the 64 bits entropy pool.

Furthermore, approved health tests are implemented in the entropy source. The details about
health tests are described in Section 8.
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3 Operating Conditions

Jitter RNG design

The noise source is non-physical, and thus the operating conditions are inherited from the
operational environment in which the entropy source is installed, as shown in Table 2.

Table 2. Operating Conditions

Model Temperature | Voltage (AC) Processor Clock Speed

DS918+ 5°C-40°C 100V - 240V Intel Celeron J3455 1.5GHz-2.3 GHz

FS6400 5°C-40°C 100V - 240V Intel Xeon Silver 2.1 GHz-3.0 GHz
4110

SA6400 5°C-40°C 100V - 240V AMD EPYC 7272 2.9 GHz-3.2 GHz

4 Configuration Settings

There are no specific configuration settings required for this entropy source in runtime.




However, there are configuration settings as specified in Table 3, which are defined in
jitterentropy.h and used in build time. Any changes to them would invalidate the
entropy validation certificate.

Table 3. Build time configuration settings

Parameter Value Description

JENT_MEMORY_BLOCKSIZE 32 Size of a memory block

JENT_MEMORY_BLOCKS 64 Number of memory blocks forming the total
memory that is accessed

JENT_MEMORY_ACCESSLOOPS 128 Number of access operations to be
performed

5 Physical Security Mechanisms

The entropy source is non-physical. Therefore, the physical security mechanisms only apply to
the hardware component of the operational environment, and the entropy source inherits
those mechanisms.

6 Conceptual Interfaces

The entropy source provides the following interfaces:

e Jent read entropy ()
o Obtains conditioned entropy for the caller. This is the main function of the
entropy source.
o This interface corresponds to the GetEntropy conceptual interface from SP 800-
90B.
e Jent lfsr time()
o Obtains raw noise data for testing purposes. Only available in testing mode.
o This interface corresponds to the GetNoise conceptual interface from SP 800-
908B.

7 Min-Entropy Rate

The noise source provides Hgy,pmitter = 1 bit of the entropy per time delta.

The entropy source gathers 64 time deltas with a size of 64 bits each totaling to 4,096 bits as
the input of the LFSR conditioning component. The output entropy rate of the LFSR (h') and the
entropy source (H,,;) are listed in Table 4.

Table 4. Min-Entropy Rate

Model Processor h' H oyt




DS918+ Intel Celeron J3455 0.926349 59.286337
FS6400 Intel Xeon Silver 4110 0.925519 59.233213
SA6400 AMD EPYC 7272 0.938017 60.033117

8 Health Tests

The entropy source implements the following continuous health tests. These health tests are
applied to the raw noise data before any conditioning is done.

e Stuck Test

The stuck test calculates the first, second and third discrete derivative of the time to be
processed by the LFSR. Only if all three values are non-zero, the received time delta is
considered to be non-stuck.

If the time delta is stuck, the received entropy value is not counted and not inserted into
the entropy pool. This implies that for generating one block of random numbers, the
CPU Time Jitter RNG gathers 64 non-stuck time delta values.

In fact, the second discrete derivative calculated by the stuck test is the RCT itself.
e Repetition Count Test (RCT) conforming to NIST SP 800-90B Section 4.4.1

o Min-entropy H = 1 bit of the entropy per sample
o Acceptable false-positive rate ¢ = 273°

e Adaptive Proportion Test (APT) conforming to NIST SP 800-90B Section 4.4.2

o Min-entropy H = 1 bit of entropy per sample
o Window size W = 512, assuming APT-input data is non-binary
o Acceptable false-positive rate « = 273

The RCT and APT failures are both considered as permanent failures. If one is triggered, the
current instance of the entropy source will always remain in an error state. The caller is
informed with an error code as listed in Table 5 and can only clear this error state by
reallocating an instance of entropy source.

The start-up health tests apply the same procedures as continuous health tests to 1,024 raw
noise samples. In addition, the collected raw noise samples are not reused for the generation of
random numbers.

The on-demand health tests can be performed by reallocating an instance of entropy source.
During the reallocation, the start-up health tests are re-executed.

Table 5. Error codes from jent_read_entropy function



Error Code | Description

-1 Invalid entropy source detected.
-2 Repetition Count Test failed.
-3 Adaptive Proportion Test failed.

9 Maintenance

There are no maintenance requirements for the entropy source.

10 Required Testing

To test the entropy source, several samples must be gathered via the testing tools, which is
capable of accessing jent 1fsr time () interface. The test tools can be obtained from the
vendor.

Raw noise data consisting of at least 1,000,000 64-bits samples truncated to the lowest 8-bits
must be collected from the operational environment at its normal operating conditions and
processed by the SP 800-90B entropy tool that is provided by NIST.

Restart data must be collected at normal operating conditions through the

jent 1fsr time () interface following the restart procedure specified in SP 800-908B (l.e.,
1,000 samples from 1,0000 restarts each) and processed by the NIST SP 800-90B entropy tool.
The minimum of the row-wise and column-wise entropy rate must be more than half that of
the raw noise entropy rate.

If conditioned entropy data is to be tested, then the jent read entropy () interface shall
be accessed instead of jent 1fsr time () interface.

11 Vendor Permissions and Relationship

The ESV is “Reuse restricted to vendor”, someone other than the vendor can only use the
certificate with written and signed permission from the vendor’s point of contact (as indicated
on the ESV certificate).



