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1. Description

The Marvell OCTEON CN93XX/CN96XX TRNG version 1.0 is a hardware physical (p) entropy source. The entropy source is a
non-11D data generator.

2. Security Boundary

The entropy source design is broken into four major components: the 128-ring oscillators, an accumulation stage, health tests, and
a final SHA-1-based cryptographic conditioning stage. The following figure depicts the security boundary of the entropy source.

Accumulation Buffer and Health Test

Error indicatore if the
health test fails

FW rejects the Sample if
the Health error is

3. Operating Conditions

The operating conditions required to ensure the entropy source operates correctly are listed in the table below:

Sample Frequency

i Core Temperature (°C
Parts (SCLK, fs in MHz) Core Voltage (VDDSYS in mV) p ure (°C)
CN93XX/ 650 - 1000 Min Max Typical Min Max Typical
CN96XX 730 930 750 0 100 75

4. Configuration Settings

No configuration is required for the entropy to adhere as per the SP 800-90B.

5. Physical Security Mechanisms

The module’s cryptographic boundary is defined to be the outer perimeter of the hard epoxy enclosure containing the hardware
and firmware components. The module is opaque and completely conceals the internal components of the cryptographic module.
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The epoxy enclosure of the module prevents physical access to any of the internal components without destroying the module.

The module is coated in hard epoxy, such that any physical breach attempt leaves behind evidence of tamper. This is illustrated in
the figure below.

6. Conceptual Interfaces

The entropy source in operating mode provides 128 bits of output to the DRBG that are SP 800-90A compliant. The conceptual
interfaces to interact are:

e Noise source:

In this mode, unconditioned entropy is output. This can be enabled by setting the RNM_CTL_STATUS[EXP_ENT] bit.
e Entropy source:

This mode can be enabled by clearing the RNM_CTL_STATUS[XOR_ENTROPY_25X].

In this mode, the raw data contains only outputs from five selected ring oscillators, namely oscillators 32, 34, 36, 38, and
39. In this mode, 81 5-bit samples (each sample being one sample from each of five distinct ring oscillators) are input into
a SHA-1 hash, outputting 128-bits of conditioned data.

The entropy source is the interface exposed to the users. Entropy will only be available after a successful health test of the output
of ring oscillators.

7. Min-Entropy Rate

When operating under SP 800-90B mode, the OCTEON CN93XX/CN96XX TRNG entropy source can be expected to produce at
least 2.673 bits of min-entropy in each 128-bit output. These 128-bit outputs are output in two (64-bit) halves, but they MUST be
used in pairs in order to be credited as containing any min-entropy.

8. Health Tests

The OCTEON CN93XX/CN96XX TRNG supports start-up, continuous, and on-demand health tests. The start-up and on-demand
tests operate on a block of 4096 symbols.

If either the RCT or the APT fails, the RNG unit is disabled so that no applications can read further random numbers from this unit.
The start-up tests occur at initialization.

The entropy source supports on-demand testing by restarting the entropy source and rerunning the start-up tests. If these tests do
not pass, then the register RNM_HEALTH_STATUS [CYCLES_SINCE_HEALTH_FAILURE] is set to 1.
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This field then is incremented every other cycle until another failure occurs (at which point this register is set to 1 again) or the
RNG block is reset or disabled. As such, a non-failure condition is signaled by this register being set to 0 (indicating that no failure
has ever occurred) or by this register being suitably high to indicate that no error has occurred within the last 1 ms. If this counter
persistently indicates that errors are occurring more than once per ms, then this is judged a permanent entropy source failure.

The software API used for access to the hardware source verifies this and will not output values while the entropy source is in an
error condition.

9. Maintenance

There is no specific maintenance requirement for the entropy source.

10. Required Testing

Built-in Health Tests described in the Health Tests section automatically check the validity of the noise source. If RCT and APT
tests do not pass, then the register RNM_HEALTH_STATUS[CYCLES_SINCE_HEALTH_FAILURE] is set to 1. The user of the
entropy source can monitor the status of the register to verify that functionality remains compliant.

11. Vendor Permissions and Relationship

The ESV cert is open for reuse. The third-party user can contact Marvell for the appropriate configuration about usage.

Marvell first revolutionized the digital storage industry by moving information at speeds never thought possible. Today, that same breakthrough
innovation remains at the heart of the company's storage, networking and connectivity solutions. With leading intellectual property and deep
system-level knowledge, Marvell semiconductor solutions continue to transform the enterprise, cloud, automotive, industrial, and consumer
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