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Notice: This document contains information on products in the design phase of development. The information here is 

subject to change without notice. Do not finalize a design with this information. 

Intel technologies’ features and benefits depend on system configuration and may require enabled hardware, software, or service 

activation. Learn more at intel.com, or from the OEM or retailer. 

No computer system can be absolutely secure. Intel does not assume any liability for lost or stolen data or systems or any damages 

resulting from such losses. 

You may not use or facilitate the use of this document in connection with any infringement or other legal analysis concerning Intel 

products described herein. You agree to grant Intel a non-exclusive, royalty-free license to any patent claim thereafter drafted 

which includes subject matter disclosed herein. 

No license (express or implied, by estoppel or otherwise) to any intellectual property rights is granted by this document. The 
products described may contain design defects or errors known as errata which may cause the product to deviate from published 

specifications. Current characterized errata are available on request. 

This document contains information on products, services and/or processes in development. All information provided here is subject 

to change without notice. Contact your Intel representative to obtain the latest Intel product specifications and roadmaps. 

Intel disclaims all express and implied warranties, including without limitation, the implied warranties of merchantability, fitness for 

a particular purpose, and non-infringement, as well as any warranty arising from course of performance, course of dealing, or 

usage in trade. 

Tests document performance of components on a particular test, in specific systems. Differences in hardware, software, or 

configuration will affect actual performance. Consult other sources of information to evaluate performance as you consider your 

purchase. For more complete information about performance and benchmark results, visit http://www.intel.com/performance. 

Cost reduction scenarios described are intended as examples of how a given Intel-based product, in the specified circumstances and 

configurations, may affect future costs and provide cost savings. Circumstances will vary. Intel does not guarantee any costs or 

cost reduction. 

Results have been estimated or simulated using internal Intel analysis or architecture simulation or modeling and provided to you 

for informational purposes. Any differences in your system hardware, software or configuration may affect your actual performance. 

Intel does not control or audit third-party benchmark data or the web sites referenced in this document. You should visit the 

referenced web site and confirm whether referenced data are accurate. 

Intel is a sponsor and member of the Benchmark XPRT Development Community and was the major developer of the XPRT family of 

benchmarks. Principled Technologies is the publisher of the XPRT family of benchmarks. You should consult other information and 

performance tests to assist you in fully evaluating your contemplated purchases. 

Copies of documents which have an order number and are referenced in this document may be obtained by calling 1-800-548-4725 

or by visiting www.intel.com/design/literature.htm. 

Intel, the Intel logo, and Xeon are trademarks of Intel Corporation in the U.S. and/or other countries. 

*Other names and brands may be claimed as the property of others 

Copyright © 2023, Intel Corporation. All Rights Reserved. 
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1 Description 

The Intel Digital Random Number Generator Entropy Source is a physical (P) 

entropy source. 

The circuit component is RNG_ES_SPR_3.0 

The synthesizable RTL component is SPR-IP-DRNG3.0_PIC9 

All components of the entropy source are hardware, consisting of logical and 

electronic components bounded in a rectangle of silicon. There is no firmware 

or software within the entropy source. 

The entropic data from the entropy source is Non- Independent and Identically 

Distributed (IID). 

This PUD is applicable to the following products: 

Table 1-1. List of Applicable Devices 

Processor Name Processor Name 

Intel® Xeon® Bronze 3408U Processor Intel® Xeon® Gold 6448Y Processor   

Intel® Xeon® Gold 5411N Processor Intel® Xeon® Gold 6450C Processor   

Intel® Xeon® Gold 5412U Processor Intel® Xeon® Gold 6455B Processor   

Intel® Xeon® Gold 5415+ Processor Intel® Xeon® Gold 6456C Processor   

Intel® Xeon® Gold 5416S Processor Intel® Xeon® Gold 6458Q Processor   

Intel® Xeon® Gold 5418N Processor Intel® Xeon® Gold 6459C Processor   

Intel® Xeon® Gold 5418Y Processor Intel® Xeon® Gold 6460C Processor   

Intel® Xeon® Gold 5420+ Processor Intel® Xeon® Gold 6462C Processor   

Intel® Xeon® Gold 6416H Processor Intel® Xeon® Gold 6466C Processor   

Intel® Xeon® Gold 6418H Processor Intel® Xeon® Gold 6467C Processor   

Intel® Xeon® Gold 6421N Processor Intel® Xeon® Platinum 8462Y+ Processor   

Intel® Xeon® Gold 6426Y Processor Intel® Xeon® Silver 4410T Processor   

Intel® Xeon® Gold 6428N Processor Intel® Xeon® Silver 4410Y Processor   

Intel® Xeon® Gold 6434 Processor Intel® Xeon® Silver 4416+ Processor   

Intel® Xeon® Gold 6434H Processor Intel® Xeon® w3-2423 Processor   

Intel® Xeon® Gold 6438M Processor Intel® Xeon® w3-2425 Processor   

Intel® Xeon® Gold 6438N Processor Intel® Xeon® w3-2435 Processor   

Intel® Xeon® Gold 6438Y+ Processor Intel® Xeon® w5-2445 Processor   

Intel® Xeon® Gold 6442Y Processor Intel® Xeon® w5-2455X Processor   

Intel® Xeon® Gold 6444Y Processor Intel® Xeon® w5-2465X Processor   

Intel® Xeon® Gold 6446C Processor Intel® Xeon® w7-2475X Processor   

Intel® Xeon® Gold 6448H Processor Intel® Xeon® w7-2495X Processor   
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2 Security Boundary 

The Digital Random Number Generator (DRNG)security boundary surrounds the 

set of components referred to as the DRNG core, that includes the noise 

source, digitizer, Continuous Health Tests (CHT), Advanced Encryption 

Standard (AES)- Cipher Block Chaining - Message Authentication Code (CBC-

MAC) Vetted Conditioning Component, Deterministic Random Bit Generator 

(DRBG), Non-deterministic Random Bit Generator (NRBG) and register 

interface. 

For use as a full entropy source, the NRBG output of the DRNG is the necessary 

output. This is accessed through the Intel CPU instruction “RdSeed”. 

The security boundary is a sub boundary within the DRNG. Components outside 

the security boundary but within the DRNG are to attach to the local bus, clock 

and power systems on the chip. 

The DRNG security boundary is not a Federal Information Processing Standard 

(FIPS) 140 security boundary. It is designed to be usable within a larger FIPS 

140 security boundary through compliance to SP800-90Arev1, B and draft C 

along with relevant requirements in ISO/IEC 19790-2012 and FIPS 140-3.  

The bold outline in Figure 2-1 shows the security boundary of the entropy 

source and other RNG components. 

The NRBG output path to the region block is the output of the full entropy 

source, as an RBG3 construction. 

The DRBG output path to the region block is the output of the DRBG, as an 

RBG2 construction. 

The NRBG construction is the XOR (RBG3) construction NRBG from Draft 

SP800-90C. This XORs the output of the conditioner with an output from the 

DRBG to form the NRBG output. The strength of the XOR is entirely dependent 

on the full entropy of the conditioner output. The DRBG’s input into the XOR, as 

well as the XOR operation itself are not considered part of the conditioning 

chain. 

The width of these operations is 128 bits, driven by the output size of AES. The 

registers sizes are 64 bits and, in the logic this width transforming is performed 

using a FIFO that is 64 bits wide and takes in 128 bits as two 64-bit entries and 

outputs 64 bits to match the register width. 
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Figure 2-1. DRBG Security Boundary 

 

In the context of an Intel CPU, the DRNG register that presents the NRBG 

output to the local bus is called egetdata. This register is read by the CPU 

whenever the RdSeed instruction is executed. The result is passed to the target 

register of the instruction and the success or failure signaled in the carry flag. 

This report is applicable to the devices in Table 1-1. The silicon manufacturing 

process, Integrated Circuit (IC) design and DRNG design is identical for each of 

these devices. Differences between these devices are the set of enabled 

features, which has no influence on the RNG behavior. 
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3 Operating Conditions 

The entropy source is guaranteed to operate within the designated operating 

envelope in the data sheet of the devices listed in Table 1-1. 

For the devices listed in Table 1-1, the package is the same for each device. 

The only difference between the devices are enabled/disabled features, 

accomplished through fusing.  

The claimed entropy value applies for all devices for the following reasons: 

The physical phenomena that cause entropy are not fixed. Whether you use a 

ring oscillator or a metastable latch to convert the intrinsic noise of the silicon 

devices to entropy, the entropy of one device is not guaranteed to be the same 

as a different device of identical design and fabrication. Furthermore, the 

entropy measured from a single device will not be constant but will vary from 

one measurement to the next or from one environmental condition to the next. 

For example, thermal noise which is commonly referred to as KT/C noise is 

proportional to temperature so we might expect higher entropy at higher 

temperatures if there are no other compensating factors. 

Intel has over a decade of experience collecting high volume data on entropy 

sources and understands that the actual entropy should be considered a 

statistical distribution. SP800-90B does not take this into account -it is 

assumed that the entropy measured from a single device is representative of 

the entropy from all devices. A properly designed entropy source will have a 

tight entropy distribution  with plenty of margin between the tail of the 

distribution and the functional cutoff of the continuous health tests which in 

turn has plenty of margin between it and the minimum entropy required by the 

downstream conditioner. 

Intel sells devices that have different configurations but where the silicon 

manufacturing process, IC design, and DRNG design are identical and the only 

difference in configurations are for features that do not affect the DRNG. It 

should be intuitive that the enabling or disabling of unrelated features would 

not impact the DRNG performance. This is not left to intuition however because 

the DRNGs for all devices are tested and the entropy distribution does not 

change when segmented by device configuration. 

In summary, the enabling or disabling of features that are not related to the 

DRNG does not impact the performance of the DRNG. This has been validated 

as part of Intel’s high volume silicon data analysis. 
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4 Configuration Settings 

There are no configuration settings accessible at any privilege level to software 

running in the CPU. 



 

10  Document Number: 821882, Revision: 0.3.8 

5 Physical Security Mechanisms 

The RNG contains a security boundary described in Section 2. In the operating 

mode of the RNG, there is hardware enforcement of the security of the 

boundary. 

Specifically: 

• Diagnostic output of raw data from the boundary is disabled. 

• Debugging port access to internal state of the RNG is disabled at the 

boundary. 

• Configuration input written to registers is ignored and the default 

configuration is enforced. 

• Algorithms are implemented to detect stuck output failures. 

• Register write privileges are enforced in hardware. 

When an alarm is triggered, the RNG resets itself and re-runs Built-In Self-Test 

(BIST). It is not possible to distinguish between a failure due to attack or 

environmental bounds violation or a rare false positive error. The re-running of 

BIST will lead to the RNG failing if the BIST fails. In the case of a transitory 

error, the RNG will recover when BIST is re-run. 

The packaging of the chip is a tamper evident enclosure. 
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6 Conceptual Interfaces 

For consuming applications running in software on the CPU, GetEntropy(n) is 

implemented by the RdSeed instruction, where n can be one of 16, 32 or 64, 

depending on the size of the target register.  

Internally to the security boundary, for feeding conditioner output data to the 

DRBG, Get_entropy() is implemented in digital logic between the conditioner 

and DRBG in the form of a 128-bit wide First In, First Out (FIFO). 
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7 Min Entropy Rate 

Figure 7-1 illustrates the required min-entropy rate and the actual observed 

min-entropy rate of the noise source and the chain of conditioners consisting of 

a non-vetted XOR Feedback Decorrelator-Decimator and a vetted AES-CBC-

MAC. The XOR Feedback Decorrelator-Decimator is a digitizer per design, but 

for the sake of 90B compliance, it is treated as a non-vetted conditioner. 

 

Figure 7-1. Entropy Levels on Noise Source and Conditioning Chain 

 

The output of the AES-CBC-MAC conditioner has the full entropy, given that the 

input to the AES-CBC-MAC has an entropy rate that is greater than 0.29. The 

≥0.29 entropy rate requirement from the digitized noise source is based on the 

SP 800-90B section 3.1.5.1.1 equation for the minimum input entropy 

requirement of the vetted AES-CBC-MAC conditioner.  

The 0.43 entropy rate on the pre-digitizer data is a design target across all 

variants of silicon. The actual observed entropy rate on the noise source prior 

to digitization on the Intel CPU is greater than 43%. The digitization stage does 

not reduce the entropy rate, and it is observed that the entropy rate of the 

post-digitizer data feeding into the AES-CBC-MAC conditioner is greater than 

0.43. The difference between the 0.29 and 0.43 entropy rates is the 

engineering margin in the design of the entropy source. 

Noise Source Circuit            XOR Feedback 

Decorrelator-Decimator 

AES-CBC-MAC 

H_submitter: 0.43 Needed Entropy Rate: 0.29 Needed Entropy Rate: Full Entropy 

Observed Entropy Rate: 0.43 Observed Entropy Rate: 0.43 Justified Entropy Rate: Full Entropy 
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8 Health Tests 

The DRNG includes: 

• Continuous Health Tests (CHT). 

• Startup Noise Source Health Tests. 

• Startup Logic Integrity BIST. 

The vendor defined Continuous Health Test is composed of a short-term test 

yielding a pass/fail over individual 256-bit blocks of noise source data and a 

long-term evaluation of the pass/fail history of the past 256 block (totaling 

65536 bits) to infer an entropy source failure. The failure condition is invoked 

when the pass rate drops below 50%. 

The logic integrity test is one of the startup tests. This performs a test of the 

digital logic by running deterministic random sequences through all the logic 

and testing the resulting output against the expected result. 

The Startup Noise Source Health Test involves running the CHTs for a 

probationary period of 65536 bits from the noise source. When the test is 

complete, assuming the test passes, the RNG enters the operational state. This 

happens during startup and completes before the first instructions can 

execute. The startup test is invoked at power-on or exiting the reset state. So, 

the startup tests can be invoked by power cycling or resetting. 

A failure in any of the startup tests (logic integrity or noise source health test) 

will be reflected as a BIST failure in the internal status register which leads to 

an MCHECK failure. 

Following the startup tests, the CHTs continue to run. Should failure condition 

of the CHT test be encountered after the startup tests have completes, this 

may be either the result of a soft error or a hard error. The test will continue 

to run and should the entropy quality return, it will exit the failure state. In the 

failure state, no more random numbers are issued, and the failure state is 

reflected in the BIST status register result bits. Should some condition exist 

(for example, out of specification operating condition), cessation of that 

condition will lead to resumption of the supply of random numbers.  
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9 Maintenance 

There are no maintenance action requirements. 
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10 Required Testing 

We performed raw noise testing using the non-IID lower bound entropy tests of 

the SP800-90B Entropy Assessment software tool, showing the entropy from 

the noise source to exceed the minimum input threshold of 0.299 of the vetted 

conditioning components. 

We performed restart testing using the SP800-90B Entropy Assessment 

software tool, showing the startup min entropy of Hr and Hc to be greater than 

50% of HI. 


