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1. Description

This is the SP 800-90B Non-Proprietary Public Use Document for the Acme Packet S-Cz (hereafter referred to as
"the Entropy Source").

The Entropy Source implements CPU Jitter version 2.2.0. The Entropy Source is a non-physical entropy source. It
makes no IID claim and thus meets all the requirements for non-1ID compliance. The Entropy Source gets its
entropy from the time deltas between repeated hash/memory collection operations. The output is used to seed an
SP 800-90A compliant DRBG that is outside of the boundary of the entropy source.

2. Security Boundary

The Entropy Source provides random number to the host operating system via it's internal API. The Entropy
Source's security boundary is defined by the portion of the firmware package: kernel-uek-5.15.0-
300.163.18.1.1.el9uek.rpm that was compiled from the three source code files: jitterentropy.c, jitterentropy.h and
jitterentropy-kcapi.c.

Operational Enviroment

------ Boundary------
Control input——3
Cperating i Entropy
system Data output i Source
—2Siatus oulput————
CPU

Figure 1. Security Boundary

3. Operational Environments

The Entropy Source was tested in the following operational environments:

Platform Processor Clock speed Cache sizes

(GHz)
Acme Packet 1100 Intel Atom C2358 1.70 32 KB 1MB -
Acme Packet 4600 Intel Core i3-3120ME 2.40 32 KB 256 KB 3 MB
Acme Packet 4900 Intel Xeon D-2166NT 2.00 32 KB 1MB 16.5 MB
Acme Packet 6350 Intel Xeon D-1548 2.00 32 KB 256 KB 12 MB
Vmware ESXi 6.7 Intel Xeon Platinum 8358 2.40 32 KB 1 MB 35.75 MB
on Oracle X9-2 server

Table 1. Operational environments
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4. Configuration Parameters

The table below list the Entropy Source's configuration parameters. These settings must be preserved to comply
with the CPU lJitter ESV certificate.

Parameter ‘ Default Value ‘ Description

CLEARCACHE 100 The number of loops to perform during initialization tests
that are not self tested.

DATA SIZE BITS 64 The number of bits in the entropy pool and the minimum
number of loops to perform

JENT_DISABLE_MEMORY_ACCESS 0 Flag that enables memory access

JENT_ENTROPY_SAFETY_ FACTOR 64 The number of additional LFSR operations are performed
for each random number generated

JENT MEMORY BLOCKSIZE 32 Memory block size

JENT_MEMORY ACCESSLOOPS 128 Memory access loops

TESTLOOPCOUNT 1024 Specifies the number of loops to perform during

initialization tests that are subjected to the health tests

JENT MIN OSR 4 Multiplication factor on the number LFSR operations
performed for each random number generated

Table 2. Configuration parameters

5. Physical Security Mechanisms

N/A —The Entropy Source is non-physical

6. Interfaces

The Entropy Source provides the following interfaces to the calling application:

Interface APl Command Description

GetEntropy jent_read_entropy () Generates a random bit stream and returns it to the caller.

GetNoise - Not supported

HealthTest jent_entropy init() Initializes the Entropy Source and performs statistical tests to verify that
the underlying system offers the properties needed for measuring and
collecting entropy.

Table 3. Interfaces

The interfaces in the above table refer to those specified in section 2.3 of SP 800-908B.

7. Min-Entropy Rate

The entropy source generates at least 59.119 bits of entropy per 64 bits of output.
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8. Health Tests
The Entropy Source implements the following health tests:

e  Stuck Test

e Repetition Count Test

e Adaptive Proportion Test
e Lag Predictor Test

These tests are run when the Entropy Source starts and continuously while it is operating. All tests check for
persistent failures based on their respective "cutoff" values, which represent expected error thresholds. All of
these tests are performed on raw data before any conditioning is done.

8.1 Error codes

The Entropy Source supports the following error codes:

Code Fatal Cause

-EINVAL | Yes Entropy_collector is NULL
-EAGAIN | No Intermittent health failure
-EFAULT | Yes Permanent health failure

Table 4. Error codes

Once an error is triggered, these codes are returned to the calling application. If the error is fatal, the Entropy
Source will transition into an error state and will no longer provide entropy. To clear the error state, the calling
application must unload the failed Entropy Source and instantiate a new instance.

The Entropy Source will attempt to clear a non-fatal error.

9. Maintenance

N/A — The Entropy Source does not require maintenance.

10. Required Testing

N/A — The Entropy Source has been tested by Lightship Security in the operational environments listed in Table 1.
The Entropy Source cannot be ported to untested platforms.

11. Vendor Permissions and Relationship

Use of this Entropy Source is restricted to Oracle per the reuse status field on the ESV certificate.
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