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List of Acronyms

Acronym ‘ Description

LED Light Emitting Diode

DC Daughter card

MB Main board

FPGA Field Programmable Gate Array

PCle Peripheral Component Interconnect Express
PD Photodetector

APT Adaptive Proportion Test

RCT Repetition Count Test

IID Independent and Identically Distributed
DMA Direct Memory Access

Gbps Gigabit per second

Mbps Megabit per second
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1 Description

The Atlas QRNG PCle Card is developed based on a licensed technology patented (US Patent No:
10635403B1) by the Oak Ridge National Laboratory (ORNL) deriving random entropy from
quantum mechanical transition probabilities of spontaneous emission. The Atlas QRNG hosts two
independent sets of noise sources, each containing a light emitting diode (LED), a quad-segmented
photodiode (PD), as well as necessary filters, amplifiers, and digitizers to convert the quantum
signalinto useful raw entropy. Because classical side information inherently contributes to the total
raw entropy in any practical and physical QNRG, a non-vetted conditioner in the form of a Toeplitz
extractor is implemented within the field programmable gate array (FPGA) to output entropy
material at a throughput of 1.5 Gbps.

Table 1: Operating Environments and Versioning

Entropy Operating Environment | Hardware Revision | FPGA Version | Software Version

Atlas QRNG PCle 1.0 Rev4 1.2 1.2
Atlas QRNG PCle 1.1 Revb 1.2 1.2
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Figure 1 High-level Atlas QRNG architecture

The Atlas QRNG is continuously monitored for calibration and the overall health of its raw output
through a series of health monitoring tests that are design specific and compliant to the National
Institute of Standards and Technology (NIST) Special Publication (SP) 800-90b recommendation.
The embedded software on the FPGA controls all aspects of entropy health monitoring, calibration,
recalibration, while the FPGA digital logic controls the delivery and transport of random over a
peripheral component interconnect express generation 2 (PCle gen2) interface through a direct
memory access (DMA) transfer to a high-level system for further consumption.
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2 Security Boundary

The schematic illustrates the security boundary of Atlas QRNG. This includes all four PCBs - two
daughter cards, one main board, the FMC carrier card and the enclosure (within the black box). The
host/appliance and respective drivers that communicate with this device are not considered to be
within its entropy source boundary. The Atlas QRNG is a stand-alone entropy source, able (and
designed) to be embedded in any restricted-access appliance environment while maintaining the
physical access limitations standards required as per NIST 800-90B and ESV process. This allows
the potential user, as well as Qrypt Inc., to define operating conditions of the host while preserving
Atlas’s entropy quality and functionality within a secure boundary.
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Figure 2 Security boundary of Atlas QRNG PCle Card

3 Operating Conditions

The interface to the host appliance is a 4-lane PCle gen2 interface and has a maximum data rate of
16Gbps per slot (not considering network limitations). Details of the Atlas QRNG’s operating
conditions are tabulated below.

Table 2 Parameters relevant to Atlas entropy generation

Parameters Unit  Value Notes
Temperature °C 0-40 Atlas QRNG is rated to operate in this ambient
temperature range.
Rail Voltages Vv <10% The rail voltages are monitored at startup to be
deviation within acceptable bounds
LED current mA 70 This the target LED drive which is constantly
monitored during operation.
Power w 10 Expected power consumption of Atlas QRNG at
consumption normal operational levels.
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Output Min- | Per >0.94 Expected min-entropy rate of Atlas QRNG at target
entropy bit operating conditions.

4 Configuration Settings

The Atlas QRNG does not require further configuration to operate in compliance with its
certificate.

5 Physical Security Mechanisms

The Atlas QRNG is a self-contained PCle device and will regulate its own physical properties
as part of its health testing procedure.

6 Min-entropy Rate
The Atlas QRNG provides 963 bits of entropy within each 1024-bit conditioned output block.

The raw entropy of any physical QRNG system must contain contributions from quantum
phenomena as well as classical side information resulting from imperfect quantum state
preparation, inefficient detection, and other limitations in analog hardware components.
The raw entropy material therefore must be considered a convolution of entropy
distributions arising from quantum and classical effects, which, in principle, invalidates any
IID claim for raw data.

Below is the min-entropy assessment of Atlas’s raw data calculated using the non-IID tool,
considering a sample size of 8-bits.

Table 3: ea_non_iid tool calculation on the submission data

Atlas OE HS Ho HB HA = min({Ho,n gt HB}) HI = min({Hs, HA})
Rev1.0 | 6 | 6.638405 | 0.764502 6.116019 6
Rev 1.1 6 | 6.638382 | 0.786601 6.292808 6

The Toeplitz extractor is configured appropriately to eliminate all classical side-information
in Atlas’s raw entropy and generates a near-uniform entropy distribution. This is the output
of Atlas QRNG.

7 Health Tests

Health monitoring of the Atlas QRNG is divided into several categories — start-up tests, continuous
and on-demand statistical monitoring, and operational health tests. These are detailed below:
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Start-up tests

The startup tests are designed to be performed after powering up, rebooting, and before the first
use of the Atlas QRNG. These tests provide assurance that the entropy source components are
working as expected before they are used in normal operating conditions to generate entropy. These
include the repetition count test (RCT) and adaptive proportion test (APT) from SP 800-90B, as well
as some system specific tests, to be run on at least 4096 samples. Any consecutive failure of the
RCT and APT test results in a board shutdown at start-up. Any system wide failure of the Atlas
QRNG hardware also results in a power down state.

Continuous tests

Once the power-up and start-up tests are successful, the RCT and APT continuously monitor the
raw data for entropy loss and degradation. These tests are implemented within the FPGA logic of
Atlas QRNG, where raw data is continuously checked to satisfy the cut-off criteria for both tests
over a certain number of samples. Any consecutive failure to either the APT or RCT results in a board
shutdown. In addition, Atlas QRNG implements a test routine that monitors the raw data
distribution at periodic intervals, initiating recalibration whenever it deviates from expected
distribution based on the quantum theoretical model.

On-demand tests
The on-demand test involves a user-initiated power-cycle of the Atlas entropy source which will
perform all startup tests as a part of its power-on process.

Operational monitors

Beyond the tests mentioned above, Atlas QRNG monitors several other parameters that are crucial
to entropy quality. This involves monitoring board temperature, noise variance, photocurrent levels
and performing periodic normality checks. The software within the FPGA has the ability to
recalibrate the system if these parameters go out of accepted bounds.

8 Maintenance

The Atlas QRNG does not require maintenance to remain compliant.

9 Required Testing

The consumer of Atlas QRNG does not need to test the device separately and should rely on
Atlas QRNG’s built in health testing.
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