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Description
AC8025 HSM Entropy Source is a hardware module utilizes a physical non-deterministic Noise
Source, SP 800-90B approved Health Tests, and a SP 800-90B vetted Conditioner. A logic

diagram of the AC8025 HSM Entropy Source is shown in Figure-1.
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Figure-1 AC8025 HSM Entropy Source Logic Diagram

The AC8025 HSM Entropy Source is a component of the AC8025 HSM Cryptographic Module

shown in Figure-2, which is a subsystem of the AC8025 SoC as shown in Figure-3.
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Figure-2 AC8025 HSM Architecture
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Figure-3 AC8025 Chip Architecture

The AC8025 SoC operating environment is the AC8025H. This single chip is encapsulated in a
28x 28mm opaque stainless-steel enclosure (shown in Figure 4) which prevents outside
interference and probing.

Figure- 4 AC8025 Single Chip



Security Boundary
The Entropy Source’s security boundary is the cryptographic module’s boundary as shown in
Figure 3 the red.

Operating Conditions
The operating temperature range of AC8025 HSM Entropy Source is consistent with the chip
operating range, within ambient temperature -40 to 85C. The operating voltage is 0.9V+-5%.

Configuration Settings
There are no configurations needed.

Physical Security Mechanisms

As shown in Figure 1, the AC8025H is a single chip with a stainless-steel enclosure,
approximately 28mm*28mm. The enclosure is opaque, no backdoor and the packaging cannot
be dissembled. The circuit of entropy source is inside the chip and has no independent physical
output port. It cannot be probed. In the operational environment, there is no way for the
outside world to affect the operation of the entropy source.

Conceptual Interfaces
- Operator can access AC8025 HSM Service hsm_services_random_gen to get the random
number. The bit length parameter should be passed with the command,

‘#hsm_services_random_gen -1 <bit_length> ‘

[NOTE: Operator can only obtain the random data from the DRBG module, entropy
source’s output will be seeded to the DRBG module.]

- Operator can get the status in the indicator console:

#Service start indicator: [Approved Service: hsm_services_random_gen start. ]

#Service end indicator: [Approved Service: hsm_services_random_gen end. ]

After service end, operator can get the result file in workspace random.bin.

Min-Entropy Rate
H_out = 1 Bit/Bit

Health Tests
The AC8025 HSM Entropy Source contains three types of health tests.
- Start-up tests: Start-up tests include the Continuous tests and are executed at power-up.

The operator can get the start-up test results in the indicator console.
Condition | Console Output

PASS: [STS]ENT startup test finished with status: ©
FAIL: [STS]ENT startup test finished with status: 1




If any of the tests fail, the entropy source will enter “STOP” mode and not output any data.

- On-demand tests: On-demand test will be executed automatically when the entropy source
be reset. On-demand tests are the Start-up tests. The operator can get the result of the On-
demand tests in the indicator console:

Condition | Console Output

PASS: [STS]ENT on-demand test finished with status: ©
FAIL: [STS]ENT on-demand test finished with status: 1

If any of the tests fail, the entropy source will enter STOP mode and not output any data.

- Continuous tests: Continuous tests, consisting of the SP 800-90B Repetition Count Test and
Adaptive Proportion Test, are executed during the process of generating random numbers.

The operator can get the result of the Continuous tests in the indicator console:
Condition | Console Output

PASS:
FAIL: [SECSERV]ENT Continue test fail, status: #err_num

Where #err_num is:

e 1, RCT test fail

e 2, APT test fail.

When Continuous tests pass, there is no output in the indicator console.

If any of the tests fail, the entropy source will enter STOP mode and not output data.

Maintenance
No maintenance requirement.

Required Testing
No additional testing is required. The Health Tests check the validity and quality of the noise
source.

Vendor Permissions and Relationship
Reuse Restricted to Vendor Use.



