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COPYRIGHT AND DISCLAIMER 

The information contained in this document represents the current view of Microsoft Corporation on the issues 

discussed as of the date of publication. Because Microsoft must respond to changing market conditions, it 
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should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee the 

accuracy of any information presented after the date of publication. 

This document is for informational purposes only. MICROSOFT MAKES NO WARRANTIES, EXPRESS OR 

IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT. 

Complying with all applicable copyright laws is the responsibility of the user. This work is licensed under the 

Creative Commons Attribution-NoDerivs-NonCommercial VLicense (which allows redistribution of the work). To 

view a copy of this license, visithttp://creativecommons.org/licenses/by-nd-nc/1.0/ or send a letter to Creative 

Commons, 559 Nathan Abbott Way, Stanford, California 94305, USA. 

Microsoft may have patents, patent applications, trademarks, copyrights, or other intellectual property rights 

covering subject matter in this document. Except as expressly provided in any written license agreement from 

Microsoft, the furnishing of this document does not give you any license to these patents, trademarks, 

copyrights, or other intellectual property. 

The example companies, organizations, products, people and events depicted herein are fictitious. No 

association with any real company, organization, product, person or event is intended or should be inferred. 

© 2025 Microsoft Corporation. All rights reserved. 

Microsoft, Active Directory, Visual Basic, Visual Studio, Windows, the Windows logo, Windows NT, and 

Windows Server are either registered trademarks or trademarks of Microsoft Corporation in the United States 

and/or other countries. 

The names of actual companies and products mentioned herein may be the trademarks of their respective 

owners. 
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1 Description 

The Jitter Entropy Source consists of a non-physical noise source and supplemented with a vetted conditioning 

component. It is based on version 3.3.1 of Jitter RNG. 

This noise source follows the non-IID track and makes no IID claims.  

This document is based on the Jitter Entropy Assessment Report and was tested on the following platforms: 

Operating System(s)  Processor  

Metaswitch Linux 8 Intel(R) Xeon(R) Gold 6134 CPU 

Metaswitch Linux 8 Intel(R) Xeon(R) CPU E5-2666 

Azure Linux 3.0 Intel(R) Xeon(R) Platinum 8370C 

Azure Linux 3.0 Ampere Altra 

Azure Linux 3.0 Azure Cobalt 100 

SONiC release 202305 AMD GX-424CC  

SONiC release 202305 Intel Xeon CPU D-1530 

SONiC release 202305  Intel Atom CPU C2538 

SONiC release 202305 Intel Celeron CPU 1047UE 

SONiC release 202305 AMD EPYC 3251 8-Core Processor 

Table 2: Tested Platforms 

2 Security Boundary 

The security boundary of the Jitter Entropy Source is shown in Figure 1 below.  
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Figure 1: Jitter Entropy Source Boundary 

3 Operating Conditions 

Table 3 below summarizes the operating conditions under which the entropy source is expected to provide full 

entropy for each of the tested platforms. 

Operating System  Device Processor  Clock 

Speed 

(GHz) 

Cache (KiB) 

Metaswitch Linux 8 Dell PowerEdge R640 Intel(R) Xeon(R) Gold 6134 CPU 3.20 L1d: 32 

L1i: 32 

L2: 1,024 

L3: 25,344 

Metaswitch Linux 8 AWS c4.2xlarge Intel(R) Xeon(R) CPU E5-2666 2.90 L1d: 32 

L1i: 32 
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L2: 256 

L3: 25,600 

Azure Linux 3.0 Azure Virtual Machine 

Standard_D4_v5 

Intel(R) Xeon(R) Platinum 8370C 2.80 L1d: 2 x 96 

L1i: 2 x 64 

L2: 2 x 25,600 

L3: 49,152 

Azure Linux 3.0 Standard_D4ps_v5 ARM64 Ampere Altra 3.0 L1d: 4 x 256 

L1i: 4 x 256 

L2: 4 x 4096 

L3: 32,768 

Azure Linux 3.0 Standard_D4ps_v6 ARM64 Azure Cobalt 100 3.4 L1d: 4 x 256 

L1i: 4 x 256 

L2: 4 x 4096 

L3: 131,072 

SONiC release 202305 Arista-7060CX-32S AMD GX-424CC  1.4 L1d: 4 x 128 

L1i: 4 x 128 

L2: 2,048 

SONiC release 202305 Cisco-8102 Intel Xeon CPU D-1530 2.7 L1d: 128 

L1i: 128 

L2: 1024 

L3: 6,144 

SONiC release 202305  Force10-S6100 Intel Atom CPU C2538 2.4 L1d: 96 

L1i: 128 

L2: 2,048 

SONiC release 202305 Mellanox-SN2700 Intel Celeron CPU 1047UE 1.4 L1d: 64 

L1i: 64 

L2: 512 

L3: 2,048 

SONiC release 202305 Nokia 7250 AMD EPYC 3251 8-Core Processor 1.2 L1d: 8 x 256 

L1i: 8 x 512 

L2: 8 x 4096 

L3: 2 x 16,384 

Table 3: Test Platform Operating Conditions 

4 Configuration Settings 

The entropy source does not expose any configuration settings to the user. All parameterization and settings 

are handled by the system at startup. However, Table 4 summarizes the relevant options that were set when 

compiling the entropy source. 

Parameter Value Description 
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JENT_RANDOM_MEMACCESS Enabled When enabled, JENT performs memory access operations between 

each timestamp collection. 

JENT_CONF_ENABLE_INTERNAL_TIMER Disabled When enabled, JENT implements a pseudo high-resolution timer to 

provide timestamps in place of the CPUs timer. This is intended for 

systems where the CPU timer operates at a frequency insufficient 

to provide high frequency timestamp deltas. 

JENT_CONF_DISABLE_LOOP_SHUFFLE Enabled When disabled, the SHA3 hashing operation is implemented by a 

non-fixed length loop, extending the duration of the hashing 

operation. When enabled only one hashing operation is performed. 

JENT_MIN_OSR 3 The oversampling rate to be used by JENT 

Table 4: Entropy-Relevant Configuration Parameters 

5 Physical Security Mechanisms 

The entropy source does not provide any physical security mechanisms beyond that which is standard with the 

computer and processor in the tested platform. 

6 Conceptual Interfaces 

6.1 GetEntropy 

The entropy source is used to initialize the SymCrypt deterministic random number generator; the conditioned 

entropy is not made accessible to users through an external interface.  

6.2 GetNoise 

The entropy source does not provide an external interface to obtain raw noise.  

6.3 Health Test 

The entropy source does not provide an interface to trigger an on-demand health test. Restarting the 

cryptographic module will restart the entropy source and so it will execute all health tests again. 

7 Min-Entropy Rate 

The conditioning chain for the entropy source is as follows: 

1) Raw noise is collected from timestamps  
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 Health tests are performed 

 The 𝐻𝑠𝑢𝑏𝑚𝑖𝑡𝑡𝑒𝑟for this source is considered to be more than 0.33 bits per bit in a 64-bit output 

sample 

2) This output is conditioned via SHA3-256 hash function 

SP800-90B section 3.1.5.1.2 allows vetted conditioning components to claim full entropy. As per resolution 19 

on appendix D.K of the Implementation Guidance, each 256-bit output sample contains 256 bits of entropy, or 

full entropy. 

The output of the Jitter Entropy Source is provided to a CAVP certified SHA3-256 (# A6568).   

8 Health Tests 

The health tests for the entropy source are part of the continuous health tests which satisfy all requirements of 

SP800-90B Section 4.3.  

The continuous health tests are: 

 Repetition count test, defined in NIST SP800-90B section 4.4.1. 

 Adaptive proportion test, defined in NIST SP800-90B section 4.4.2. 

 Lag predictor test, a vendor-defined test based on the lag prediction estimate defined in section 6.3.8 

of NIST SP 800-90B. 

 Stuck test, a vendor-defined test that generalizes the repetition count test to detect trends in which the 

noise source behaves linearly. If a sample is labelled as stuck, it is input to the conditioning component 

but not counted as providing entropy; if too many samples are stuck, the test returns a failure. 

If any test fails, the entropy source discards its data and outputs an error code indicating which test has failed. 

The start-up tests execute the continuous health tests on the first 1024 samples plus a clock resolution test, 

which checks whether the clock has enough resolution to provide entropy. These samples are never output by 

the entropy source, even when they pass the tests. If a test fails during start-up, an error code is returned and 

the entropy source is not instantiated. 

There is not a particular interface to run the on-demand tests. To do so, the entropy source can be re-

instantiated to run the start-up tests. 

9 Maintenance 

The entropy source does not have any user-required maintenance requirements.  

https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?product=19283
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10 Required Testing 

SP 800-90B required tests were performed on data collected from the platforms in Table 2: Tested Platforms 

during validation. The user can rely on the runtime health tests in Jitter Entropy Source to obtain assurance that 

the device is operating correctly because the user cannot access the raw noise data.  No further testing is 

required. 


