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1. Description

The Sansec CPU Jitter RNG version 3.4.1 is a non-physical entropy source. The entropy
source meets the requirements of SP 800-90B and related Implementation Guidance (as of
December 20, 2024). The noise generation of this entropy source is based on the tiny variations
in the execution time of the same piece of code. The execution time of this piece of code is
made unpredictable by the complexity of the different hardware components that comprise
modern CPUs and the different internal states that the operating system can have at a certain
point in time.

This entropy source uses an external timer provided by the operational environment on
which the entropy source was tested. The noise source was tested under the assumption that
its output is non-IID.

The noise source is implemented by collecting and accumulating time variances of variable
memory accesses and variances in the execution time of a defined set of instructions, which
includes an implementation of SHA3-256. The time variances, in the form of time deltas, are
accumulated and mapped down to 256-bits by the SHA3-256 vetted conditioning function
which outputs 256 bits of full entropy. The entropy source was tested on the host operational
environments listed in Table 1 and the QEMU virtualization operational environments listed in
Table 2.

Table 1: Host operational environment and version

Manufacturer | Model Operational Environment & Version Processor Cache
Intel X L1 Data: 32KB
. . ntel Xeon
Super Micro X11-SPL-F | Rocky Linux 8.9 Gold 5218 L2: 1MB
L3: 22MB

Table 2: QEMU virtualization operational environment and version

QEMU Version Virtualization Guest OS Version Processor Cache

L1 Data: 32KB
6.2.0 kvm Rocky Linux 8.9 Intel Xeon Gold 5218 L2: 1MB
L3: 22MB

2. Security Boundary

The boundary of the CPU lJitter implementation is shown in Figure 1. CPU lJitter gets its
entropy from the time deltas between repeated hash/memory collection operations. The CPU
Jitter output is used to seed an SP 800-90A compliant DRBG, which is outside of the boundary
of the entropy source.

The security boundary of the CPU lJitter implementation contains the source code files
provided as part of the software delivery. The source code contains API calls which are used by
modules requesting entropy from CPU lJitter.
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Figure 1. entropy source diagram

3. Operating Conditions

The noise source is non-physical, and thus the operating conditions are inherited from the
operational environment in which the entropy source is installed .

Table 3: Operating Conditions for each Operational Environment

Manufacturer / Model Temperature Voltage Humidity Clock Speed

SuperMicro / X11-SPL-F 0cC° -50cC° +100-240V 5t095% 2.3 GHz

4. Configuration Settings

Table 3 summarizes the configuration settings. These settings must be preserved to
comply with the CPU litter ESV certificate.

Table 4: Configuration Settings

Parameter Value Description

JENT_CONF_DISABLE_LOOP_SHUFFLE | Enabled | Dis2Ples pseudo-random looping e.g., lower
boundary entropy equals upper boundary entropy.

JENT_HEALTH_LAG_PREDICTOR Enabled Enables the lag predictor health test.




Sets the size of the window for the lag predictor

JENT_LAG_WINDOW_SIZE 131072 |
JENT LAG HISTORY SIZE 3 Sets the size of the history for the lag predictor health
- - - test.
Ensures the entropy source meets the updated
ENTROPY SAFETY FACTOR 64 defm.lt'lon for full entropy, where entropy into the
- - conditioner must be greater than or equal to nout +
64.
JENT RANDOM MEMACCESS Enabled Enables random memory access using bit versus
- - blocks
Number of bits in a memory block (i.e., the memory
JENT_MEMORY_BIT: 2
- ORY_BITS > block size in bits is 22 JENT_MEMORY_BITS)
JENT_MEMORY_SIZE 32MiB Memory block size
JENT_MEMORY_ACCESSLOOPS 128 Memory access loops
Set in code by JENT_CONF_DISABLE_LOOP_SHUFFLE
JENT_MIN_OSR 3 Y - -
- - (Enabled: 3 (default), Disabled: 1)
JENT_CONF_ENABLE_INTERNAL TIMER | Disabled Ensures the entropy source does not use pthreads for

sample generation.

5. Physical Security Mechanisms

The noise source is non-physical. The physical security mechanisms only apply to the

hardware component of the operational environment in which the entropy source is installed,

and thus the entropy source inherits those mechanisms.

6. Conceptual Interfaces

The entropy source provides the following interfaces:

e jent_entropy_init(): Initializes the entropy source context, including the configuration of the
CPU timer or the internal timer.

e jent_read_entropy(): Obtains conditioned entropy for the caller. This is the main function of

the entropy source, the one that shall be used to request entropy data. This interface
corresponds to the GetEntropy() conceptual interface from SP800-90B.

e jent_entropy_collector_free(): zeroizes and frees the given entropy collector instance.

7. Min-Entropy Rate

The CPU litter Entropy source generates an output that is considered to have full entropy.

A request for 256 bits of entropy results in 256 bits of entropy per output sample, or full

entropy.




8. Health Tests

Per the SP 800-90B requirements, health tests are run when CPU lJitter starts and are then
run continuously while it is operating. All tests check for persistent failures based on their
respective “cutoff” values, which represent expected error thresholds.

CPU lJitter implements four types of health tests:

1. Stuck Test
2. Repetition Count Test (RCT)
3. Adaptive Proportion Test (APT)
4. Lag Predictor Test with options
e Size of the Lag-predictor-based health test window is 131072 (defined as
JENT_LAG_WINDOW_SIZE).
e Size of the Lag-predictor-based history is 8 (defined as JENT_LAG_HISTORY_SIZE)

All health test failures are considered permanent failures. If one is triggered, the current
instance of the CPU lJitter will always remain in error state. The documentation of the API call
jent_read_entropy(3) explains that the caller can only clear this error state by deallocating the
CPU litter instance followed by an allocation of a new CPU lJitter Entropy Source instance to
reset the noise source.

The following error codes are defined for jent_read_entropy():

e -1 entropy_collectoris NULL

e -2 RCT failed

e -3 APT test failed

e -4 The timer cannot be initialized
e -5 Lagfailure

The Lag Predictor Test is configured with the following values:

Table 5: Lag Predictor Test Configuration

Parameter Value Description

JENT_HEALTH_LAG_PREDICTOR Enabled Enables the LAG predictor health test
JENT_LAG_WINDOW_SIZE 131072 Size of the Lag-predictor-based health test window
JENT_LAG_HISTORY_SIZE 8 Size of the Lag-predictor-based history
JENT_CONF_ENABLE_INTERNAL_TIMER | Not Defined Allow the internal (pthreads-based) timer

9. Maintenance

There are no maintenance requirements as this is a software-based entropy source.




10. User Verification

The entropy source does not provide access to raw data. The user of this source must
rely on the health tests to detect and flag any insufficiencies in entropy.

11. Vendor Permissions and Relationship

This entropy source is Restricted to the Vendor.



