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1 Description 
The iLO 5 and iLO6 RTOS Scheduler Jitter Entropy Source is a non-IID, non-physical, jitter-based 
entropy source developed by Hewlett Packard Enterprise. The entropy source extracts noise from 
the timing jitters in the RTOS’s interrupt response time. An additional, and uncredited, ring oscillator 
noise source is used to provide 1-bit samples as additional noise. 

This entropy source has been tested against SP 800-90Br1, and the April 18, 2025 publication of 
the FIPS 140-3 IG. 

Table 1: Operating Environments and Versioning 

Entropy OE Processor OS Firmware 
Version 

Part Numbers 

iLO5 

ARM Cortex-A9 Green Hills INTEGRITY 11.2.4 RTOS 

v3.05a P00197-285, 
P00197-001 

iLO6 v1.60a P00197-265 
P00197-285 

 

 

Figure 1  High-level architecture 
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2 Security Boundary 
The schematic illustrates the security boundary of the RTOS Scheduler Jitter Entropy Source. The 
boundary is the same as the module it is implemented within. 

 

3 Operating Conditions 
The RTOS Scheduler Jitter Entropy Source is implemented within a cryptographic module’s security 
boundary and will inherit the operating condition requirements from the module. 

4 Configuration Settings 
The RTOS Scheduler Jitter Entropy Source does not require further configuration to operate 
in compliance with its certificate. In addition, this entropy source does not have any fixed 
configuration settings for the consumer of the entropy source to examine. 

5 Physical Security Mechanisms 
The RTOS Scheduler Jitter Entropy Source is a part of a multi-chip embedded FIPS 140-3 
cryptographic module, constructed from production-grade components including standard 

 Figure 3 Security boundary for the iLO5 Figure 3 Security boundary for the iLO6 
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passivation techniques, and is protected by the physical security mechanisms of the 
cryptographic module. 

6 Min-entropy Rate 
The RTOS Scheduler Jitter Entropy Source provides 384-bits of entropy per 384-bit output 
block, in other words: this entropy source provides full entropy in its output. 

7 Health Tests 
Health monitoring of the RTOS Scheduler Jitter Entropy Source is divided into several categories 
– start-up tests, continuous and on-demand statistical monitoring, and operational health tests. 
These are detailed below: 

Start-up tests 
These consist of running both the RCT and APT SP 800-90B health tests over a continuously 
provided sequence of 1024 samples. Additionally, the entropy source will not write out its 
buffer until these have been passed. 
 
Continuous tests 
These consist of running both the RCT and APT SP 800-90B health tests over every sample 
that may be provided by the entropy source. 
 
On-demand tests 
These are provided to the user by resetting the entropy source, causing the start-up health tests to 
begin. 

8 Maintenance 
The ILO 5 and iLO6 RTOS Scheduler Jitter Entropy Source does not require maintenance to 
remain compliant.  

9 Required Testing 
The consumer of RTOS Scheduler Jitter Entropy Source is the cryptographic module in which 
it is implemented. To ensure that the entropy source is implemented, the tester should 
compare the firmware and part number of the IUT to Table 1. 
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