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Description

The Hayabusa2 entropy source is a physical (P) entropy source compliant with NIST SP 800-90B.
It includes a hardware-implemented noise source and firmware-implemented health tests.
There is no conditioning component. The noise source is claimed to produce non-IID data.

Security Boundary
The Hayabusa2 entropy source is depicted in Figure 1. The noise source output is provided to
the health tests and no conditioning component is implemented.
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Figure 1: Block Diagram of the Entropy Source

Operating Conditions

The noise source circuit will operate under the following conditions:
- Temperature range: 0 °Cto 125 °C

- VDD:0.80V +/- 10%

- Across all process corners

Configuration Settings
There are no configuration settings for entropy source operation.

Physical Security Mechanisms
The Hayabusa2 entropy source is composed of production-grade components with standard
passivation and is enclosed in an opaque integrated circuit package.

Conceptual Interfaces
There are no conceptual interfaces that allow users direct access to the entropy source.



Min-Entropy Rate
The Hayabusa2 entropy source provides 6.0 bits of min-entropy per bit. An 80-byte output is
provided to an SP800-90A compliant Hash-DRBG.

Health Tests

The Hayabusa2 entropy source performs all necessary health tests specified in SP 800-908B,
including startup, continuous, and on-demand tests. If the entropy source fails any of these
tests, it enters an error state, which can be resolved by power cycling.

Maintenance
There are no maintenance requirements for the Hayabusa2 entropy source.

Required Testing
The Hayabusa2 entropy source was tested by collecting raw noise source output and processing
it with the SP800-90B tool. No further testing is necessary.



