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Description

The PS5018-E18 ASIC hardware includes a true non-deterministic random number generator
called “NOISEGEN_T12FFC”. This NOISEGEN_T12FFC is a physical entropy source that meets the
requirements of SP 800-90B. It is used to seed a deterministic random bit generator (DRBG)
that complies with SP 800-90A. The claimed non-1ID output of the entropy source has been
tested on the PS5018-E18 ASIC microcontroller which is contained within a NVMe self-

encrypting drive.
Table 1. Evaluated Version
Identifier Version

Operational Environment PS5018-E18

The entropy source is compliant to NIST Special Publication 800-90B Recommendation for the
Entropy Sources Used for Random Bit Generation (Last Modified Date: January 2018), IG D.J
(Last Modified Date: November 5, 2021) and IG D.K (Last Modified Date: March 17, 2023).

Security Boundary

Figure 1 shows the entropy source block diagram within the PS5018-E18 ASIC. The entropy
source boundary contains its own health tests, which are performed on all random bits
generated by the noise source. If no failures occur, the random bit can be used for DRBG
mechanisms.
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Figure 1: Entropy Source Security Boundary
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Operating Conditions

The entropy source is expected to generate random data under normal operating conditions for
the built-in PS5018-E18 ASIC SSD module, which are detailed in the following table.

Parameter Value Description
Temperature Min. -40°C Typ. 25 °C Max. 85 °C | operational temperature
Voltage ~0.8V VCCK

Clock speed 10MHz Frequency of clock

Configuration Settings
Customers would not have the ability to configure the settings of the entropy source.

Physical Security Mechanisms

The entropy source operates within the PS5018-E18 ASIC which is a distinct single chip with
opaque package. Access to the entropy source without physical damage is not possible, hence
requirements for tamper-evidence can be fulfilled.

Conceptual Interfaces
A user can access the following conceptual method: TCG Random

Min-Entropy Rate

Based on the Entropy Assessment Report, the most pessimistic result from the output of the
NOISEGEN_T12FFC is 0.8 bits of min-entropy per output bit.

Health Tests

The entropy source performs a modified Repetition Count Test (RCT) and an Adaptive Proportion
Test (APT) for start-up, continuous, and on-demand requirements. These tests are run over
consecutive 1024 bits collected from the noise source before they are available for use. The
PS5018-E18 ASIC checks the counts of failures while performing continuous health tests. If the
counts exceed 3, the fault will be considered as a persistent failure. The RNG interface will report
an error status, and the PS5018-E18 ASIC will be stuck. In the case where a persistent failure is
detected, the entropy source will not produce any outputs.

Maintenance
There are no maintenance requirements related to the Entropy Source.

User Verification

The Entropy Source compliance to SP 800-90B was validated using the special testing interface
by the SP 800-90B entropy assessment Tool version 1.1.8 provided by NIST.
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The raw noise data samples, including 1,000,000 consecutive samples, were obtained directly
from the noise source. Both the theoretical assessment and the test results predicted a higher
min-entropy than the expected conservative min-entropy of 0.8.

The built-in health test includes the modified Repetition Count Test (RCT) and the Adaptive
Proportion Test (APT). These health tests will run every time entropy data is requested. If either
test fails, the entropy source raises an error. This built-in health test is used to check the validity
of the noise source, so no further testing is required.

Vendor Permissions and Relationship
The entropy source is validated as reuse restricted to vendor.
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