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1 Description

The BSAFE Crypto Module 3.0.1 Entropy Source is a non-physical entropy source, based on the
CPU Time lJitter [Jitter] implementation, version 2.2.0. The design has been customized and
includes the following significant changes:

e The internal state is calculated using nested HMACs with SHA2-256, rather than an LFSR

e The conditioning function is HMAC with SHA2-256

e No explicit large memory block access for cache invalidation is performed by the source

The entropy source design is compliant with the requirements of NIST SP 800-90B (version
January 2018) and FIPS 140-3 Implementation Guidance (version December 20, 2024).

The BSAFE Crypto Module 3.0.1 Internal Entropy Source is designed to be operated on all the
following platforms:

Table 1: Operating Environments

Operating System Virtualized Hypervisor Processor

Dell PowerMax OS 10 No - Intel Xeon Gold 6254

Dell PowerMax OS 10 No - Intel Xeon Gold 5218

Dell PowerMax OS 10 No - Intel Xeon Platinum
8280L

Red Hat Enterprise Linux 7 Yes VMware ESXi 6.7 | Intel Xeon Gold 6136

Red Hat Enterprise Linux 7 Yes VMware ESXi 6.7 | Intel Xeon Gold 6136

(32-bit)

Microsoft Windows Server 2016 Yes VMware ESXi 6.7 | Intel Xeon Gold 6246

Microsoft Windows Server 2019 Yes VMware ESXi 6.7 | AMD EPYC 7451 24-Core

2 Security Boundary

The security boundary of the entropy source is the memory and CPU of the computing device
that hosts the entropy source software. The security boundary of the entropy source is entirely
within the security boundary of the BSAFE Crypto Module 3.0.1. The entropy source
implementation runs in an operating system process on the device hardware.

Figure 1 depicts the overall design of the entropy source, which composes of the components
that conceptually map to those of an SP 800-90B compliant entropy source:

e A primary noise source

e Health tests

e Conditioning chain
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Figure 1. Entropy Source Design

The entropy source has a primary noise source that collects the variations of the execution
times of a set of repeated operations to collect and process time stamps.

The variations are accumulated into a 32-byte data buffer after they are conditioned by a
HMAC SHA-2 256 calculation. The key for the conditioning operation, the HMAC secret, is
generated from multiple system values. None of the inputs used to generate the HMAC secret
come from outputs of the entropy source. The inputs for the secret do not contribute to the
entropy generated by the source.

3 Operating Conditions

Since the entropy source is a software non-physical source, its entropy-relevant operating
conditions can be derived from the platform that it is implemented on, as shown in Table 2.
Entropy Source's Operating Conditions.



Table 2. Entropy Source's Operating Conditions

Manufacturer / Model Temperature Voltage Humidity Clock Speed Cache Sizes
Dell PowerMax with Intel ti;-lfSXxg?,ZZKKBB
Xeon Gold 6254 running 10-35°C 200 -240 VAC | 20%to 80% | 3.1-4.0GHz L2: '18 «1MB
Dell PowerMax OS 10 13 24.75 MB
Dell PowerMax with Intel ti;-lfGXxg?,ZZKKBB
Xeon Gold 5218 running 10-35°C 200 -240 VAC | 20% to 80% | 2.3—-3.9 GHz L2: i6x 1MB
Dell PowerMax OS 10 13: 22 MB
Dell PowerMax with Intel L1i: 28 x 32 KB
Xeon Platinum 8280L o o 0 L1d: 28 x 32 KB
running Dell PowerMax OS 10-35°C 200 -240 VAC | 20% to 80% | 2.7 —4.0 GHz 12: 28 x 1 MB
10 L3:38.5 MB
Dell PowerEdge R640 with L1i: 12 x 32 KB
Intel Xeon Gold 6136 . o o L1d: 12 x 32 KB
running Red Hat Enterprise 10-35°C 100 —240 VAC | 10% to 80% | 3.0—3.7 GHz 12: 12 x 1 MB
Linux 7 L3: 25 MB
Dell PowerEdge R640 with L1i: 12 x 32 KB
Intel Xeon Gold 6136 . o o L1d: 12 x 32 KB
running Red Hat Enterprise 10-35°C 100 —240 VAC | 10% to 80% | 3.0—3.7 GHz 12: 12 x 1 MB
Linux 7 (32-bit) L3: 25 MB
Dell PowerEdge R640 with L1i: 12 x 32 KB
Intel Xeon Gold 6246 . o o L1d: 12 x 32 KB
running Microsoft 10-35°C 100 —240 VAC | 10% to 80% | 3.3 —-4.2 GHz 12: 12 x 1 MB
Windows Server 2016 L3: 25 MB
Dell PowerEdge R7425 with L1i: 24 x 64 KB
AMD EPYC 7451 running ace B o o B L1d: 24 x 32 KB
Microsoft Windows Server 10-357C 100 -240 VAC | 20%10 80% | 2.3~ 3.2 GHz L2: 24 x 512 KB
2019 L3: 64 MB

4 Configuration Settings

Table 3: CPU lJitter Configuration Parameters

Parameter

Description

Default Value

JENT_SAMPLE_STRENGTH

Bits of entropy
assumed per
execution time value




JENT_STATE_BYTES Size of the jitter R1_DGST_SHA256 MD_LEN =32
internal state bytes

Maximum number of
bits of entropy that (JENT_STATE_BYTES*8) = 256 bits
can be requested per
call

JENT_MAX_STRENGTH

SHA-2 256
implementation used R1_DGST_METH_sha256_C_fast
with the HMAC
conditioner

JENT_DGST_METH

5 Physical Security Mechanisms

The entropy source is non-physical, and thus the physical security mechanisms are inherited
from the operational environments in which the entropy source is installed.

6 Conceptual Interfaces

The entropy source has interfaces to allow the caller to set both the buffer size and the security
strength of the entropy returned. The buffer size must be large enough to hold the requested
security strength.

The interface for fetching entropy is R_RAND_CTX_entropy_bytes. This corresponds to the
conceptual interface GetEntropy, as described in [SP 800-90B] section 2.3.1.

The relevant input parameters for this interface are:

e strength (bits), specifying the requested amount of entropy to be returned

e out (memory pointer), indicating the start of the memory area to receive the requested
entropy

e |en (bytes), specifying the size in bytes of the memory area to receive the requested
entropy

The relevant output values for this interface are:




e status (return code), indicates if the request has been satisfied. A return value of zero
indicates a successful request, and a non-zero return value indicates an unsuccessful
request.

e out (updated memory area), receives the requested entropy if the request has been
satisfied

The module uses the following input values to initialize the DRBG, according to the DRBG
algorithm.

Table 4: Entropy Parameters

DRBG Security strength / Output buffer size /
strength (bits) len (bytes)

CTR DRBG with AES-128 128 16

CTR DRBG with AES-192 192 24

CTR DRBG with AES-256 256 64

HMAC DRBG with SHA2-512 256 64

In addition, before a key is generated in the module, an additional amount of entropy is added
to the module DRBG before the DRBG is used to generate the key. 8 bytes of entropy with a
strength of 64 bits is requested, i.e. strength=64, len=8.

7 Min-Entropy Rate

The min entropy output is at least 255 bits of min entropy per 256 bits.

8 Health Tests

The BSAFE Crypto Module 3.0.1 Internal Entropy Source health tests are applied to
unconditioned executable time values from the noise source or on the raw data noise source
samples that are generated from the executable time values. There are no health tests that are
applied to the conditioned noise sample values.

Repetition Count Test and Adaptive Proportion Test

The following approved health tests are implemented by the entropy source and applied to the
raw data noise source samples derived from the executable time values:

* The Repetition Count Test (RCT) as defined in [SP 800-90B] Section 4.4.1
e The Adaptive Proportion Test (APT) as defined in [SP 800-90B] Section 4.4.2

The health tests are applied with the assumption that each raw data noise sample contributes
one bit of min-entropy.



A failure of either of the tests sets a persistent error state in the entropy source.

RCT Parameters

The acceptable probability of a false positive Repetition Count Test, a, is set to 2%%. That is, the
RCT should detect an error by measuring greater than the cutoff number of values in a sample
when the noise source is not in error in less than 1 in 22 samples.

The cutoff value that corresponds to the estimated entropy strength of the noise source is
calculated according to the formula in [SP 800-90B] using the Excel spreadsheet equation

1+ ((0- LOG(POWER(2,-20),2)) / (S)) - where S is the entropy strength (bits)

The estimated entropy strength for the source is one bit, which results in an RCT cutoff value of
22.

The RCT in the entropy implementation counts repeated noise sample values as defined in
[SP800-90B]. This is different to the reference implementation of the entropy source which
compares the number of repeated second-order difference values generated by the “stuck”
test rather and calculates the cutoff values it uses.

APT Parameters

The acceptable probability of a false positive Adaptive Proportion Test, a, is set to 2-2°. The APT
is performed with a Window size of 512, as defined for non-binary data samples in [SP 800-90B]
Section 4.4.2.

The APT cutoff value that corresponds to the estimated entropy strength of the noise source is
calculated using the Excel equation

1+ CRITBINOM(512, POWER(2, -(S)), 1 - POWER(2, -20)) - where S is entropy strength (bits)

The estimated entropy strength for the source is one bit, which results in an APT cutoff value of
311.

“Stuck” Test

The following developer-defined test is applied to executable time values directly:
e Jitter entropy "stuck” test

The “stuck” test is performed as described in [Jitter]. A failure of this test indicates an
intermittent error and the tested executable time value is not added to the entropy pool. If a
subsequent executable time value passes all tests it will be added to the entropy pool. An
internal state counter tracks the number of “stuck” test failures.



The “stuck” test is applied to three types of differences:
1. The executable time value, which is the difference between the current and previous
time stamps
2. The second-order difference, which is the difference between the current and
previous executable time values.
3. The third-order difference, which is the difference between the current second-order
difference and the previous second-order difference.

Each type of difference is initialized to zero when the entropy instance is instantiated. Each
difference is stored in internal state after it is calculated to be the “previous” value for the next
test calculation.

The “stuck” test checks that each difference is non-zero and the test fails if one or more values
are zero. This test detects a probable lack of randomness between consecutive time stamps
indicated by constant executable times or constant changes in executable times. Under normal
conditions of a noise source producing values with entropy this failure should occur
occasionally when consecutive values coincidentally remain constant or change at a constant
rate but these uncommon failures do not indicate a failed entropy source. It is reasonable to
discard the suspect executable time values without generating a persistent error in the entropy
source.

Startup Tests

The startup health tests are applied to an entropy source instance that is dedicated to run the
startup health tests. This instance of the entropy source is not used to collect entropy data for
the cryptographic module. The noise samples used in the test are not available for normal
entropy collection.

The entropy source performs a startup health test when it is initialized with a non-zero self-test
argument. Instantiation is triggered using the R_RAND_CTX_ctrl() API with the
R_RAND_F _INSTANTIATE control identifier.

The startup health test runs the APT and RCT on 1024 raw data noise samples [SP 800-90B]. A
failure of a test for any noise sample puts the entropy source into a persistent failure state and
the entropy source will not return data. The failure of a startup health test returns to the calling
application to indicate the entropy source has failed on startup and the cryptographic module
cannot create an entropy source instance to collect entropy data for applications.

The “stuck” tests are also run during startup but do not affect the status of the entropy source.

Continuous Tests

10



The continuous health tests are applied to the entropy source instance that collects entropy for
the cryptographic module.

The BSAFE Crypto Module 3.0.1 Internal Entropy Source applies all health tests as continuous
tests to all noise samples.

The failure of an APT or RCT returns to the calling application to indicate the entropy source has
failed and returns to the calling application on each subsequent attempt to collect entropy. This
is a persistent failure.

The failure of a “stuck” test does not return to the calling application but does not include the
current noise sample in the entropy pool. Noise samples continue to be collected and tested as
normal and the “stuck" test failure is reset by the next sample that passes the test.

On-demand (Health) Tests

The on-demand health tests are applied to an entropy source that is dedicated to run the on-
demand testing. This instance of the entropy source does not collect entropy data for the
normal operation of the cryptographic module.

The on-demand tests perform the start-up tests on this dedicated instance.

The failure of the on-demand tests returns to the calling application to indicate the on-demand
testing has failed. The cryptographic module sets its own persistent error state to indicate
testing has failed and disallows use of cryptographic functions.

9 Maintenance

There are no maintenance requirements as this is a software-based entropy source

10 User Verification

The entropy source performs the startup and continuous health tests described above, as
required by SP 800-90B. No further testing by the user or module integrator is required or
available.

11 Vendor Permissions and Relationship

Reuse is restricted to the vendor.
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