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1  Description

This public use document describes the design of the GCNX-3200AB-CB5T Knuckle TRNG by
Google LLC. (referred to as the ‘entropy source’ for the remainder of the document). The entropy
source extracts entropy from a physical noise source based on ring oscillator phase jitter.

The entropy source was assessed against the:

e January 2018 version of SP 800-90B, and the
o April 2025 version of the FIPS 140-3 IG.

Table 1 below contains the tested operating environments which contain implementations of the
entropy source.

Table 1: Tested Operating Environments

E-OE Name Hardware Version | Random_1ib Version
GCNX-3200AB-CB5T, Version A1 | A1 1
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Figure 1: Block diagram of the entropy source, where the noise source is contained within the left box, and hardware logic
for the entropy source's behavior is contained within the right box.

The figure above depicts a block diagram of the entropy source. The entropy source itself is
implemented within a cryptographic module’s cryptographic boundary. The output of the Entropy
Source is a 528 bytes (4224 bits) block of memory allocated to the DMA.
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3  Operating Conditions

Table 2 contains the operating conditions for each of the entropy source’s operating environments.

Table 2: Operating Conditions

E-OE Name Voltage 1 Voltage 2 Temperature
CNX-3200AB-CB5T, Version A1 | 0.76Vt0 0.84V | 1.71Vto 1.89V | 15C to 100C

4  Configuration Settings

There are two relevant configurations settings which the consumer must set to make use of the
entropy source.

Parameter Value | Description
rnd_src_sel 3 | Anint selecting the underlying ring oscillator’s construction.
sample_cnt 1001 | Anint representing the number of rng_clk cycles between samples.

5 Physical Security Mechanisms

The entropy source is assumed to be implemented within a cryptographic module’s cryptographic
boundary. As such, the entropy source will inherit the physical protections of the cryptographic
module.

6 Conceptual Interfaces
NIST delineates three conceptual interfaces within SP 800-90B:

1. GetNoise: An interface with which the consumer of the entropy source can get material
from the noise source, without conditioning.

2. GetEntropy: An interface with which the consumer of the entropy source can get entropy
material from the entropy source.

3. HealthTest: An interface with which the entropy source communicates information about
the health of the noise source.

Table 3 below lists how the consumer of the entropy source can access these interfaces, and a
description of the response format.

Table 3: Direct Entropy Source Interfaces

Interface Access Response format
GetNoise Via GetEntropy --
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Interface Access Response format

GetEntropy | RND_GetTrngData(..) Upon success (return value of 0), 4224 bits (i.e., 4224
samples) from the entropy source will be written via
DMA to the caller-specified memory location
HealthTest | Return value of Au32int_t representing the error (or lack thereof)
GetEntropy which occurred during operation.

The GetEntropy function call initializes the entropy source upon request and disables the entropy
source upon returning. If at any point an error occurs (to include a health test failure) the return
value will be non-zero. As such, successful operation of the entropy source implies the health of
the entropy source.

Access to any of these interfaces is available only within the cryptographic module’s cryptographic
boundary; there is no external access to the entropy source.

7  Min-Entropy Rate

The entropy source provides 3219 bits of entropy per 4224-bit block. Through the use of a derivation
function, consuming this entire block provides sufficient entropy to seed any security strength SP
800-90A DRBG.

8 Health Testing

The entropy source operates in an on-demand manner: it is only operational after the consumer
requests entropy and is disabled upon completion. Each request for entropy re-initializes the
entropy source.

The entropy source implements start-up health tests over the entire 4224-bit output block upon
each GetEntropy request. Continuous and on-demand health tests are provided implicitly through
successful execution of the start-up health test, as the entropy source runs to fulfill a single request
before being disabled.

The entropy source implements the health tests defined in SP 800-90B, in addition to a developer
defined health test. The health tests have a false positive rate of 2-°. If at any point the health tests
fail, the block is zeroized and an error is signaled via the function’s return value.

9 Maintenance

The entropy source does not require maintenance to use.
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10 Required Testing

To ensure that this entropy source is being used in a cryptographic module, the tester should
examine the hardware and Random_1ib versions listed in Table 1 to those being tested in their
module.
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