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Version Date Change
V1.0 August 27, 2025 Initial release
V1.1 November 26, 2025 Added SP standard and IGs info
V1.2 August 4, 2026 Updated firmware version to reflect released builds.
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Description

The IBM NVMe FlashCore Module 4 (FCM4) implements a True Random Number Generator
(TRNG) version 1.0 using an entropy source, conditioners, and Deterministic Random Bit
Generator (DRBG).

The entropy source has been tested on the following operational environments in Table 1:
Tested Operational Environments.

Operational Environment
Versal XCVM1402-2MLEVSVD1760 Dual-Core Arm® Cortex A72 MPcore
Versal XCVM1802-2LLEVSVD1760 Dual-Core Arm® Cortex A72 MPcore

Table 1. Tested Operational Environments

The entropy source is contained within the following devices:

Integrated part Hardware Version | Firmware Version
xcvm1402-vsvd1760-2MP-e-L | 1.0 4.1.10
xcvm1802-vsvd1760-2LP-e-L | 1.0 4.1.10

Table 2. Applicable Devices

The random number source consists of three stages:
1. Araw noise source, which is integrated into the programmable logic (PL) of the Versal
device. Its sampled bits are temporarily stored into a shift register within the PL.

2. A Linear-Feedback Shift Register (LFSR) and an AES-CBC-MAC conditioner, which process
8192 bytes of raw data and outputs 128 bytes of seed data. The conditioners are
executed within the processor system (PS) of the Versal device.

3. An AES-based Deterministic Random Bit Generator (DRBG), which is also executed
within the PS of the Versal device.

Security Boundary

S:I:I;Z m > LFSR > AES-CBC-MAC > DRBG —>

APT A = FW Noise read
B = entropy after conditioning
C = random output
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The FCM4 is compliant to SP 800-90B (January 2018) and FIPS 140-3 Implementation Guidance
(April 18, 2025) Sections D.J. and D.K.

Operating Conditions
N/A (Restricted to vendor)

Configuration Settings
No configuration needed.

Physical Security Mechanisms
The IBM FCM4 claims the Physical Security of FIPS140-3 Security Level 2.

Conceptual Interfaces
The user may obtain a random number from the IBM FCM4 using the TCG Random Method

with a mandatory count parameter. The method response may be TCG status
INVALID_PARAMETER, FAIL, or SUCCESS.

Min-Entropy Rate
Min entropy output of at least 127.4967165 bits of min entropy per 128-bit block for the
1402MP and 125.9266681 bits of min entropy per 128-bit block for the 1802LP.

Health Tests

On start-up, both APT and RCT tests are run on the entropy source.

On every subsequent request for a random number, both APT and RCT tests are run on the
entropy source.

For on-demand health tests, restart the module to initiate the start-up tests.

Maintenance
No maintenance required.

User Verification
The only verification of the module is implemented through health tests.

Vendor Permissions and Relationship
Reuse restricted to vendor.



