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1.​Description 
The Palo Alto Networks DRNG RDSEED Entropy Source - Alder Lake is a physical (P) entropy 
source, which meets the standards of NIST SP 800-90B (version January 2018) and FIPS 140-3 
IGs D.J, D.K, and D.O (version September 2, 2025) and are applicable on the following devices: 
 

Package Processors 

FCBGA1744 Intel® Core™ i7-1265U Processor 

Intel® Core™ i5-1245U Processor 

Intel® Core™ i5-1235U Processor 

Intel® Core™ i3-1215U Processor 

Intel® Pentium® Gold Processor 8505 

Intel® Core™ i7-1255U Processor 

Intel® Celeron® Processor 7305 

Intel® Core™ i5-1245UE Processor 

Intel® Celeron® Processor 7305E 

Intel® Core™ i7-1265U Processor 

Intel® Core™ i3-1220P Processor 

Intel® Core™ i7-1265UE Processor 

Intel® Core™ i3-1215UE Processor 

FCBGA1781 Intel Atom® Processor C1130 

Intel Atom® Processor C1100​ 

Intel Atom® Processor C1110 

Intel® Celeron® Processor 7300 

Intel® Pentium® Gold Processor 8500​  

Intel® Core™ i3-1210U Processor 

Intel® Core™ i5-1240U Processor 
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Intel® Core™ i5-1230U Processor 

Intel® Core™ i7-1250U Processor 

Intel® Core™ i7-1260U Processor 

 
All components of the entropy source are hardware, consisting of logical and electronic 
components bound in a rectangle of silicon. There is no firmware or software within the entropy 
source. 
 
The entropy source is not claimed to be IID and thus meets all the SP 800-90B’s requirements 
for non-IID compliance. 
 

2.​Security Boundary 
The entropy source is demonstrated in the figure below.  The noise source output first goes 
through applicable health tests before being used by the system on which it resides. 

 
Figure 1 - Entropy Source Boundary 
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3.​Operating Conditions 
The entropy operating conditions include the following: 
 

Parameter Package Minimum Maximum 

Temperature FCBGA1744 0°C  100°C  

Temperature FCBGA1781 0°C  100°C  

 

4.​Configuration Settings 
There are no configuration settings needed for this source.   

5.​Physical Security Mechanisms 
The packaging of the chip is within a tamper evident enclosure, and further protected by the 
host platform that it is included in. 

6.​Conceptual Interfaces 
The interfaces available for various functions such as GetEntropy are not available to the user, 
but are handled by the module using the entropy source. When entropy is needed, the 
consuming application accesses this interface to get the required seed.   
 
There are no additional steps needed to configure this to have this operate in a manner 
conformant to SP 800-90B.   

7.​Min-Entropy Rate 
The entropy source provides full entropy at the conditioner output.  

8.​Health Tests 
The entropy source includes the following: 

●​ Continuous Health Tests (CHT) 
●​ Startup Noise Source Health Tests 
●​ Startup Logic Integrity BIST (Built in Self-Test)  

 
In the failure state, no more random numbers are issued, and the failure state is reflected in the 
BIST status register result bits. 

9.​Maintenance 
There are no maintenance actions needed for the entropy source.   
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10.​ User Verification 
Raw noise data is not available to the user to test.  The user must rely on the health tests to 
obtain assurance that the device is operating correctly.  No further testing is required.   
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