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Description
This Junos OS™ Entropy Source is a non-physical (NP), non-IID source specific to version 24.4 of
the firmware and is bound to the following modules on which it was tested:
e Routing engine RE-S-X6-64G (Intel Xeon E5-2608L)(compatible with models
MX240/480/960 and EX9204/8/216)
e Routing engine SRX5K-RE3-128G (Intel Xeon E5-2608L)(compatible with models
SRX5400/5600/5800)
The entropy source was assessed against NIST SP 800-90B (2018) and FIPS 140-3 IG sections D.J,
D.K and D.O (September 2nd, 2025).

Security Boundary

The security boundary of the entropy source coincides with the FIPS 140-3 cryptographic
boundary of the modules listed above, which is the outer edge of the chassis. These
cryptographic modules consist of production grade components enclosed in production grade
removable metal enclosures as described in their respective FIPS Security Policies.

The entropy source architecture is as follows:

SHA-512 SHA-512
Conditioner output block

Noise Source Health Tests

Operating Conditions
Not applicable, as the entropy source is restricted to the vendor.

Configuration Settings
The entropy source does not require any configuration.

Physical Security Mechanisms
Not applicable, as the entropy source is restricted to the vendor.

Conceptual Interfaces
The GetEntropy interface is called by the Junos OS kernel DRBG for seeding and reseeding
purposes.

Min-Entropy Rate
The Junos OS Entropy Source provides 448 bits of min-entropy per 512 bit output sample.
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Health Tests

The entropy source implements the following health tests:

e Repetitive Count Test conforming to NIST SP 800-90B section 4.4.1:
o H=1 bit of entropy per 8-bit sample;
o Cutoff value C = 21.

e Adaptive Proportion Test conforming to NIST SP 800-90B section 4.4.2:
o W=512;
o H=1 per 8-bit sample;
o Cutoff value C=311.

In conformance with NIST SP 800-90B, these health tests are performed in three circumstances:

e Start-up Tests: The entropy source performs start-up APT and RCT health tests on 1024
samples. If either of these tests fail, the count of samples is reset to zero and the start-
up tests are performed again. The entropy source does not output any data until both
the requisite number of samples has been collected and the start-up health tests have
passed.

e Continuous Tests: The entropy source performs continuous APT and RCT tests during
operation. If either of the tests fail, the sample count is reset to zero and the start-up
health tests are performed again. The entropy source will not output data until the
health tests have passed.

e On-Demand Tests: The entropy source will perform on-demand tests when the
cryptographic module is restarted.

Maintenance
This module does not require any maintenance

User Verification

The module performs both start-up and continuous health tests as per NIST SP 800-90B. The
start-up health tests may be triggered by rebooting the device. No explicit user verification of
the health of the entropy source is necessary, as the modules that contain the source will not
complete the boot process if the health tests fail.
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