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1. Description 

This is the [SP800-90B] Non-Proprietary Public Use Document for the Check Point Jitter 
Entropy Source (hereafter referred to as “the Entropy Source”). 

The Entropy Source implements CPU Jitter version v3.4.1 ([Jitter]). 

The Entropy Source is a non-physical entropy source. It makes no IID claim and meets all the 
requirements for non-IID compliance. 

Table 2 lists the platforms it was tested on. 

As the Entropy Source is used on several distinct architectures the following instances exist: 

Table 1: Entropy Source Version Identification 

Architecture Size Compiler used Version 
SHA-256 
Fingerprint 

x86 32 bit gcc version 8.5.0 
20210514 (Red 
Hat 8.5.0-10) 

v1.0 542ffd06c3188b0ba
dcd39f312a05f2509
0fdcf3b1d29860c21c
f01ecf129a3a 

x86 64 bit gcc version 8.5.0 
20210514 (Red 
Hat 8.5.0-10) 

v1.0 7320b1ec32aa51b6
28eb620311380f9b0
7eaab5efce224aa80
022b075af5e5bd 

ARM 32 bit gcc version 8.5.0 
20210514 (Red 
Hat 8.5.0-10) 

v1.0 3598e9423a62f6b70
18e4fabf6e70b26ce
19930be2de5e8b3c
58e7682e47b6bd 

ARM 64 bit gcc version 8.5.0 
20210514 (Red 
Hat 8.5.0-10) 

v1.0 46e9fcc6143bd84f5a
4abba08f4bc55899e
cdaefbb4aef2e4ead
86bb79f4a895 

The Entropy Source claims compliance to [SP800-90B] and to the [FIPS140-3_IG] D.J (Last 
Modified Date: November 5, 2021) and D.K (Last Modified Date: March 17, 2023). 

Note, the Tables in this document use the following abbreviations: 

 MHO: Maestro Hyperscale Orchestrator 

 SGM: Security Gateway Module 

 SMA: Security Management Appliance 

Table 2: Appliances 

Appliance OS/Version CPU Hypervisor and Host OS 

MHO 140 GAiA - R82.10 Intel® Celeron® Processor - 
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Appliance OS/Version CPU Hypervisor and Host OS 

1047UE 

MHO 175 GAiA - R82.10 Intel(R) Pentium(R) CPU 
D1508 

- 

SGM 3920 GAiA - R82.10 CN10206-1.6GHz, 6 Cores - 

SGM 3950 GAiA - R82.10 CN10208-2.1GHz, 8 Cores - 

SGM 3970 GAiA - R82.10 CN10308-1.7Ghz, 8 Cores - 

SGM 3980 GAiA - R82.10 CN10308-2.7Ghz, 8 Cores - 

SGM 9100 GAiA - R82.10 Intel I3-13100E - 

SGM 9200 GAiA - R82.10 Intel I3-13100E - 

SGM 9300 GAiA - R82.10 Intel I5-13400E - 

SGM 9400 GAiA - R82.10 Intel I5-13500E - 

SGM 9700 GAiA - R82.10 Intel 4314 - 

SGM 9800 GAiA - R82.10 Intel 4316 - 

SGM 19100 GAiA - R82.10 2 x Intel 4314 - 

SGM 19200 GAiA - R82.10 2 x Intel 4316 - 

SGM 29100 GAiA - R82.10 2 x Intel 6330 - 

SGM 29200 GAiA - R82.10 2 x Intel 8358 - 

Security Gateway VM 
(CloudGuard Network 
Security) 

GAiA - R82.10 Intel 4214 VMware ESXi 8.0.0 

SMA 700S GAiA - R82.10 Intel I3-13100E - 

SMA 700M GAiA - R82.10 Intel I5-13500E - 

SMA 7000L GAiA - R82.10 2 x Intel 4410Y - 

SMA 7000XL GAiA - R82.10 2 x Intel 5418Y - 

SMA 7000Ultra GAiA - R82.10 2 x Intel 5420+ - 

Security Management VM 
(CloudGuard Network 
Security) 

GAiA - R82.10 Intel 4214 VMware ESXi 8.0.0 

2. Security Boundary 

The Entropy Source gathers entropy from the variance in the execution time of repeated 
hash/memory collection operations. This entropy is accumulated using a SHA-3 256 [FIPS-
202]. Afterwards the accumulated entropy is used to seed an [SP800-90A] compliant DRBG 
that resides outside of the security boundary of the Entropy Source. 

The security boundary of the Entropy Source contains the identified library provided as part of 
the software delivery. The public interface of the library contains API calls that are used by 
modules requesting entropy from the Entropy Source. 

Figure 1 depicts the Jitter Entropy Source. The left side is directly taken from [Jitter] and 
displays the inner loop. The right side is directly taken from [CMUF-Heuristic], and depicts a 
higher level view similar to Figure 1 in [SP800-90B]. 
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Figure 1: Entropy Source Diagram 

3. Operating Conditions 

The Entropy Source is expected to behave consistently across the full range of the 
environmental conditions supported by their underlying hardware described in Table 3. 

Table 3: Operating Conditions 

Appliance Temperature Voltage Humidity 

MHO 140 0° to 40°C 100 – 240 VAC 10% to 85% 

MHO 175 0° to 40°C 100 – 240 VAC 10% to 85% 

SGM 3920 0° to 40°C 100 – 240 VAC 5% to 95% 

SGM 3950 0° to 40°C 100 – 240 VAC 5% to 95% 

SGM 3970 0° to 40°C 100 – 240 VAC 5% to 95% 

SGM 3980 0° to 40°C 100 – 240 VAC 5% to 95% 

SGM 9100 0° to 40°C 100 – 240 VAC 5% to 95% 

SGM 9200 0° to 40°C 100 – 240 VAC 5% to 95% 

SGM 9300 0° to 40°C 100 – 240 VAC 5% to 95% 

SGM 9400 0° to 40°C 100 – 240 VAC 5% to 95% 

SGM 9700 0° to 40°C 100 – 240 VAC 5% to 95% 

SGM 9800 0° to 40°C 100 – 240 VAC 5% to 95% 

SGM 19100 0° to 40°C 100 – 240 VAC 5% to 95% 

SGM 19200 0° to 40°C 100 – 240 VAC 5% to 95% 

SGM 29100 0° to 40°C 100 – 240 VAC 5% to 95% 

SGM 29200 0° to 40°C 100 – 240 VAC 5% to 95% 

Security Gateway VM (CloudGuard Network 
Security) 

10° to 35°C 100 – 240 VAC 8% to 90% 

SMA 700S 0° to 40°C 100 – 240 VAC 5% to 95% 
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Appliance Temperature Voltage Humidity 

SMA 700M 0° to 40°C 100 – 240 VAC 5% to 95% 

SMA 7000L 0° to 40°C 100 – 240 VAC 5% to 95% 

SMA 7000XL 0° to 40°C 100 – 240 VAC 5% to 95% 

SMA 7000Ultra 0° to 40°C 100 – 240 VAC 5% to 95% 

Security Management VM (CloudGuard Network 
Security) 

10° to 35°C 100 – 240 VAC 8% to 90% 

4. Configuration Settings 

Table 4 lists the Entropy Source’s configuration parameters, changes from the default are 
identified by bold text. 

Table 4: Configuration Settings 

Parameter Description Value Location 

JENT_CONF_DISABLE_LOOP_SHUFFLE The shuffle operation enlarges the 
timing of the conditioning function 
by a variable length defined by the 
LSB of a time stamp 

Defined jitterentropy.h 

JENT_HEALTH_LAG_PREDICTOR Shall the LAG predictor health test 
be enabled? 

Defined jitterentropy.h 

JENT_RANDOM_MEMACCESS Shall the jent_memaccess use a 
(statistically) random selection for 
the memory to update? 

Defined jitterentropy.h 

ENTROPY_SAFETY_FACTOR Additional Bits read into the 
conditioning component to ensure 
the full entropy output 

64 jitterentropy.h 

JENT_MIN_OSR The minimum oversampling rate 5 
(default: 
3) 

jitterentropy.h 

JENT_MEMORY_BITS The exponent of the memory size 21 
(default: 
17) 

jitterentropy.h 

JENT_MEMORY_SIZE The memory size used by the jitter 
library to generate timing variations 

1^JENT
_MEMO
RY_BIT
S 

jitterentropy.h 

JENT_MEMORY_ACCESSLOOPS Number of memory accesses per 
random bit generation 

128 jitterentropy.h 

JENT_CONF_ENABLE_INTERNAL_TIME
R 

Enables timer-less support Not 
Defined 

jitterentropy.h 

JENT_POWERUP_TESTLOOPCOUNT The amount of initial test cycles 1024 jitterentropy-
base.c 

CLEARCACHE Additional Testloops during 
initialization 

100 jitterentropy-
base.c 

MIN_ACC_LOOP_BIT Sets the amount of additional loops 
during memory access 

0 jitterentropy-
base.c 
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Parameter Description Value Location 

JENT_APT_WINDOW_SIZE Data window size, for APT tests 512 jitterentropy.h 

JENT_LAG_WINDOW_SIZE Data window size, for predictor tests 2^17 jitterentropy.h 

JENT_LAG_HISTORY_SIZE The amount of history to base 
predictions on 

8 jitterentropy.h 

MIN_HASH_LOOP Sets the amount of loops during 
hashing 

0 jitterentropy-
noise.c 

CONFIG_CRYPTO_CPU_JITTERENTROP
Y_SECURE_MEMORY 

Marks the use of some form of 
secure memory, disabling additional 
protective measures 

Undefine
d 

jitterentropy-
base-user.h 

Optimizer Setting Describes the amount of 
optimization the compiler performs. 

-O0 Compiler Flag 

JENT_DISABLE_MEMORY_ACCESS Disable memory access for more 
entropy, saves MEMORY_SIZE 
RAM for entropy collector 

Not used Runtime Flag 

JENT_FORCE_INTERNAL_TIMER Force the use of the internal timer Not used Runtime Flag 

JENT_DISABLE_INTERNAL_TIMER Disable the potential use of the 
internal timer. 

Not used Runtime Flag 

JENT_FORCE_FIPS Force FIPS compliant mode 
including full SP800-90B 
compliance. 

used 
(default: 
un-used) 

Runtime Flag 

JENT_MAX_MEMSIZE_* Set memory region size. Not used Runtime Flag 

osr The oversampling rate requested. 
The used rate is max(osr, 
JENT_MIN_OSR) 

0 Required 
Parameter 

While some of these settings can be modified by a user, in order to operate as a compliant 
entropy source, none of these settings may be changed. Additionally, the interfaces may only 
be used as described in Conceptual Interfaces. 

5. Physical Security Mechanisms 

The Entropy Source is a component of a software module, as such it operates within the 
physical protections of the associated appliance. 

6. Conceptual Interfaces 

Of the three conceptual interfaces described in [SP800-90B] only GetEntropy is directly 
mapped to the interfaces provided by the Entropy Source. 

The GetNoise Interface is not supported during the operation of the noise source. Internally the 
raw data gets processed as part of the health tests, and there exists a test-interface which can 
be compiled to allow statistical tests/validation of the underlying model assumptions. 

The HealthTest Interface is not supported, as all health tests run continuously. Additionally, a 
set of tests is performed on initialization. 
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The Entropy Source provides the interfaces described below, and the associated error codes 
in Table 5: 

 int jent_entropy_init_ex(unsigned int osr, unsigned int flags) 

o Inputs: 

 Integer osr 

 Integer flags 

o Outputs: 

 The integer 0 when initialization is successful and start-up health tests 
have passed, or 

 A negative value indicating that initialization has failed. 

o Notes: 

 The osr shall always be 0 - defaulting to the compiled MIN_OSR 

 The flags shall always only be JENT_FORCE_FIPS 

 int jent_entropy_init(void) 

o Outputs: 

 The integer 0 when initialization is successful and start-up health tests 
have passed, or 

 A negative value indicating that initialization has failed. 

o Notes: 

 This interface is not to be used. 

 struct rand_data *jent_entropy_collector_alloc(unsigned int osr, unsigned int flags) 

o Inputs: 

 Integer osr 

 Integer flags 

o Outputs: 

 A (non-NULL) pointer to the entropy source instance state, or 

 A NULL pointer indicating that the entropy source allocation has failed. 

o Notes: 

 The osr shall always be 0 - defaulting to the compiled MIN_OSR 

 The flags shall always only be JENT_FORCE_FIPS 

 ssize_t jent_read_entropy(struct rand_data ec, char data, size_t len) 

o Inputs: 

 A pointer to the entropy source instance state (ec). 

 A pointer to a buffer where the len bytes of entropy data can be written to 
(data). 

 Integer length of the number of bytes of entropy data requested (len). 

o Outputs: 

 Non-negative integer number of bytes written to the buffer, or 

 A negative integer value to indicate that an error occurred. 

 ssize_t jent_read_entropy_safe (struct rand_data **ec, char *data, size_t len) 

o Inputs: 
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 A pointer to the entropy source instance state (ec). 

 A pointer to a buffer where the len bytes of entropy data can be written to 
(data). 

 Integer length of the number of bytes of entropy data requested (len). 

o Outputs: 

 Non-negative integer number of bytes written to the buffer, or 

 A negative integer value to indicate that an error occurred. 

o Notes: 

 This interface is not to be used. 

 void jent_entropy_collector_free(struct rand_data *entropy_collector) 

o Inputs: 

 A pointer to the entropy source instance state 

 void jent_entropy_collector_free(struct rand_data *entropy_collector) 

o Inputs: 

 A pointer to the entropy source instance state 

 void jent_version(void) 

o Outputs: 

 A interger describing the version number of jitterentropy library 

 int jent_set_fips_failure_callback(jent_fips_failure_cb cb) 

o Inputs: 

 A pointer to a callback function to be called on health failure in FIPS mode 

o Outputs: 

 The integer 0 when setting the callback succeded, or 

 A negative value indicating that the call has failed. 

 int jent_entropy_switch_notime_impl(struct jent_notime_thread *new_thread) 

o Inputs: 

 A Function pointer data structure to register an external thread handler 
used for the timer-less mode of the Jitter RNG 

o Outputs: 

 A negative integer value to indicate that the function is not supported. 

o Notes: 

 As JENT_CONF_ENABLE_INTERNAL_TIMER is not defined, calling this 
interfaces has no effect. 

While additional interfaces exist e.g. for accessing the conditioning component. They shall not 
be used in production. 

Table 5: Error Codes 

Function Value Description 

jent_entropy_init* 1 Timer service not available 

jent_entropy_init* 2 Timer too coarse for RNG 

jent_entropy_init* 3 Timer is not monotonic increasing 
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Function Value Description 

jent_entropy_init* 4 Timer variations too small for RNG 

jent_entropy_init* 5 Timer does not produce variations of variations (2nd 
derivation of time is zero) 

jent_entropy_init* 6 Timer variations of variations is too small 

jent_entropy_init* 7 Programming error 

jent_entropy_init* 8 Too many stuck results during init. 

jent_entropy_init* 9 Health test failed during initialization 

jent_entropy_init* 10 RCT failed during initialization 

jent_entropy_init* 11 Hash self test failed 

jent_entropy_init* 12 Can’t allocate memory for initialization 

jent_entropy_init* 13 GCD self-test failed 

jent_read_entropy* -1 entropy_collector is NULL 

jent_read_entropy* -2 RCT failed 

jent_read_entropy* -3 APT failed 

jent_read_entropy* -4 The timer cannot be initialized 

jent_read_entropy* -5 LAG failure 

jent_read_entropy* -6 RCT permanent failure 

jent_read_entropy* -7 APT permanent failure 

jent_read_entropy* -8 LAG permanent failure 

jent_set_fips_failure_callb
ack 

-35 Resource temporarily unavailable 

7. Min-Entropy Rate 

The Entropy Source uses SHA-3 256 ([FIPS-202] 6.1) as conditioning component. As this is a 
vetted conditioning component ([SP800-90B] 3.1.5.1.1) it may claim full-entropy output 
([SP800-90B] 3.1.5.1.2). 

Table 6 lists the seeding requirements to achieve specific security strengths using entropy 
output from this source, when seeding a [SP800-90A] compliant DRBG. 

Table 6: Seeding Requirements for Security Strength 

DRBG Security Strength (bits) Bits required (Nonce Provided) Bits Required (Random Nonce) 

128 128 192 

196 196 256 

256 256 384 

8. Health Tests 

The Entropy Source implements the following runtime health tests: 

 Stuck Test 
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 Repetition Count Test 

 Adaptive Proportion Test 

 Lag Predictor Test 

These tests are run continuously and further described in [Jitter], chapter 3.4. 

Should any of these tests fail calls to jent_entropy_init and jent_read_entropy return the error 
codes described in Table 5. 

9. Maintenance 

The Check Point Jitter Entropy Source does not require maintenance. 

10. User Verification 

The Entropy Source has been successfully tested using the [SP800-90B] analysis tool. Testing 
was performed on all appliances, in the operational environments listed in Table 2, Table 3. 

A set of pre-test runs were performed to identify the parameters described in chapter 
Configuration Settings. 

As no interface exists to access the raw noise data, users must rely on the health tests to 
detect any drops in entropy. 

The Entropy Source shall not be deployed on untested appliances. 
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