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Use Document

SP 800-90B Non-Proprietary Public

1 Description

This Public Use Document accompanies the Musarubra US LLC (“Trellix”) entropy source validation of the Trellix
TRFEOS Kernel Jitter Entropy Source which contains a modified version of the open-source lJitter Entropy Library
Entropy Source (“JEnt”) v2.2.0% included within a Linux v5.15.133 kernel using the LRNG v59 patch. This is all

integrated into Trellix TRFEOS v11.0.1.

The entropy source is a non-physical entropy source intended to generate entropy input for instantiation and
reseed of an SP 800-90A compliant DRBG. This entropy source has been evaluated for compliance to [SP 800-90B]
and the [1401G], specifically FIPS 140-3 IG D.J (last modified on November 5, 2021) and IG D.K (last modified on

March 17, 2023).

The entropy source design includes elements that map to the conceptual components contained within an SP 800-

90B entropy source:

e Health tests.

O

JEnt’s LFSR conditioner.
o The LRNG SHA2-256 conditioning function, which is vetted.

The primary noise source (memory and conditioning timing).

A conditioning chain consisting of two conditioning functions:

The output from the final conditioning step is full entropy.
The only source credited as contributing entropy in this system is JEnt. All other sources are enabled and are

considered additional noise sources within this design and are not credited as contributing entropy.

The JEnt design is depicted in Figure 1, with design documented in [Mdller 2022, §3].
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Figure 1. Entropy Source Design (Based on [Miiller 2022])

1 The JEnt implementation was modified to support the removal of the pseudorandom variation of raw data and to support a macro-based

minimum Oversample Rate (osr) setting.
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The LRNG-based conditioning is depicted in Figure 2.
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Figure 2. LRNG Conditioning (from [LRNG])

This Public Use Document is constructed to support validation of multiple platforms within a general architecture.
While the performance of JEnt is highly variable across variations in CPU and memory configuration, the selected
sub-distribution entropy analysis approach permits a consistent Entropy Analysis Report and associated validation
listing. The design of JEnt permits compile time configuration (here required to be consistent with the Operating

Conditions and Configuration settings described below) that results in the entropy source providing full-entropy
conditioned output.

Table 1. Evaluated Entropy Source Specification

Identifier Details

Entropy Source Name Trellix TRFEOS Kernel Jitter Entropy Source
Software Version v11.0.1

Entropy Category Non-physical (NP)

Entropy Estimation Track (per SP 800-90B §3.1.2) Non-IID
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Table 2. Operating Environments

Operating Environment Operating System CPU Temperature Humidity
CM2500V on VMware TRFEOS v11.0.1 Intel® Xeon® Gold 5418Y 10-35C 8-80% (non-condensing)
vSphere ESXi 8.0 on Dell (Sapphire Rapids)
PowerEdge R660
EX3600 TRFEOS v11.0.1 Intel® Xeon® E-2334 -5-35C Less than 90% Relative
(Rocket Lake) Humidity (non-
condensing)
VX12600 TRFEOS v11.0.1 Intel® Xeon® Gold 6330  -10-35C Less than 90% Relative
(Ice Lake) Humidity (non-
condensing)
VX3200 TRFEOS v11.0.1 Intel® Xeon® Silver 4210 | 10-35C Less than 90% Relative
(Cascade Lake) Humidity (non-

condensing)

The entropy assessment findings and the validation described by this Public Use Document are specific to the
particular part/version and entropy-relevant parameters given in this document and do not apply more broadly.
If the entropy-relevant parameters are different than those described in this document, then additional
modeling and statistical testing are required. Any part/version or configuration other than that described herein
is not covered by this validation.

2 Security Boundary

The entropy source boundary includes the identified JEnt library and the hardware necessary to run it within the
computational environment, consistent with [Heuristic §1.2]. See Figure 1 and Figure 2 for block diagrams
depicting this entropy source.

3 Operating Conditions

The operating environments specified in Table 2 are expected to behave consistently across the full range of the
environmental conditions supported by their underlying hardware.

4 Configuration Settings

The following procedure using the CLI puts an appliance into a Common Criteria NDcPP? compliant configuration,
which results in the entropy source being in an SP 800-90B compliant configuration.

# Enter enable mode for access to configuration commands

enable

# Enter configuration mode to issue configuration commands from the terminal session
configure terminal

# Apply all required Common Criteria NDcPP configuration changes to the appliance
compliance apply standard cc-ndcpp

# Save configuration to persistence on disk

write memory

# Reboot the system into kernel FIPS compliant cryptography mode for CC-NDcPP and kernel FIPS mode
reload

# After reboot, verify compliance state for all criteria listed

show compliance standard cc-ndcpp

The configuration of the underlying ESXi virtualization host is discussed in [DG].

2 A Collaborative Protection Profile (cPP) whose Target of Evaluation (TOE) is a Network Device (ND). See https://www.niap-ccevs.org.
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On the VMware ESXi, the time stamp counter (TSC) is the source of the raw timer values used by the entropy
source, and it is important that the underlying virtualization environment does not mediate these values. This is
accomplished by setting monitor_control.virtual rdtsc = FALSE in the virtual machine’s vmx
configuration file.

5 Physical Security Mechanisms

The Trellix TRFEOS Kernel lJitter Entropy Source operates within the physical protections of the associated
processor. The CM2500V operates within a virtualized environment provided by ESXi 8.0, which is also part of the
tested operating environment.

The JEnt design may be incorporated into modules intended for CMVP validation of compliance to FIPS 140-3 and
the related suite of security assurance standards and specifications. Any additional physical security protections
are outside the scope of this entropy source design and implementation.

6 Conceptual Interfaces

The entropy source is depicted in Figure 1.

Data output from the validated LRNG DRBG is available using the /dev/random device or the getrandom call
(when not using the GRND_INSECURE flag).

When reading data from /dev/random that was opened with O_SYNC or using getrandom with GRND_RANDOM,
a special DRBG (DRNG) instance that operates with prediction resistance is used; in this instance generate calls
are limited to 256 bits per generate.

7 Min-Entropy Rate

The Entropy Analysis Report concludes that the conditioned output of this entropy source is full-entropy; that is,
the analysis supports the claim of 256 bits of min entropy per 256-bit conditioned output block, provided the
platform-specific conditions and configuration settings described above are met.

These blocks are the output of a vetted conditioning function and can be subdivided further (as per SP 800-90B).
If these blocks are subdivided, then every byte from the block can be treated as possessing at least 8 bits of min
entropy, and the min entropy of any truncated sub-portion of the 256-bit output block is linearly scaled with the
length of the retained sub-portion.

The output of this entropy source is used to seed the validated LRNG DRBG, using two blocks (512 bits) of full-
entropy data to both Instantiate and Reseed the LRNG DRBG.

The LRNG DRBG is validated to comply with the requirements of SP 800-90A (AES-256 CTR_DRBG, CAVP algorithm
Certificate A7699).

8 Health Tests

Oninitialization the entropy source runs its start-up health tests. Once the entropy source is instantiated, all health
tests are essentially continuous health tests and are tested within the jent_read_entropy function. This
entropy source uses a modified version of the Repetition Count Test (RCT) and an approved Adaptative Proportion
Test (APT).

When the health tests fail, the health_failure value is set to indicate the style of failure, signaling that the
entropy source has encountered a fatal error. At this point all calls to jent_read_entropy will indicate a
persistent health failure.
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In normal use, this JEnt source is only used to instantiate and reseed the DRBG underlying /dev/random and the
getrandom function call. When used as described above, these interfaces will block in the instance where
instantiation or reseeding has failed.

The targeted cutoff parameters for the APT and RCT are set on compilation. Only raw data that passes all health
tests is sent into the conditioner.

All of the start-up tests (the full set of continuous health tests) take the first 1024 consecutive samples. Some of
the architectural health tests are run on the first 1124 samples.

On-demand testing is performed by rebooting. All samples tested by the start-up/on-demand health tests are
discarded.

There is no mechanism to clear an error state short of re-instantiating the JEnt entropy source.

9 Maintenance

The Trellix TRFEOS Kernel Jitter Entropy Source does not require maintenance.

10 User Verification

The user of the system can determine the status of the entropy source by issuing the CLI command “show system
entropy detail”.

An example of the output resulting from this command is as follows:

Entropy bootstrap complete i yes

Entropy service status : Server connection not attempted yet.
Haveged entropy enabled : no

Entropy DRNG Name : drbg_nopr_ctr_aes256

Entropy DRNG Strength i 256

Entropy DRNG instances : 1

Entropy SP80090C compliant i yes

Entropy NTG1_2024 compliant : no

Entropy LRNG minimally seeded : yes

Entropy LRNG fully seeded i yes

Entropy source list : [IRQ][Scheduler][JitterRNG][CPU][Auxiliary]
Entropy credited (All sources) : 160

Entropy credited (JitterRNG) : 160

Entropy credited (CPU) : 0

Entropy credited (Auxiliary) 0

Entropy credited (IRQ) : 0

Entropy credited (Scheduler) 0

The “Entropy LRNG fully seeded” and “Entropy credited (JitterRNG)” lines indicate that the JEnt library health tests
have passed and are being used to seed the validated LRNG DRBG.
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