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1 Description

This document provides an overview of the Seagate SSG3 SED (Self-Encrypting Drive) Entropy Source
v1.0 used in the Seagate [FIPS 140-3] Cryptographic Modules shown in Table 11. The entropy source
design is a physical (P) entropy source compliant with the requirements of [NIST SP 800-90B] (version
January 2018) and [FIPS 140-3 IG] (version November 5, 2021 for IG D.J and March 17, 2023 for IG
D.K -September 2, 2025).

The Seagate SSG3 SED Entropy Source v1.0 contains hardware and firmware components implemented
on the Mynaplus ASIC, which is included in all the evaluated products listed in Table 1-1. Therefore, the
operational environment of this entropy source is the Mynaplus ASIC. This entropy assessment was
conducted using data and parameters measured in the Mynaplus ASIC implemented on the evaluated
products and configurations described within this report.

Table 1-1 — Applicable Products

Model/Part Hardware Firmware Processor(s) Non-Security Relevant
Number(s) Version(s) Version(s) Distinguishing Features
ST1200MMO0069 Mynaplus ASIC NFOA, Mynaplus ASIC Exos TCG Enterprise SSC
v2.0 SSCB, v2.0 (Arm R5) SED SAS 10K RPM
SEOG,
HPDO,
FLCO,
NF3A,
CNO09
ST600MMO0239 Mynaplus ASIC SEO0G Mynaplus ASIC Exos TCG Enterprise SSC
v2.0 v2.0 (Arm R5) SED SAS 10K RPM
ST2400MMO0149 Mynaplus ASIC CFOA, Mynaplus ASIC Exos TCG Enterprise SSC
v2.0 SSEK, v2.0 (Arm R5) SED SAS 10K RPM
SBTB,
HPDO,
CF3A,
L2EO,
L2FO0,
CKO09,
ST1800MMO0149 Mynaplus ASIC CFOA, Mynaplus ASIC Exos TCG Enterprise SSC
v2.0 NAOO, v2.0 (Arm R5) SED SAS 10K RPM
CKO09
ST1200MMO0149 Mynaplus ASIC CFOA Mynaplus ASIC Exos TCG Enterprise SSC
v2.0 v2.0 (Arm R5) SED SAS 10K RPM

Note: The FW version that the device was shipped with is listed on the device label. The current FW the
device is using can be determined using the SCIS INQUIRY command.
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2 Security Boundary

The security/cryptographic boundary of the entropy source is the physical enclosure of the device (see
Figure 1).

Device Enclosure (Crypto Boundary)

Health Tests
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Figure 1 — Entropy Source Overview Diagram

The entropy source (see Figure 1) is composed of a few major sections, which map to the conceptual
components contained within an [NIST SP 800-90B] entropy source. The entropy source contains the
following:

e The noise source
e Health tests
¢ A conditioning algorithm

The noise source is a physical source that is composed of a set of ring oscillators. The ring oscillators use
the thermal noise induced jitter of CMOS inverters as the source of randomness. The noise source
generates samples when required by the device. The raw samples from the noise source are stored in an
entropy pool. When there are enough samples in the pool to meet the desired entropy, the entropy in the
pool is conditioned. The conditioning function is CMAC-AES-128 (see [FIPS 197] and [NIST SP 800-
38B]), whose CAVP certificate number is A7701. Additionally, each sample from the noise source is
subject to health tests (see section 8). The noise source and Raw Entropy Pool are implemented in
hardware on the Mynaplus ASIC v2.0. The Health Tests, Conditioner, and Conditioned Entropy Pool are
implemented in firmware running on the R5 processor on the Mynaplus ASIC v2.0. The size of the Raw
Entropy Pool and the Conditioned Entropy Pool is 256 bytes.

This document may be reproduced and distributed in its original entirety without revision.
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3 Operating Conditions

The operating conditions required for the entropy source to operate correctly are described in Table 3-1.

Table 3-1: Operating Conditions

Parameter Value Description
Temperature 0 — 60 degrees C (32 — 140 degrees | The normal device operating
F) temperature.
Voltage 5 volts +-5% The normal device input voltage

range for 5V products.

Voltage 12 volts +-5% The normal device input voltage
range for 12V products.

4 Configuration Settings

There are no settings that require configuration by the user.

5 Physical Security Mechanisms

The entropy source is a component of a [FIPS 140-3] Cryptographic Module (CM). The CM is made up of
product grade components with standard passivation. The CM is surrounded by a metal enclosure that is
opaque within the visible spectrum and has a factory installed tamper-evident label (TEL).

6 Conceptual Interfaces

The [NIST SP 800-90B] conceptual interfaces that are available to the user are as follows:

o GetEntropy: The user cannot access the entropy from the entropy source directly. The user can
use the TCG Random method to request the CM to generate a sequence of random bytes using
the CM DRBG and the entropy source. The input to the TCG Random method is the requested
number of bytes (up to 256 bytes) and the output is a random string with a length equal to the
requested number of bytes.

e GetNoise: The user cannot access the raw noise of the entropy source.

e HealthTest: The user cannot access the health tests (see section 8). The health tests are run
automatically by the CM.

This document may be reproduced and distributed in its original entirety without revision.
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7 Min-Entropy Rate

The min-entropy of the output of the conditioning function is 128 out of 128 bits.

8 Health Tests

Every sample generated by the noise source is subject to the health tests as described in this section.
The entropy source supports the following set of Continuous health tests:

¢ The Repetition Count Health Test as defined in [NIST SP 800-90B]. The Repetition Count health
test is used to detect catastrophic failures that cause a noise source to become “stuck” on a
single value.

e The Adaptive Proportion Heath Test as defined in [NIST SP 800-90B]. The Adaptive Proportion
health test is used to detect a degradation in a noise source by determining if a sample value is
occurring too frequently.

This set of Continuous health tests are performed upon start-up, continuously, and on-demand as follows:

e Start-up: When the device is reset and prior to use of the noise source, the device will run the
Start-Up health tests by performing the set of Continuous health tests on 1024 consecutive
samples from the noise source. The output of the noise source is not available until all 1024
samples have been tested and the Start-Up health tests have passed. Assuming no errors occur
during the health tests, the samples generated during the health test are not discarded and may
be sent to the conditioner. The noise samples are never stored for use after a device reset.

e Continuously: After the Start-Up health tests have passed, the device will run the Continuous
health tests on all the samples generated by the noise source.

¢ On-demand: To perform health tests on-demand, the device should be reset, which causes the
device to execute the Start-Up health tests.

9 Maintenance
There are no maintenance requirements for the user.
10 User Verification

There are no configuration requirements for the user.

The user must rely on the health tests (see section 8) to determine any reduction in entropy.

11 Vendor Permission and Relationship

The entropy source is “Reuse restricted to vendor” as described in the [FIPS 140-3].
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Appendix B. Terms and Acronyms

Term / Acronym ‘ Definition

AES Advanced Encryption Standard (see [FIPS 197])

CM Cryptographic Module

CMOS Complementary Metal-oxide Semiconductor

DRBG Deterministic Random Bit Generator

Min-Entropy The min-entropy (in bits) of a random variable X is the largest value

m having the property that each observation of X provides at least
m bits of information (i.e., the min-entropy of X is the greatest lower
bound for the information content of potential observations of X).
The min-entropy of a random variable is a lower bound on its
entropy. The precise formulation for min-entropy is (log2 max pi) for
a discrete distribution having probabilities p1, ..., pk. min-entropy is
often used as a worst-case

measure of the unpredictability of a random variable (see [NIST SP
800-90B]).

SED Self-Encrypting Drive
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