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1 Introduction
This public use document describes the design of the BoringCrypto Jitter Entropy (referred to as 

the “entropy source” in this document) by Google, LLC.. This entropy source uses a non-physical 

noise source which exploits the non-determinism present in the latency of repeated irregular 

memory accesses.

This entropy source was tested against the requirements prescribed within the 10 Jan 2018 

publication of SP 800-90B and the 02 Sep 2025 publication of the FIPS 140-3 Implementation 

Guidance.1

Table 1 below contains the tested operating environments which contain implementations of the 

entropy source.

Table 1:  Tested Operating Environments

E-OE Name OS Processor CAVP

Google Prodimage with Linux 6.6.65 on 

ARM Neoverse-N1

Google Prodimage 

with Linux 6.6.65

ARM Neoverse-N1 A7815

Google Prodimage with Linux 6.6.65 on 

Intel Xeon 8273CL

Google Prodimage 

with Linux 6.6.65

Intel Xeon 8273CL A7815

Google Prodimage with Linux 6.6.65 on 

AMD EPYC 7B12

Google Prodimage 

with Linux 6.6.65

AMD EPYC 7B12 A7815

2 Security boundary

Figure 1:  Block Diagram Of BoringCrypto Jitter Entropy

The entropy source gathers its entropy from the time deltas between memory access operations. 

The security boundary of the entropy source is the compiled binary of the C++ code implement

ing the entropy source and any memory allocated to the entropy source’s instantiated process 

1With the 05 Nov 2021 update of IG D.J and the 17 Mar 2023 update of IG D.K.
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by the underlying operating system. From a physical perspective, the security boundary is the 

processor that executes the compiled code and its operational environment.

The compiled binary includes the entropy source’s health tests and separate conditioning 

component implementation.

3 Operating Conditions
Because this is a non-physical noise source, the operating conditions are inherited from the 

operational environment which hosts the entropy source.

4 Configuration Settings
This entropy source does not have a user-modifiable configuration setting. The configuration of 

the entropy source is tied directly to the version of the entropy source.

5 Physical Security Mechanisms
The noise source is non-physical. It will inherit the physical security mechanisms of the envi

ronment within which it is implemented.

6 Conceptual Interfaces
NIST defines three conceptual interfaces within SP 800-90B:

GetNoise An interface with which the consumer of the entropy source can get material from 

the noise source, without conditioning.

GetEntropy An interface with which the consumer of the entropy source can get entropy 

material from the entropy source.

HealthTest An interface with which the entropy source communicates information about the 

health of the noise source.

Table 2 below lists how the consumer of the entropy source can access these interfaces, and a 

description of the response format.
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Table 2: Entropy Source Interfaces

Interface Access Response Format

GetNoise Via a call to

bool GetSamples(uint64_t *out, 

size_t n).

Access to this interface is not available 

to the consumer of the implemented en­

tropy source.

The memory region pointed to by out 

will contain n noise samples from the 

noise source upon success; the function 

will return false upon failure.

GetEntropy Via a call to

bool GetSeed(uint8_t out[48])

The function a true or false value indi

cating success, upon success the 384-

bit memory region at the out pointer 

will contain the output of the entropy 

source.

HealthTest A separate interface is not provided for 

the health of the entropy source and is 

instead indicated by the Boolean return 

of the GetEntropy interface.

True return indicates the entropy 

source is healthy, false indicates failure.

7 Min-Entropy Rate
The entropy source provides 384 bits of entropy per 384-bit block (i.e., provides full entropy).

8 Health Tests
The SP 800-90B-defined Adaptive Proportion Test (APT) and Repetition Count Test (RCT) are 

used to ensure the entropy source’s behavior at start-up.

The entropy source only operates while fulfilling a request and is reinstantiated upon receiving 

a GetEntropy request. Upon any instantiation, the entropy source performs its startup tests. The 

entropy source tests every output, implicitly providing its consumer with continuous and on-

demand health tests.

If there is any health test failure, any data gathered from the noise source is discarded, the 

memory region zeroized, and a failure code is returned to the caller.

The health tests have a false positive rate of 𝛼 = 2
−20.

If the entropy source encounters any errors, the function call facilitating the interface to the 

consumer will return false after zeroizing the memory region.

There are no known suspected noise source failure modes.

9 Maintenance
There are no maintenance requirements for this entropy source.
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10 User Verification
The user can check the installation of the entropy source by comparing their device’s compo

nents against the tested operating environment’s OS, CPU, and by checking that the version of 

the is 20250725.

Based on the allowance stated within additional comment 6 of the FIPS 140-3 IG 2.3.C,2 the 

inclusion or exclusion of PAA/PAI within a module boundary is not relevant to the entropy 

source’s applicability within an OE. This is because the conditioning component is a distinct 

implementation within the entropy source’s binary.

During operation, the entropy source is responsible for its own performance and will fail if the 

entropy rate is not maintained.

11 Reuse
This entropy source is open for reuse.

2per the 02Sep2025 update of IG 2.3.C
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