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1. Description

The document describes the design of the MediaTek Pseudo Random Number Generator Entropy
Source (referred to as the TRNG, or as the entropy source in the rest of this document). TRNG is
a physical entropy source whose noise generation is based upon timing variations of the periods
of the included ring oscillators (ROs). These timing variations are caused by underlying thermal
and shot noise. The noise source is tested under the assumption that its output is Non-IID.

This entropy source was evaluated in compliance with NIST SP 800-90B (Jan. 2018) and FIPS 140-
31G D.J, and D.K (September 2, 2025).

Hardware Version Firmware Version | Hardware Platform Embodiment
0x1470 PRNG V1.0.0 MT6993Z Single chip

2. Security Boundary
The security boundary of the entropy source is indicated by the black frame in Figure 1 below.
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Figure 1: Security boundary of the entropy source

The entropy source boundary contains the following components:
- the noise source,
- the digitizer,
- the health tests,
- the bit accumulator,
- the conditioner with SHA-512



3. Operating Conditions
Table 1 lists the operational conditions in which the entropy source operates and maintains
entropy production at the assessed value.

Table 1 Entropy Relevant Parameters

Parameter Value Description

Temperature Min: -30C; Max: 85C Operating Temperature Range

Voltage Min: 0.575V; Max: 0.95V Operating Voltage Range

Clock speed 273 MHz Ring Oscillator Sampling
Frequency

4. Configuration Settings
There are no configuration settings that end user need to set. The entropy source is ready after
the automated startup health testing.

5. Physical Security Mechanisms

The TRNG is embedded in the single-chip embodiment. The manufacturing process provides
invisibility, hardness, opacity, and tamper-evidence protection. A strong removal resistant and
penetration resistant IC packaging technique is applied to the single-chip to prevent and detect
the physical access.

6. Conceptual Interfaces

The GetNoise interface is available only to obtain raw data directly from the noise source for ESV
certification purposes using test firmware. It is not available to user in the production firmware
implementation. User only have access to the output of the SP 800-90A DRBG.

7. Min-Entropy Rate

The entropy source claims a min entropy output of at least 1.897393 bits of min entropy per 4
bits (a sample). The 4-bit noise (a sample) is accumulated in the Bit Accumulator, and then 2880-
bit output is fed into the conditioner (see Figure 1). During the operation, 2880 total bits of noise
samples are fed into an SHA-512 construct According to the NIST’s guidance, the SHA-512
construct produces 512 bits of “full entropy”. We thus claim an output of 512 bits of min entropy
output from the entropy source.



8. Health Tests

The entropy source implements the Repetition Count Test (RCT) and Adaptive Proportion Test
(APT) from SP 800-908B for Start-up, Continuous, and On-demand health tests requirements.
Health tests are set to flag errors with a false positive probability of 2-2°. Health test failures will
be flagged by the source and the module will immediately stop producing entropy data and enter
an error state. The device requires reset commands to leave the error state.

9. Maintenance
There is no specific maintenance requirements related to the entropy source.

10. User Verification
User verification is not required given that the output of entropy source can’t be access by user
directly. The user is reliant on health tests for ensuring correct operation of the entropy source.

11. Vendor Permissions and Relationship
This entropy source validation is “Reuse restricted to vendor”.
MT6993Z and MediaTek branded products are products of MediaTek, Inc. and/or its subsidiaries.



