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Description 
This document describes version 1.0 of the non-physical Hikvision CPU Jitter Entropy Source 
(hereafter referred to as “the Entropy Source”). 
The Entropy Source is based on the userspace jitterentropy-library v3.6.3. The Entropy Source 
design includes elements that map to the conceptual components contained within an SP 800-
90B entropy source: 
 

 The primary noise source (memory and conditioning timing)  

 Health tests 

 A vetted conditioning algorithm (SHA3-256) 
 

The Entropy Source makes no IID (Independent and Identically Distributed) claim, and therefore 
fully complies with all requirements for non-IID entropy sources under the following versions of 
governing standards: 

 
 1. The January 2018 version of NIST SP 900-80B,  

2. The November 5, 2021, FIPS 140-3 IG D.J, and 

3. The March 17, 2023, version of FIPS 140-3 IG D.K.  

The tested platforms are described in Table 1. 

Security Boundary 
The entropy source boundary includes the identified JEnt library and the hardware necessary to 
run it within the computational environment, consistent with [Heuristic §1.2]. The security 
boundary of the Jitter Entropy Source is shown in Figure 1 below. 
 



 

 

 
Figure 1. Entropy Source Boundary 

Operating Conditions 
The Entropy Source was tested in the following operational environments Table 1: 
 

Table 1: Operational environments 

Operating System and Software(DS-9632NI-M8) 

CPU Jitter RNG version 3.6.3 

Oversampling rate: osr =9 

Health Testing reporting and use of safety factor: fips_enabled 

Use of internal timer: enable_notime 

Optimizer flag: -O0 

CPU 

Operating conditions  

ARM Cortex-A55 

Hardware Platforms 

Operating conditions 

The device was tested under normal ambient conditions: 
25°C temperature and standard humidity. 

 



 

 

Operating System and Software(DS-9632NI-M8) 

CPU Jitter RNG version 3.6.3 

Oversampling rate: osr =9 

Health Testing reporting and use of safety factor: fips_enabled 

Use of internal timer: enable_notime 

Optimizer flag: -O0 

ARM Cortex-A55 

CPU Clock Speed: 1.2 GHz 

L1 Cache: 32KB(instruction) + 32KB(data) 

L2 Cache: 128KB 

L3 Cache: 1024KB 

Memory: 4GB  

Hardware platform name: DS-9632NI-M8 

Operating System: linux-4.9.138 

Real Time Clock configuration: Internal MC-RTC 

Operating System and Software(DS-7732NI-M4) 

CPU Jitter RNG version 3.6.3 

Oversampling rate: osr =9 

Health Testing reporting and use of safety factor: fips_enabled 

Use of internal timer: enable_notime 

Optimizer flag: -O0 

CPU 

Operating conditions  

ARM Cortex-A55 

Hardware Platforms 

Operating conditions 

The device was tested under normal ambient conditions: 
25°C temperature and standard humidity. 

 

ARM Cortex-A55 

CPU Clock Speed: 1.2GHz 

L1 Cache: 32KB(instruction) + 32KB(data) 

L2 Cache: 128KB 

L3 Cache: 1024KB 

Memory: 2GB 

Hardware platform name: DS-7732NI-M4 

Operating System: linux-4.9.138 

Real Time Clock configuration: Internal MC-RTC 

 



 

 

Operating System and Software(DS-2CD7A86G2-IZHS) 

CPU Jitter RNG version 3.6.3 

Oversampling rate: osr =7 

Health Testing reporting and use of safety factor: fips_enabled 

Use of internal timer: enable_notime 

Optimizer flag: -O0 

CPU 

Operating conditions  

ARM Cortex-A53 

Hardware Platforms 

Operating conditions 

The device was tested under normal ambient conditions: 
25°C temperature and standard humidity. 

 

ARM Cortex-A53 

CPU Clock Speed: 1.0GHz 

L1 Cache: 32KB(instruction) + 32KB(data) 

L2 Cache: 512KB 

L3 Cache: N/A 

Memory: 0.8GB 

Hardware platform name: DS-2CD7A86G2-IZHS 

Operating System: linux-5.10.76 

Real Time Clock configuration: Internal MC-RTC 

Operating System and Software(DS-TCG406-E) 

CPU Jitter RNG version 3.6.3 

Oversampling rate: osr =4 

Health Testing reporting and use of safety factor: fips_enabled 

Use of internal timer: enable_notime 

Optimizer flag: -O0 

CPU 

Operating conditions  

ARM Cortex-A9 

Hardware Platforms 

Operating conditions 

The device was tested under normal ambient conditions: 
25°C temperature and standard humidity. 

 

ARM Cortex-A9 

CPU Clock Speed: 1.0GHz 

L1 Cache: 32KB(instruction) + 32KB(data) 

L2 Cache: 128KB 

L3 Cache: N/A 

Memory: 0.3GB 

Hardware platform name: DS-TCG406-E 

Operating System: linux-4.19.91 

Real Time Clock configuration: Internal MC-RTC 

 



 

 

Operating System and Software(DS-2CD3646G2-IZS) 

CPU Jitter RNG version 3.6.3 

Oversampling rate: osr =8 

Health Testing reporting and use of safety factor: fips_enabled 

Use of internal timer: enable_notime 

Optimizer flag: -O0 

CPU 

Operating conditions  

ARM Cortex-A9 

Hardware Platforms 

Operating conditions 

The device was tested under normal ambient conditions: 
25°C temperature and standard humidity. 

 

ARM Cortex- A9 

CPU Clock Speed: 1.0GHz 

L1 Cache: 32KB(instruction) + 32KB(data) 

L2 Cache: 128KB 

L3 Cache: N/A 

Memory: 0.3GB 

Hardware platform name: DS-2CD3646G2-IZS 

Operating System: linux-4.19.91 

Real Time Clock configuration: Internal MC-RTC 

Operating System and Software(iDS-TCM403-BI) 

CPU Jitter RNG version 3.6.3 

Oversampling rate: osr =6 

Health Testing reporting and use of safety factor: fips_enabled 

Use of internal timer: enable_notime 

Optimizer flag: -O0 

CPU 

Operating conditions  

ARM Cortex-A53 

Hardware Platforms 

Operating conditions 

The device was tested under normal ambient conditions: 
25°C temperature and standard humidity. 

 

ARM Cortex- A53 

CPU Clock Speed: 1.0GHz 

L1 Cache: 32KB(instruction) + 32KB(data) 

L2 Cache: 512KB 

L3 Cache: N/A 

Memory: 0.5GB 

Hardware platform name: iDS-TCM403-BI 

Operating System: linux-4.19.148 

Real Time Clock configuration: Internal MC-RTC 

 



 

 

Operating System and Software(iDS-TCV900-BI) 

CPU Jitter RNG version 3.6.3 

Oversampling rate: osr =5 

Health Testing reporting and use of safety factor: fips_enabled 

Use of internal timer: enable_notime 

Optimizer flag: -O0 

CPU 

Operating conditions  

ARM Cortex-A55 

Hardware Platforms 

Operating conditions 

The device was tested under normal ambient conditions: 
25°C temperature and standard humidity. 

 

ARM Cortex-A55 

CPU Clock Speed: 1.0GHz 

L1 Cache: 32KB(instruction) + 32KB(data) 

L2 Cache: 128KB 

L3 Cache: N/A 

Memory: 0.5GB 

Hardware platform name: iDS-TCV900-BI 

Operating System: linux-5.10.61 

Real Time Clock configuration: Internal MC-RTC 

Operating System and Software(DS-TCP440-B) 

CPU Jitter RNG version 3.6.3 

Oversampling rate: osr =3 

Health Testing reporting and use of safety factor: fips_enabled 

Use of internal timer: enable_notime 

Optimizer flag: -O0 

CPU 

Operating conditions  

ARM Cortex-A9 

Hardware Platforms 

Operating conditions 

The device was tested under normal ambient conditions: 
25°C temperature and standard humidity. 

 

ARM Cortex-A9 

CPU Clock Speed: 1.0GHz 

L1 Cache: 32KB(instruction) + 32KB(data) 

L2 Cache: 128KB 

L3 Cache: N/A 

Memory: 0.2GB 

Hardware platform name: DS-TCP440-B 

Operating System: linux-4.19.91 

Real Time Clock configuration: Internal MC-RTC 

Configuration Settings 
The entropy source does not expose any configuration settings to the user. All parameterization 
and settings are handled by the system at startup. However, Table 2 summarizes the relevant 
options that were set when compiling the entropy source. 
 
 



 

 

Table 2: Configuration settings 

Platform Parameter Value 

DS-9632NI-M8 
JENT_MEMORY_BITS 30 

JENT_MIN_OSR 9 

DS-7732NI-M4 
JENT_MEMORY_BITS 30 

JENT_MIN_OSR 9 

iDS-2CD7A86G2-IZHS  
 

JENT_MEMORY_BITS 22 

JENT_MIN_OSR 7 

DS-TCG406-E 
JENT_MEMORY_BITS 22 

JENT_MIN_OSR 4 

DS-2CD3646G2-IZS 
JENT_MEMORY_BITS 22 

JENT_MIN_OSR 8 

iDS-TCM403-BI 
JENT_MEMORY_BITS 22 

JENT_MIN_OSR 6 

iDS-TCV900-BI 
JENT_MEMORY_BITS 22 

JENT_MIN_OSR 5 

DS-TCP440-B 
JENT_MEMORY_BITS 22 

JENT_MIN_OSR 3 

 
 

Physical Security Mechanisms 
The JEnt entropy source operates within the physical protection of the associated processor. 

Conceptual Interfaces 
Initialization begins with a call to the jent_entropy_init_ex function. Then this function triggers 
the required power-on health tests. 
Once initialized, new JEnt instances can be allocated via the jent_entropy_collector_alloc 
function. This function allocates the required memory for the instance, establishes the value of 
osr for this instance, and forces certain behaviors required in this validation. 
With the instance successfully allocated, entropy can be requested by invoking the 
jent_read_entropy function. 
 
The interface inputs and outputs are as follows: 

 int jent_entropy_init_ex(unsigned int osr, unsigned int flags) 
o Inputs: 

 Integer osr 
 Integer flags 

o Outputs: 
 The integer 0 when initialization is successful, and start-up health tests 

have passed.  



 

 

 A negative value indicating that initialization has failed. 

 struct rand_data *jent_entropy_collector_alloc(unsigned int osr, unsigned int flags) 
o Inputs: 

 Integer osr 
 Integer flags 

o Outputs: 
 A (non-NULL) pointer to the entropy source instance state, or  
 A NULL pointer indicating that the entropy source allocation has failed. 

 ssize_t jent_read_entropy(struct rand_data *ec, char *data, size_t len) 
o Inputs: 

 A pointer to the entropy source instance state (ec).  
 A pointer to a buffer where the len bytes of entropy data can be written 

to (data). 
 Integer length of the number of bytes of entropy data requested (len). 

o Outputs: 
 Non-negative integer number of bytes written to the buffer, or 
 A negative integer value to indicate that an error occurred. 

Min-Entropy Rate 
The Entropy Analysis Report shows that the conditioned output of this entropy source achieves 
full-entropy; specifically, the analysis supports the claim of 256 bits of min entropy per 256-bit 
conditioned output block, provided the platform-specific conditions and configuration settings 
parameters described above are met. 

Health Tests 
On initialization (within the jent_entropy_init_ex function), the entropy source runs its start-up 
health tests. Once the entropy source is instantiated, all health tests are essentially continuous 
health tests and are tested within the jent_read_entropy function. This entropy source uses a 
modified version of the Repetition Count Test (RCT), an Adaptative Proportion Test (APT), and a 
Lag Predictor Health Test.  
 
The Lag Predictor Health Test is performed by attempting to predict the current symbol using 
the prior 8 symbols. If the most successful lag (delay) becomes too successful in predicting the 
current output, or if the test is globally more successful than expected, then the Lag Predictor 
Health Test fails. 
 
When the health tests fail, the health_failure value is set to indicate the style of failure, 
signaling that the entropy source has encountered a fatal error. At this point, so long as 
fips_enabled is set, all calls to jent_read_entropy will indicate a persistent health failure and 
trigger a call to an (optional) user-supplied callback function jent_set_fips_failure_callback. 
The targeted cutoff parameters for the APT, RCT and Lag Predictor Health Test are dependent 
on the setting of osr. In the FIPS mode, only raw data that passes all health tests is sent into the 
conditioner. 



 

 

 
All the start-up tests (the full set of continuous health tests) take the first 1024 consecutive 
samples.  
On-demand testing is performed by calling jent_entropy_init_ex() and then instantiating a new 
instance of the JEnt entropy source, which triggers the start-up tests. All samples tested by the 
start-up/on-demand health tests are discarded. 
There is no mechanism to clear an error state short of calling jent_entropy_init_ex() and then 
instantiating a new instance of the entropy source. 
 

Maintenance 
The entropy source does not require maintenance. 

User Verification 
In order to identify the hardware platform, the getHardInfo command can be used; the name of 
the hardware platform is returned under the devType category. The cat /proc/cpuinfo 
command can be used to verify the processor, while cat /proc/version can be used to verify the 
Linux version. 
 
To verify that the Entropy Source has been properly configured, developers must run the 90B 
Entropy Assessment tools on the noise source outputs using the same methodology employed 
during the Entropy Source Validation exercise. The procedure is as follows: 
 
First, execute the jitterentropy-hashtime tool included in the Entropy Source package. This tool 
collects two types of data: 1,000,000 continuous raw noise samples, and 1,000,000 restart 
samples organized into 1,000 files, with each file containing the first 1,000 samples generated 
after the Entropy Source is restarted. 
 
Next, process the collected noise source samples through NIST's SP 800-90B Entropy 
Assessment tools. The minimum entropy rate obtained must be close to the expected value 
specified in Section Min-Entropy Rate. 

Vendor Permissions and Relationship 
The reuse of this ESV requires written and signed permission from Hikvision. 
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