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Revision History 

Version Date Change 

V1.0 27/01/2026 Initial release 

V1.1 18/05/2026 Added date release of IGs D.J and D.K. 

Added product verification in section User Verification. 
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Description 
The SealSQ’s QS7001 entropy source rev C is a hardware implemented, physical (P) entropy 

source comprising an analog noise source combined with a single free-running oscillator through 

a digitizer to produce a single-bit non-IID raw data output, which is provided with no conditioning. 

 

The entropy source was tested by collecting data from an instance of the entropy source 
operating in normal conditions. 

Table 1 - Evaluated Version 

Identifier Version 

Part Number  QS7001 

Hardware Revision Rev C 

 
This entropy source was evaluated in compliance with NIST SP800-90B from Jan. 2021 and FIPS 

140-3 Implementation Guidance from Sept. 2025 (IG D.J from Nov. 2021, and IG D.K from Mar. 

2023). The tests were performed using the NIST SP800-90B Entropy Assessment Test Suite in 

version 1.1.8. 

 

Security Boundary 
The SealSQ’s QS7001 entropy source rev C is entirely contained within a single chip module. As 
depicted in Figure 1, it is composed of a few major sections, which map to the conceptual 
components contained within an SP 800-90B entropy source. The QS7001 hardware entropy 
source contains: 

 A noise source, including an analog noise source, a free running oscillator and a digitizer 

 Two conventional health tests: adaptive proportion test (APT) and repetition count test 
(RCT) 

 Two monitors tailored to the noise source 

 



Figure 1 - QS7001 security boundary

 
 

Operating Conditions 
The entropy source was evaluated under varying voltage and temperature conditions. Table 2 
summarizes the operating ranges in which the entropy source functions correctly while 
sustaining the assessed level of entropy production. 
 

Table 2 - Operating condition 

Parameter Value Description 

Voltage  1.62 to 3.6V Operating supply voltage 

Temperature -40°C to 105°C Operating Temperature range 

Clock speed 72Mhz Internal system clock 

 

Configuration Settings 
To operate as a compliant entropy source, the entropy source shall be configured according to 

the settings specified in Table 3.  

 
Table 3 – Entropy source register configuration 

Register Description Value Comment 

TSTCTRL Health tests Control register 0x00000111 Enable APT and RCT health tests and 
use specified configuration 

TSTCONF0 Health tests Configuration 
register 0 

0x00000034 RCT Cutoff value configuration 



TSTCONF1 Health tests Configuration 
register 1 

0x034A00B6 APT Cutoff value configuration 

TSTCONF2 Health tests Configuration 
register 2 

0x00000400 APT window size configuration 

 

These parameters ensure that the Health Tests are enabled and operate with cutoff values that 

guarantee a false positive rate of α=2-20. 

Physical Security Mechanisms 
The noise source is a fully hardwired module implemented in the QS7001 integrated circuit. In 

addition to its dedicated health tests and monitors blocks, it inherits all security countermeasures 

of the circuit including voltage monitor, frequency monitor, temperature monitor, hardware 

protection, glitch detector, bus encryption, light protection, parity errors and mirroring. 

 
The entropy source module provides unconditioned random bits. It thus gives direct access to 
the raw data from the noise source through the GetNoise/GetEntropy conceptual interfaces. No 
other access point to the entropy source is available except those described in the Conceptual 
Interface section. 

Conceptual Interfaces 
In the QS7001 entropy source rev C, the GetNoise and GetEntropy conceptual interfaces are 

equivalent as no conditioning function is used. They are accessible in the field. The entropy 

source provides 8 bits of random data accessible in the RNGDAS register. When collecting 

entropy, the user should ensure that at least 8x32 system clock cycles separate two accesses to 

the RNGDA register. This can be done through the polling of the RNGCR.8BITS register bit. After 

being set, this bit falls to 0 once a new fresh random byte is available. 

 
The HealthTests interface is always accessible. The entropy source sets the flag TSTSTAT.REPF or 

TSTSTAT.ADAF when the respective NIST SP800-90B approved health test fails. The flags remain 

set to 1 until cleared by the user. 

 

An additional Monitor interface is always accessible. The entropy source sets the flag 

MONSTAT.FREQF or MONSTAT.TOKF when one of the dedicated monitors detects a total failure 

of the noise source. The flags remain set to 1 until cleared by the user. 

 

If any of the health test or monitor flag is set, the random data in the RNGDAS register should 

not be used, but a reset sequence of the entropy source must be performed including restarting 

the noise source and performing start-up tests. 

Min-Entropy Rate 
The QS7001 rev C entropy source provides 0.397 bits of min entropy per bit of sample output. 
These samples are provided unconditioned to the consuming cryptographic module. 



Health Tests 
The QS7001 entropy source rev C embeds hardwired blocs that continuously perform the 

repetition count test (RCT) and the adaptative proportion test (APT) Health Tests required by 

SP800-90B section 4.4. These health tests are configured to flag errors with a false positive rate 

of α=2-20. 

 

To ensure startup tests are correctly performed, the user should wait at least 32778 system 
clock cycles. It enables the 1024 first random bits generated by the entropy source to be 
checked by the health tests. If any of the health test flags are set at the end of the startup 
period, the gathered random bytes should be discarded and a reset sequence applied. 
Additionally, the QS7001 entropy source rev C embeds two blocks monitoring the key analog 
properties of the free-running oscillator. They are specifically designed to detect any known 
fault injection attacks on this oscillator. If any of these monitor flags are set before or after 
reading the RNGDAS register, the random data collected since the last access to the cleared 
monitor flags should be discarded, and a reset sequence of the entropy source should be 
performed.  

Maintenance 
There are no specific maintenance requirements for the entropy source. 

User Verification 
To validate that the product used is the one covered by the ESV certificate, user shall verify 
that: 

 The value of the PID register is 0x83 (ensuring that the product is the QS7001); and 

 The value of bytes 0 (bits 7 to 0) of the SN0 register is 0x22 (where the second 2 
indicates revision C of the product). 

The user relies on the implemented health tests to check the validity of the noise source; no 
further testing is required. 

Vendor Permission and Relationship 
The ESV certificate for the QS7001 entropy source rev C is “open for reuse”, meaning any 
vendor can use the certificate within their module without any specific permission. 


