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1 Introduction

T h e J u n i p e r N e t w o r k s E X / Q F X s e r i e s s w i t c h e s a r e h i g h p e r f o r m a n c e , h i g h d e n s i t y d a t a c e n t e r s w i t c h e s . 
T h e E X / Q F X s w i t c h e s p r o v i d e h i g h p e r f o r m a n c e , w i r e s p e e d s w i t c h i n g w i t h l o w l a t e n c y a n d j i t t e r . T h e 
E X / Q F X s e r i e s s w i t c h e s p r o v i d e t h e u n i v e r s a l b u i l d i n g b l o c k s f o r m u l t i p l e d a t a c e n t e r f a b r i c a r c h i t e c t u r e s . 

T h i s   S e c u r i t y   P o l i c y   c o v e r s   t h e   f o l l o w i n g   E t h e r n e t   s w i t c h   m o d e l s : 

 Q F X 5 1 2 0 - 4 8 Y 
 Q F X 5 1 2 0 - 3 2 C 
 Q F X 5 2 1 0 - 6 4 C 
 E X 4 6 5 0 - 4 8 Y 

T h i s i s a n o n - p r o p r i e t a r y C r y p t o g r a p h i c M o d u l e S e c u r i t y P o l i c y f o r t h e J u n i p e r N e t w o r k s E X 4 6 5 0 , 
Q F X 5 1 2 0 a n d Q F X 5 2 1 0 E t h e r n e t s w i t c h e s c r y p t o g r a p h i c m o d u l e f r o m J u n i p e r N e t w o r k s , h e r e a f t e r 
r e f e r r e d t o a s t h e m o d u l e . I t p r o v i d e s d e t a i l e d i n f o r m a t i o n r e l a t i n g t o e a c h o f t h e F I P S 1 4 0 - 2 s e c u r i t y 
r e q u i r e m e n t s r e l e v a n t t o J u n i p e r N e t w o r k s E X 4 6 5 0 , Q F X 5 1 2 0 a n d Q F X 5 2 1 0 E t h e r n e t s w i t c h e s m o d u l e 
a l o n g   w i t h   i n s t r u c t i o n s   o n   h o w   t o   r u n   t h e   m o d u l e   i n   a   s e c u r e   F I P S   1 4 0 - 2   m o d e . 

A l l f o u r m o d e l s r u n J u n i p e r ’ s J u n o s O S f i r m w a r e . T h e v a l i d a t e d v e r s i o n o f t h e f i r m w a r e i s J u n o s O S 1 9 . 3 
R 1 .     T h e   n a m e   o f   t h e   i m a g e   f i l e   i s : 

 j i n s t a l l - h o s t - q f x - 5 e - x 8 6 - 6 4 - 1 9 . 3 R 1 . 8   s e c u r e - s i g n e d . t g z 

T h e m o d u l e i s d e f i n e d a s a m u l t i p l e - c h i p s t a n d a l o n e m o d u l e t h a t e x e c u t e J u n o s O S 1 9 . 3 R 1 f i r m w a r e o n 
t h e s w i t c h m o d e l s l i s t e d i n T a b l e 1 . T h e c r y p t o g r a p h i c b o u n d a r y i s d e f i n e d a s t h e o u t e r e d g e o f t h e 
s w i t c h .   T h e   m o d u l e ’ s   o p e r a t i o n a l   e n v i r o n m e n t   i s   a   l i m i t e d   o p e r a t i o n a l   e n v i r o n m e n t . 

T a b l e 1 p r o v i d e s a l i s t o f t h e h a r d w a r e v e r s i o n s t h a t a r e p a r t o f t h e m o d u l e v a l i d a t i o n a n d t h e b a s i c 
c o n f i g u r a t i o n   o f   t h e   h a r d w a r e . 

Table 1 – Cryptographic Module Configurations

M o d e l H a r d w a r e   V e r s i o n s C h a s s i s   d i f f e r e n c e s N e t w o r k   P o r t s 

Q F X 5 1 2 0 - 4 8 Y Q F X 5 1 2 0 - 4 8 Y - A F I 2 

Q F X 5 1 2 0 - 4 8 Y - A F O 2 

Q F X 5 1 2 0 - 4 8 Y - D C - A F I 2 

Q F X 5 1 2 0 - 4 8 Y - D C - A F O 2 

A C   U n i t   A i r   f l o w   i n 

A C   U n i t   A i r   f l o w   o u t 

D C   U n i t   A i r   f l o w   i n 

D C   U n i t   A i r   f l o w   o u t 

4 8 x 1 0 G b E   +   8 x 4 0 G b E 

o r 

4 8 x 2 5 G b E   +   8 x 1 0 0 G b E 

Q F X   5 1 2 0 - 3 2 C Q F X 5 1 2 0 - 3 2 C - A F I 

Q F X 5 1 2 0 - 3 2 C - A F O 

Q F X 5 1 2 0 - 3 2 C - D C - A F I 

Q F X 5 1 2 0 - 3 2 C - D C - A F O 

A C   U n i t   A i r   f l o w   i n 

A C   U n i t   A i r   f l o w   o u t 

D C   U n i t   A i r   f l o w   i n 

D C   U n i t   A i r   f l o w   o u t 

3 2 x 1 0 0 G b E 

Q F X   5 2 1 0 - 6 4 C Q F X 5 2 1 0 - 6 4 C - A F I 

Q F X 5 2 1 0 - 6 4 C - A F O 

Q F X 5 2 1 0 - 6 4 C - D C - A F I 

A C   U n i t   A i r   f l o w   i n 

A C   U n i t   A i r   f l o w   o u t 

D C   U n i t   A i r   f l o w   i n 

6 4   Q S F P + / Q S F P 2 8   p o r t s 
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Q F X 5 2 1 0 - 6 4 C - D C - A F O D C   U n i t   A i r   f l o w   o u t 

E X 4 6 5 0 - 4 8 Y E X 4 6 5 0 - 4 8 Y - A F I 

E X 4 6 5 0 - 4 8 Y - A F O 

E X 4 6 5 0 - 4 8 Y - D C - A F I 

E X 4 6 5 0 - 4 8 Y - D C - A F O 

A C   U n i t   A i r   f l o w   i n 

A C   U n i t   A i r   f l o w   o u t 

D C   U n i t   A i r   f l o w   i n 

D C   U n i t   A i r   f l o w   o u t 

4 8 x 2 5 G b E / 1 0 G b E / G b E 
S F P 2 8 / S F P + / S F P   p o r t s ,   

8 x 1 0 0 G b E / 4 0 G b E 
Q S F P 2 8 / Q S F P +   p o r t s 

T h e   m o d u l e   i s   d e s i g n e d   t o   m e e t   F I P S   1 4 0 - 2   L e v e l   1   o v e r a l l : 

Table 2 – Security Level of Security Requirements

A r e a D e s c r i p t i o n L e v e l 

1 M o d u l e   S p e c i f i c a t i o n 1 

2 P o r t s   a n d   I n t e r f a c e s 1 

3 R o l e s   a n d   S e r v i c e s 3 

4 F i n i t e   S t a t e   M o d e l 1 

5 P h y s i c a l   S e c u r i t y 1 

6 O p e r a t i o n a l   E n v i r o n m e n t N / A 

7 K e y   M a n a g e m e n t 1 

8 E M I / E M C 1 

9 S e l f - t e s t 1 

1 0 D e s i g n   A s s u r a n c e 3 

1 1 M i t i g a t i o n   o f   O t h e r   A t t a c k s N / A 

O v e r a l l 1 

T h e m o d u l e h a s a l i m i t e d o p e r a t i o n a l e n v i r o n m e n t a s p e r t h e F I P S 1 4 0 - 2 d e f i n i t i o n s . I t i n c l u d e s a 
f i r m w a r e l o a d s e r v i c e t o s u p p o r t n e c e s s a r y u p d a t e s . N e w f i r m w a r e v e r s i o n s w i t h i n t h e s c o p e o f t h i s 
v a l i d a t i o n m u s t b e v a l i d a t e d t h r o u g h t h e F I P S 1 4 0 - 2 C M V P . A n y o t h e r f i r m w a r e l o a d e d i n t o t h e m o d u l e 
i s   o u t   o f   t h e   s c o p e   o f   t h i s   v a l i d a t i o n   a n d   r e q u i r e   a   s e p a r a t e   F I P S   1 4 0 - 2   v a l i d a t i o n . 

T h e   m o d u l e   d o e s   n o t   i m p l e m e n t   a n y   m i t i g a t i o n s   o f   o t h e r   a t t a c k s   a s   d e f i n e d   b y   F I P S   1 4 0 - 2 . 
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1.1 Hardware and Physical Cryptographic Boundary

T h e   p h y s i c a l   f o r m s   o f   t h e   m o d u l e   i s   d e p i c t e d   i n   F i g u r e   1   t o   

F i g u r e 8 . T h e m o d u l e i s c o m p l e t e l y e n c l o s e d i n a r e c t a n g u l a r n i c k e l o r c l e a r z i n c c o a t e d , c o l d r o l l e d s t e e l , 
p l a t e d s t e e l a n d b r u s h e d a l u m i n u m e n c l o s u r e . F o r a l l m o d e l s , t h e c r y p t o g r a p h i c b o u n d a r y i s d e f i n e d a s 
t h e o u t e r e d g e o f t h e s w i t c h c h a s s i s . T h e m o d u l e d o e s n o t r e l y o n e x t e r n a l d e v i c e s f o r i n p u t a n d o u t p u t 
o f   c r i t i c a l   s e c u r i t y   p a r a m e t e r s   ( C S P s ) . 

Figure 1 - QFX 5120-48Y front view

Figure 2 - QFX 5120-48Y rear view

Figure 3 - QFX 5120-32C front view

Figure 4 - QFX 5120-32C rear view
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Figure 5 - QFX 5210-64C front view

Figure 6 - QFX 5210-64C rear view

Figure 7 - EX 4650-48Y front view
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Figure 8 - EX4650-48Y rear view

Th e f o llo w in g t ab le ma p s eac h lo g ica l in t er fa c e t yp e d efin ed in th e F IPS 1 40 -2 s ta nd a rd to o n e o r m o re 
ph ys ic a l   in t er fa c e s. 

Table 3 – Port and Interface types

P o r t D e s c r i p t i o n L o g i c a l   I n t e r f a c e   T y p e 

E th ernet L A N   Co m mu n ica tion s C on tro l   in ,  D a ta   in ,  Da ta   ou t ,   S ta tu s   ou t 

S er ia l C o n so le   se ria l   po rt C on tro l   in ,   D a t a   i n ,   D a t a   o u t ,  S ta tu s   ou t 

M G M T Ou t- o f -b an d   m an ag emen t   p o rt C on tro l   in ,  D a ta   in ,  Da ta   ou t ,   S ta tu s   ou t 

P o we r P o we r   con n e c to r Po w er   in 

R e s e t Re se t   bu tt on C o n tr o l   in 

L ED S ta t u s   in d ica to r   lig h t in g S ta t u s   o u t 

U S B F ir m wa r e   load   po r t C on tro l   in ,  D a ta   in 
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T h e   f o l l o w i n g   t a b l e   p r o v i d e s   a   d e t a i l e d   d e s c r i p t i o n   o f   t h e   p o r t s   a n d   i n t e r f a c e s   a v a i l a b l e   f o r   e a c h   m o d e l . 

Table 4 – Ports and Interfaces

Switch  m o de l P o we r 
s u p p l y   p o rt 

F a n   m od u le s C on so l e   p o r t Ma n a geme n t 
p o r t 

U SB   p o rt E t h e r n e t   p o r t s 

S F P / S F P + / S F P 2 8 Q S F P + / Q S F P 2 8 

Q F X 5 1 2 0 - 4 8 Y - A F I 2 2 5 1 2 1 4 8 8 

Q F X 5 1 2 0 - 4 8 Y - A F O 2 2 5 1 2 1 4 8 8 

Q F X 5 1 2 0 - 4 8 Y - D C - A F I 2 2 5 1 2 1 4 8 8 

Q F X 5 1 2 0 - 4 8 Y - D C - A F O 2 2 5 1 2 1 4 8 8 

Q F X 5 1 2 0 - 3 2 C - A F I 2 6 1 2 1 0 3 2 

Q F X 5 1 2 0 - 3 2 C - A F O 2 6 1 2 1 0 3 2 

Q F X 5 1 2 0 - 3 2 C - D C - A F I 2 6 1 2 1 0 3 2   

Q F X 5 1 2 0 - 3 2 C - D C - A F O 2 6 1 2 1 0 3 2 

Q F X 5 2 1 0 -   6 4 C - A F I 2 4 1 2 1 0 6 4 

Q F X 5 2 1 0 -   6 4 C - A F O 2 4 1 2 1 0 6 4 

Q F X 5 2 1 0 - 6 4 C - D C - A F I 2 4 1 2 1 0 6 4 

Q F X 5 2 1 0 - 6 4 C - D C - A F O 2 4 1 2 1 0 6 4 

E X 4 6 5 0 - 4 8 Y - A F I 2 5 1 2 1 4 8 8 

E X 4 6 5 0 - 4 8 Y - A F O 2 5 1 2 1 4 8 8 

E X 4 6 5 0 - 4 8 Y - D C - A F I 2 5 1 2 1 4 8 8 

E X 4 6 5 0 - 4 8 Y - D C - A F O 2 5 1 2 1 4 8 8 
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1.2 Mode of Operation

T h e m o d u l e p r o v i d e s a n o n - A p p r o v e d m o d e o f o p e r a t i o n i n w h i c h n o n - A p p r o v e d c r y p t o g r a p h i c 
a l g o r i t h m s a r e s u p p o r t e d . T h e m o d u l e s u p p o r t s n o n - A p p r o v e d a l g o r i t h m s w h e n o p e r a t i n g i n t h e 
n o n - A p p r o v e d m o d e o f o p e r a t i o n a s d e s c r i b e d i n S e c t i o n s 2 . 4 a n d 3 . 4 . W h e n t r a n s i t i o n i n g b e t w e e n 
t h e n o n - A p p r o v e d m o d e o f o p e r a t i o n a n d t h e A p p r o v e d m o d e o f o p e r a t i o n , t h e C O m u s t z e r o i z e a l l 
C S P s   b y   f o l l o w i n g   t h e   i n s t r u c t i o n s   i n   S e c t i o n   1 . 3 . 

T h e n , t h e C O m u s t r u n t h e f o l l o w i n g c o m m a n d s t o c o n f i g u r e t h e m o d u l e i n t o t h e A p p r o v e d m o d e o f 
o p e r a t i o n : 

c o @ f i p s - q f x #   s e t   s y s t e m   f i p s   l e v e l   1 

c o @ f i p s - q f x #   c o m m i t 

On c e th e Junos O S fir m wa re im ag e is in st a lled , con fig u red in t o App ro ved m od e a nd r eb o o t ed , an d 
in t eg r ity and s elf -t es ts h av e r un su c c essf u lly on in it ia l p o w er -on , th e mod u le is o p era tin g in th e 
App ro ved mo d e . Th is p r even ts a c c es s t o non F IPS ap p ro v ed fun c tion a lity . T ra n sit io n in g b a c k to n on -
a pp ro v ed   mo d e   is   on ly   po s sib le   v ia   z er o isin g   th e   mo d u le . 

T h e   o p e r a t o r   c a n   v e r i f y   t h e   m o d u l e   i s   o p e r a t i n g   i n   t h e   A p p r o v e d   m o d e   b y   v e r i f y i n g   t h e   f o l l o w i n g : 

 T h e “ s h o w v e r s i o n l o c a l ” c o m m a n d i n d i c a t e s t h a t t h e m o d u l e i s r u n n i n g t h e A p p r o v e d 
f i r m w a r e   ( i . e .   J u n o s   O S   S o f t w a r e   R e l e a s e   1 9 . 3 R 1 ) . 

 T h e c o m m a n d p r o m p t e n d s i n “ : f i p s ” , w h i c h i n d i c a t e s t h e m o d u l e h a s b e e n c o n f i g u r e d i n 
t h e   A p p r o v e d   m o d e   o f   o p e r a t i o n . 

1.3 Zeroization

T h e f o l l o w i n g c o m m a n d a l l o w s t h e C r y p t o g r a p h i c O f f i c e r t o z e r o i z e C S P s c o n t a i n e d w i t h i n t h e 
m o d u l e : 

c o @ f i p s - q f x >   r e q u e s t   s y s t e m   z e r o i z e 

N o t e :   T h e   C r y p t o g r a p h i c   O f f i c e r   m u s t   r e t a i n   c o n t r o l   o f   t h e   m o d u l e   w h i l e   z e r o i z a t i o n   i s   i n   p r o c e s s . 
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1   V e n d o r   a f f i r m e d . 

2   V e n d o r   a f f i r m e d   a s   p e r   I G   D . 1 - r e v 3 

2 Cryptographic Functionality

T h e m o d u l e i m p l e m e n t s t h e F I P S A p p r o v e d , v e n d o r a f f i r m e d , a n d n o n - A p p r o v e d - b u t - A l l o w e d 
c r y p t o g r a p h i c f u n c t i o n s l i s t e d i n T a b l e 5 t h r o u g h T a b l e 8 b e l o w . T a b l e 9 s u m m a r i z e s t h e h i g h - l e v e l 
p r o t o c o l   a l g o r i t h m   s u p p o r t . 

2.1 Approved Algorithms

R e f e r e n c e s   t o   s t a n d a r d s   a r e   g i v e n   i n   s q u a r e   b r a c k e t   [   ] ;   s e e   t h e   R e f e r e n c e s   t a b l e . 

Table 5 – Kernel Cryptographic  Functions

C A VP 

C e r t. 
A l gor i th m M o de 

Key Lengths, Curves, or
Moduli

Fu n cti o n s 

C 1 5 4 1 
H MA C   [ 1 9 8 ] 

S HA -1 λ   =   1 60 
Mes sa g e   A u t hen tic a tio n 

S HA -2 5 6 λ   =   2 56 

C 1 5 4 1 

S HS   [ 1 8 0 ] 

S H A - 1 
S H A - 2 5 6 
S H A - 3 8 4 
S H A - 5 1 2 

Mes sa g e   D ig es t   Gen era t ion 

C 1 5 4 1 D RBG   [ 9 0 A ] H MA C S H A -2 56 Ra ndo m   Bit   Ge n era t ion 

Table 6 – OpenSSL Approved Cryptographic Functions

C A V P   C e r t . A l g o r i t h m M o d e 
K e y L e n g t h s , C u r v e s , o r 
M o d u l i 

F u n c t i o n s 

C 1 5 4 3 A ES   [ 1 9 7 ] 
C B C   [ 3 8 A ] Ke y   S iz es:   12 8 ,   1 92 ,   25 6 En c r yp t,   D ec ryp t 

C T R   [ 3 8 A ] Ke y   S iz es:   12 8 ,   1 92 ,   25 6 En c r yp t,   D ec ryp t 

N / A 1 C KG 
[ 1 3 3 ]   S ec t ion   6 .1 

[ 1 3 3 ]   S ec t ion   6 .2 

A s ymm e tr ic ke y g en era t ion u s ing 
un mod if ie d   D R BG   ou tp u t 

N / A 2 K A S 
[ 5 6 A R e v 3 ] 

FFC DH M O D P - 2 0 4 8   ( I D = 1 4 ) Key Agreement Scheme (SSH)

C 1 5 4 3 E CD S A   [ 1 8 6 ] 
P- 25 6   (S H A -25 6 ) 
P- 38 4   (S H A -38 4 ) 
P- 52 1   (S H A -51 2 ) 

Ke yGen ,   S ig Gen ,   S igV e r 

C 1 5 4 3 H MA C  [ 1 9 8 ] 

S H A -1 λ   =   1 60 

SS H   Mes sa g e   Au th en t ic a tion 
D R BG   Pr im it ive

S H A -2 56 λ   =   2 56 

S H A -3 84 λ   =   3 84 

S H A -5 12 λ   =   5 12 

https://urldefense.com/v3/__https:/csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?validation=32038__;!!NEt6yMaO-gk!SJ6fDARjzvqgwj9d-7trmxzrS1wz_FYs2QHyYt4ckfvEps0wNCRVCn4BMOMX8wy8$
https://urldefense.com/v3/__https:/csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?validation=32038__;!!NEt6yMaO-gk!SJ6fDARjzvqgwj9d-7trmxzrS1wz_FYs2QHyYt4ckfvEps0wNCRVCn4BMOMX8wy8$
https://urldefense.com/v3/__https:/csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?validation=32038__;!!NEt6yMaO-gk!SJ6fDARjzvqgwj9d-7trmxzrS1wz_FYs2QHyYt4ckfvEps0wNCRVCn4BMOMX8wy8$
https://urldefense.com/v3/__https:/csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?validation=32040__;!!NEt6yMaO-gk!SJ6fDARjzvqgwj9d-7trmxzrS1wz_FYs2QHyYt4ckfvEps0wNCRVCn4BMD0Xuh9E$
https://urldefense.com/v3/__https:/csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?validation=32040__;!!NEt6yMaO-gk!SJ6fDARjzvqgwj9d-7trmxzrS1wz_FYs2QHyYt4ckfvEps0wNCRVCn4BMD0Xuh9E$
https://urldefense.com/v3/__https:/csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?validation=32040__;!!NEt6yMaO-gk!SJ6fDARjzvqgwj9d-7trmxzrS1wz_FYs2QHyYt4ckfvEps0wNCRVCn4BMD0Xuh9E$
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3   T h e   m o d u l e   e n f o r c e s   a   l i m i t   o f   2 2 0   t r a n s f o r m s   p e r   T r i p l e - D E S   k e y . 

n =20 4 8   (S HA   2 56 ,   38 4 ,  5 12 ) 
n =30 7 2   (S HA   2 56 ,  38 4 ,  5 12 ) 

S ig Gen 

n =20 4 8   (S HA   2 56 ,   38 4 ,  5 12 ) 
n =30 7 2   (S HA   2 56 ,  38 4 ,  5 12 ) 

S ig V er 

n = 2 0 4 8 
n = 3 0 7 2 

Ke yGen 

C 1 5 4 3 S HS   [ 1 8 0 ] 

S H A - 1 
S H A - 2 5 6 
S H A - 3 8 4 
S H A - 5 1 2 

Mes sa g e D ig es t Gen era t ion , SS H KDF 
Pr im it iv e 

C 1 5 4 3 T r ip le -D ES 3 

[ 6 7 ] 

T C BC 
[ 3 8 A ] 

Ke y   S iz e:   1 92 En c r yp t,   D ec ryp t 

C 1 5 4 3 D RB G   [ 9 0 A ] H MA C S H A   2 56 Ra ndo m   Bit   Ge n era t ion 

C 1 5 4 3 CV L SS H   [ 1 3 5 ] S H A   1 ,  38 4 , 5 1 2 Ke y   D e riva tion 

Table 7 – LibMD Approved Cryptographic Functions

C A V P 
C e r t . 

A l g o r i t h m M o d e 
K e y L e n g t h s , C u r v e s , o r 
M o d u l i 

F u n c t i o n s 

C 1 5 4 2 

H M A C 
[ 1 9 8 ] 

S H A - 1 λ   =   1 6 0 
P a s s w o r d   H a s h i n g 

S H A - 2 5 6 λ   =   2 5 6 

S H S   [ 1 8 0 ] 

S H A - 1 

S H A - 2 5 6 

S H A - 5 1 2 

M e s s a g e   D i g e s t   G e n e r a t i o n 

2.2 Allowed Algorithms

Table 8 – Allowed Cryptographic Functions

A l g o r i t h m C a v e a t U s e 

N D R N G [ I G ] 7 . 1 4 
S c e n a r i o   1 a 

T h e m o d u l e g e n e r a t e s a m i n i m u m o f 2 5 6 
b i t s   o f   e n t r o p y   f o r   k e y   g e n e r a t i o n . 

S e e d i n g   t h e   D R B G 

https://urldefense.com/v3/__https:/csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?validation=32040__;!!NEt6yMaO-gk!SJ6fDARjzvqgwj9d-7trmxzrS1wz_FYs2QHyYt4ckfvEps0wNCRVCn4BMD0Xuh9E$
https://urldefense.com/v3/__https:/csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?validation=32040__;!!NEt6yMaO-gk!SJ6fDARjzvqgwj9d-7trmxzrS1wz_FYs2QHyYt4ckfvEps0wNCRVCn4BMD0Xuh9E$
https://urldefense.com/v3/__https:/csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?validation=32040__;!!NEt6yMaO-gk!SJ6fDARjzvqgwj9d-7trmxzrS1wz_FYs2QHyYt4ckfvEps0wNCRVCn4BMD0Xuh9E$
https://urldefense.com/v3/__https:/csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?validation=32040__;!!NEt6yMaO-gk!SJ6fDARjzvqgwj9d-7trmxzrS1wz_FYs2QHyYt4ckfvEps0wNCRVCn4BMD0Xuh9E$
https://urldefense.com/v3/__https:/csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?validation=32039__;!!NEt6yMaO-gk!SJ6fDARjzvqgwj9d-7trmxzrS1wz_FYs2QHyYt4ckfvEps0wNCRVCn4BMCODX2iH$
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4   R F C   4 2 5 3   g o v e r n s   t h e   g e n e r a t i o n   o f   t h e   T r i p l e - D E S   e n c r y p t i o n   k e y   f o r   u s e   w i t h   t h e   S S H v 2   p r o t o c o l 

2.3 Allowed Protocols

Table 9 – Protocols Using Approved Algorithms in FIPS Mode

P r o t o c o l K e y   E x c h a n g e G r o u p A u t h C i p h e r I n t e g r i t y 

S S H v 2 4 K A S - F F C M O D P - 2 0 4 8   
( I D = 1 4 ) 

E C D S A   P - 2 5 6 

E C D S A   P - 3 8 4 

E C D S A   P - 5 2 1 

R S A   2 0 4 8 

R S A   3 0 7 2 

T r i p l e - D E S   C B C 

A E S   C B C   1 2 8 / 1 9 2 / 2 5 6 

A E S   C T R   1 2 8 / 1 9 2 / 2 5 6 

H M A C - S H A - 1 

H M A C - S H A - 2 5 6 

H M A C - S H A - 5 1 2 

N o p a r t o f t h e s e p r o t o c o l s , o t h e r t h a n t h e K D F , h a v e b e e n t e s t e d b y t h e C A V P a n d C M V P . T h e S S H 
p r o t o c o l a l l o w s i n d e p e n d e n t s e l e c t i o n o f k e y e x c h a n g e , a u t h e n t i c a t i o n , c i p h e r a n d i n t e g r i t y . I n T a b l e 9 
a b o v e , e a c h c o l u m n o f o p t i o n s f o r a g i v e n p r o t o c o l i s i n d e p e n d e n t a n d m a y b e u s e d i n a n y v i a b l e 
c o m b i n a t i o n .   T h e s e   s e c u r i t y   f u n c t i o n s   a r e   a l s o   a v a i l a b l e   i n   t h e   S S H   c o n n e c t   ( n o n - c o m p l i a n t )   s e r v i c e 

2.4 Disallowed Algorithms

T h e s e a l g o r i t h m s a r e n o n - A p p r o v e d a l g o r i t h m s t h a t a r e d i s a b l e d w h e n t h e m o d u l e i s o p e r a t e d i n a n 
A p p r o v e d   m o d e   o f   o p e r a t i o n . 

 A R C F O U R 
 B l o w f i s h 
 C A S T 
 D S A   ( S i g G e n ,   S i g V e r ;   n o n - c o m p l i a n t ) 
 E C D H   w i t h   P - 2 5 6 ,   P - 3 8 4   a n d   P - 5 2 1   ( u s e d   w i t h   S S H ) 
 H M A C - M D 5 
 H M A C - R I P E M D 1 6 0 
 U M A C 

2.5 Critical Security Parameters

A l l   C S P s   a n d   p u b l i c   k e y s   u s e d   b y   t h e   m o d u l e   a r e   d e s c r i b e d   i n   t h i s   s e c t i o n . 

Table 10 – Critical Security Parameters (CSPs)

N a m e D e s c r i p t i o n   a n d   u s a g e 

D R B G   S e e d S e e d   m a t e r i a l   u s e d   t o   s e e d   o r   r e s e e d   t h e   H M A C   D R B G 

D R B G   S t a t e V   a n d   K e y   v a l u e s   f o r   t h e   H M A C   D R B G 

D R B G   
E n t r o p y   
I n p u t 

2 5 6   b i t s   e n t r o p y   ( m i n )   i n p u t   u s e d   t o   i n s t a n t i a t e   H M A C   D R B G 

S S H   P H K 
S S H   P r i v a t e   h o s t   k e y .   1 s t   t i m e   S S H   i s   c o n f i g u r e d ,   t h e   k e y s   a r e   g e n e r a t e d .   E C D S A   P - 2 5 6   b y   
d e f a u l t ,   b u t   a l s o   s u p p o r t s   E C D S A   P - 3 8 4 ,   E C D S A   P - 5 2 1 ,   R S A   2 0 4 8   a n d   R S A   3 0 7 2 .   U s e d   t o   
i d e n t i f y   t h e   h o s t . 
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5 S S H g e n e r a t e s a D i f f i e - H e l l m a n p r i v a t e k e y t h a t i s 2 x t h e b i t l e n g t h o f t h e l o n g e s t s y m m e t r i c o r M A C 
k e y   n e g o t i a t e d . 

S S H   D H 
S S H   D i f f i e - H e l l m a n   p r i v a t e   c o m p o n e n t .   E p h e m e r a l   D i f f i e - H e l l m a n   p r i v a t e   k e y   u s e d   i n   S S H . 
D H   ( L = 2 0 4 8 ,   N = 2 0 4 7 ) 5 . 

S S H - S E K s 
S S H   S e s s i o n   K e y s   ( d e r i v e d   u s i n g   S P   8 0 0 - 1 3 5   K D F ) :   S S H   S e s s i o n   E n c r y p t i o n   K e y :   T r i p l e - D E S   
( 3 k e y )   o r   A E S ;   S S H   S e s s i o n   I n t e g r i t y   K e y :   H M A C . 

H M A C   k e y T h e   L i b M D   H M A C   k e y s :   m e s s a g e   d i g e s t   f o r   h a s h i n g   p a s s w o r d   a n d   c r i t i c a l   f u n c t i o n   t e s t . 

C O - P W 
P a s s w o r d   u s e d   t o   a u t h e n t i c a t e   t h e   C O .     P a s s w o r d   i s   i n p u t   a s   p l a i n t e x t   v i a   s e r i a l   p o r t   o r   
e n c r y p t e d   v i a   S S H . 

U s e r - P W 
P a s s w o r d   u s e d   t o   a u t h e n t i c a t e   t h e   U s e r .   P a s s w o r d   i s   i n p u t   a s   p l a i n t e x t   v i a   s e r i a l   p o r t   o r   
e n c r y p t e d   v i a   S S H . 

Table 11 – Public Keys

N a m e D e s c r i p t i o n   a n d   u s a g e 

S S H - P U B 
S S H P u b l i c H o s t K e y u s e d t o i d e n t i f y t h e h o s t . E C D S A P - 2 5 6 b y d e f a u l t , b u t a l s o s u p p o r t s 
E C D S A   P - 3 8 4 ,   E C D S A   P - 5 2 1 ,   R S A   2 0 4 8   a n d   R S A   3 0 7 2 . 

S S H - D H - P U B 
D i f f i e - H e l l m a n p u b l i c c o m p o n e n t . E p h e m e r a l D i f f i e - H e l l m a n p u b l i c k e y u s e d i n S S H k e y 
e s t a b l i s h m e n t .   D H   ( L = 2 0 4 8 ,   N = 2 0 4 7 ) 

A u t h - U s e r   P u b 
U s e r A u t h e n t i c a t i o n P u b l i c K e y s . U s e d t o a u t h e n t i c a t e u s e r s t o t h e m o d u l e . E C D S A P - 2 5 6 , 
P - 3 8 4 ,   P - 5 1 2 ,   R S A   2 0 4 8 ,   R S A   3 0 7 2 

A u t h - C O   P u b 
C O A u t h e n t i c a t i o n P u b l i c K e y s . U s e d t o a u t h e n t i c a t e C O t o t h e m o d u l e . E C D S A P - 2 5 6 , P - 
3 8 4 ,   P - 5 1 2 ,   R S A   2 0 4 8 ,   R S A   3 0 7 2   o r   R S A   4 0 9 6 

R o o t - C A 
E C D S A P - 2 5 6 X . 5 0 9 C e r t i f i c a t e ; U s e d t o v e r i f y t h e v a l i d i t y o f t h e J u n i p e r P a c k a g e C A a t 
s o f t w a r e   l o a d   a n d   a l s o   a t   r u n t i m e   f o r   i n t e g r i t y . 

P a c k a g e - C A 
E C D S A P - 2 5 6 X . 5 0 9 C e r t i f i c a t e ; U s e d t o v e r i f y t h e v a l i d i t y o f J u n i p e r i m a g e s a t s o f t w a r e l o a d 
a n d   b o o t . 

3 Roles, Authentication and Services

3.1 Roles and Authentication of Operators to Roles

T h e m o d u l e s u p p o r t s t w o r o l e s : C r y p t o g r a p h i c O f f i c e r ( C O ) a n d U s e r . T h e m o d u l e s u p p o r t s c o n c u r r e n t 
o p e r a t o r s , b u t d o e s n o t s u p p o r t a m a i n t e n a n c e r o l e a n d / o r b y p a s s c a p a b i l i t y . T h e m o d u l e e n f o r c e s t h e 
s e p a r a t i o n   o f   r o l e s   u s i n g   e i t h e r   o f   t h e   i d e n t i t y - b a s e d   o p e r a t o r   a u t h e n t i c a t i o n   m e t h o d s   i n   S e c t i o n   3 . 2 . 

T h e C r y p t o g r a p h i c O f f i c e r r o l e c o n f i g u r e s a n d m o n i t o r s t h e m o d u l e v i a a c o n s o l e o r S S H c o n n e c t i o n . A s 
r o o t o r s u p e r - u s e r , t h e C r y p t o g r a p h i c O f f i c e r h a s p e r m i s s i o n t o v i e w a n d e d i t s e c r e t s w i t h i n t h e m o d u l e . 

T h e U s e r r o l e m o n i t o r s t h e s w i t c h v i a t h e c o n s o l e o r S S H . T h e u s e r r o l e c a n n o t n o t c h a n g e t h e 
c o n f i g u r a t i o n . 

3.2 Authentication Methods

T h e m o d u l e i m p l e m e n t s t w o f o r m s o f I d e n t i t y - b a s e d a u t h e n t i c a t i o n : u s e r n a m e a n d p a s s w o r d o v e r t h e 
C o n s o l e   a n d   S S H ,   a s   w e l l   a s   u s e r n a m e   a n d   p u b l i c   k e y   o v e r   S S H . 
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P a s s w o r d   a u t h e n t i c a t i o n 

T h e m o d u l e e n f o r c e s 1 0 - c h a r a c t e r p a s s w o r d s ( a t m i n i m u m ) c h o s e n f r o m t h e 9 6 h u m a n r e a d a b l e A S C I I 
c h a r a c t e r s . T h e m a x i m u m p a s s w o r d l e n g t h i s 2 0 - c h a r a c t e r s ; t h u s t h e p r o b a b i l i t y o f a s u c c e s s f u l r a n d o m 
a t t e m p t   i s   1 / 9 6 1 0   ,   w h i c h   i s   l e s s   t h a n   1 / 1 , 0 0 0 , 0 0 0 . 

T h e m o d u l e e n f o r c e s a t i m e d a c c e s s m e c h a n i s m a s f o l l o w s : F o r t h e f i r s t t w o f a i l e d a t t e m p t s ( a s s u m i n g 
0 t i m e t o p r o c e s s ) , n o t i m e d a c c e s s i s e n f o r c e d . U p o n t h e t h i r d a t t e m p t , t h e m o d u l e e n f o r c e s a 5 - s e c o n d 
d e l a y . E a c h f a i l e d a t t e m p t t h e r e a f t e r r e s u l t s i n a n a d d i t i o n a l 5 - s e c o n d d e l a y a b o v e t h e p r e v i o u s ( e . g . 4 t h 

f a i l e d a t t e m p t = 1 0 - s e c o n d d e l a y , 5 t h f a i l e d a t t e m p t = 1 5 - s e c o n d d e l a y , 6 t h f a i l e d a t t e m p t = 2 0 - s e c o n d 
d e l a y ,   7 t h   f a i l e d   a t t e m p t   =   2 5 - s e c o n d   d e l a y ) . 

T h i s l e a d s t o a m a x i m u m o f 9 p o s s i b l e a t t e m p t s i n a o n e - m i n u t e p e r i o d f o r e a c h g e t t y . T h e b e s t a p p r o a c h 
f o r t h e a t t a c k e r w o u l d b e t o d i s c o n n e c t a f t e r 4 f a i l e d a t t e m p t s a n d w a i t f o r a n e w g e t t y t o b e s p a w n e d . 
T h i s w o u l d a l l o w t h e a t t a c k e r t o p e r f o r m r o u g h l y 9 . 6 a t t e m p t s p e r m i n u t e ( 5 7 6 a t t e m p t s p e r h o u r / 6 0 
m i n s ) ; t h i s w o u l d b e r o u n d e d d o w n t o 9 p e r m i n u t e , b e c a u s e t h e r e i s n o s u c h t h i n g a s 0 . 6 a t t e m p t s . T h u s 
t h e p r o b a b i l i t y o f a s u c c e s s f u l r a n d o m a t t e m p t i s 1 / 9 6 1 0 , w h i c h i s l e s s t h a n 1 / 1 m i l l i o n . T h e p r o b a b i l i t y 
o f a s u c c e s s w i t h m u l t i p l e c o n s e c u t i v e a t t e m p t s i n a o n e - m i n u t e p e r i o d i s 9 / ( 9 6 1 0 ) , w h i c h i s l e s s t h a n 
1 / 1 0 0 , 0 0 0 .   

S i g n a t u r e   v e r i f i c a t i o n 

P u b l i c k e y a u t h e n t i c a t i o n i n S S H u s e s e i t h e r R S A ( 2 0 4 8 a n d 3 0 7 2 b i t m o d u l i ) o r E C D S A s i g n a t u r e ( P - 2 5 6 , 
P - 3 8 4 a n d P - 5 2 1 ) . L e t ��d e n o t e t h e m a x i m u m n u m b e r o f s i g n a t u r e v e r i f i c a t i o n s t h a t t h e I U T c a n 

p e r f o r m i n a m i n u t e . A s s u m i n g a m i n i m u m s e c u r i t y s t r e n g t h o f 1 1 2 b i t s ( c o r r e s p o n d i n g t o R S A w i t h 
2 0 4 8 - b i t m o d u l i a s p e r S P 8 0 0 - 5 7 P a r t 1 R e v 3 ) , t h e p r o b a b i l i t y o f a s u c c e s s f u l b r u t e - f o r c e a t t a c k w i t h 
m u l t i p l e c o n s e c u t i v e a t t e m p t s i n a o n e - m i n u t e p e r i o d i s �� /

1 1 2 
2 . F o r t h i s p r o b a b i l i t y t o b e g r e a t e r t h a n 

1 / 1 0 0 , 0 0 0 , t h e n u m b e r o f v e r i f i c a t i o n s p e r m i n u t e m u s t b e ��>
1 1 2 2 

5 1 0 
≅ 

1 9 7 
2 , w h i c h i s c l e a r l y a n i n f e a s i b l e 

a m o u n t o f s i g n a t u r e v e r i f i c a t i o n s . I f t h e I U T w e r e a b l e t o c o m p u t e o n e s i g n a t u r e v e r i f i c a t i o n p e r C P U 
c y c l e , t h i s w o u l d a m o u n t t o 6 0   ×   4   ×   2   .   2   × 

9 
1 0 ≅ 

3 9 
2 v e r i f i c a t i o n s p e r m i n u t e f o r t h e 2 . 2 G H z q u a d - 

c o r e   I n t e l   C P U   s h a r e d   b y   a l l   I U T   m o d e l s . 

3.3 Services

A l l s e r v i c e s i m p l e m e n t e d b y t h e m o d u l e a r e l i s t e d i n t h e t a b l e s b e l o w . T a b l e 1 4 l i s t s t h e a c c e s s t o C S P s 
b y   e a c h   s e r v i c e . 

Table 12 – Authenticated Services

S e r v i c e D e s c r i p t i o n C O U s e r 

C o n f i g u r e   s e c u r i t y S e c u r i t y   r e l e v a n t   c o n f i g u r a t i o n X 

C o n f i g u r e N o n - s e c u r i t y   r e l e v a n t   c o n f i g u r a t i o n X 

S t a t u s S h o w   s t a t u s X X 

Z e r o i z e D e s t r o y   a l l   C S P s X 

S S H   c o n n e c t I n i t i a t e   S S H   c o n n e c t i o n   f o r   S S H   m o n i t o r i n g   a n d   c o n t r o l   ( C L I ) X X 

C o n s o l e   a c c e s s C o n s o l e   m o n i t o r i n g   a n d   c o n t r o l   ( C L I ) X X 

R e m o t e   r e s e t S o f t w a r e   i n i t i a t e d   r e s e t X 

L o a d   i m a g e 
V e r i f i c a t i o n a n d l o a d i n g o f a v a l i d a t e d f i r m w a r e i m a g e i n t o t h e 
s w i t c h . 

X 
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Table 13 – Unauthenticated services

S e r v i c e D e s c r i p t i o n 

L o c a l   r e s e t H a r d w a r e   r e s e t   o r   p o w e r   c y c l e 

T r a f f i c T r a f f i c   r e q u i r i n g   n o   c r y p t o g r a p h i c   s e r v i c e s 



C o p y r i g h t   J u n i p e r ,   2 0 2 3 D o c u m e n t   V e r s i o n   2 . 1   P a g e   1 8   o f   2 3 
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Table 14 – CSP Access Rights within Services

S E R V I C E 

C S P s 

D
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   S
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 d
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   S
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 G

   E
 n
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  I
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S S
 H

   P
 H
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S S
 H
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 H

 

S S
 H
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 E

 K
 

H
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   K
 e

 y 

C
 O

 - P
 W

 

U
 s e

 r -
 P

 W
 

C o n f i g u r e   s e c u r i t y - - E - - G W R - - - - G W W 

C o n f i g u r e - - - - - - - - - - - - - - - - - - 

S t a t u s - - - - - - - - - - - - - - - - - - 

Z e r o i z e Z Z Z Z Z Z - - Z Z 

S S H   c o n n e c t - - E - - E G E G E - - E E 

C o n s o l e   a c c e s s - - - - - - - - - - - - - - E E 

R e m o t e   r e s e t G E Z G Z G Z - - Z Z Z Z Z 

L o c a l   r e s e t G E Z G Z G Z - - Z Z - - Z Z 

T r a f f i c - - - - - - - - - - - - - - - - - - 

L o a d   I m a g e - - - - - - - - - - - - - - - - - - 

G   =   G e n e r a t e :   T h e   m o d u l e   g e n e r a t e s   t h e   C S P 

R   =   R e a d :   T h e   C S P   i s   r e a d   f r o m   t h e   m o d u l e   ( e . g .   t h e   C S P   i s   o u t p u t ) 

E   =   E x e c u t e :   T h e   m o d u l e   e x e c u t e s   u s i n g   t h e   C S P 

W   =   W r i t e :   T h e   C S P   i s   u p d a t e d   o r   w r i t t e n   t o   t h e   m o d u l e 

Z   =   Z e r o i z e :   T h e   m o d u l e   z e r o i z e s   t h e   C S P . 
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Table 15 – Public Key Access Rights within Services
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C o n f i g u r e   s e c u r i t y G WR - - W W -- -- 

C o n f i g u r e - - - - - - - - -- -- 

S t a t u s - - - - - - - - -- -- 

Z e r o i z e Z - - Z Z -- -- 

S S H   c o n n e c t E G E E E -- -- 

C o n s o l e   a c c e s s - - - - - - - - -- -- 

R e m o t e   r e s e t - - Z Z Z -- E 

L o c a l   r e s e t - - Z Z Z -- E 

T r a f f i c - - - - - - - - -- -- 

L o a d   I m a g e - - - - - - - - E W E W 

G   =   G e n e r a t e :   T h e   m o d u l e   g e n e r a t e s   t h e   C S P 

R   =   R e a d :   T h e   C S P   i s   r e a d   f r o m   t h e   m o d u l e   ( e . g .   t h e   C S P   i s   o u t p u t ) 

E   =   E x e c u t e :   T h e   m o d u l e   e x e c u t e s   u s i n g   t h e   C S P 

W   =   W r i t e :   T h e   C S P   i s   u p d a t e d   o r   w r i t t e n   t o   t h e   m o d u l e 

Z   =   Z e r o i z e :   T h e   m o d u l e   z e r o i z e s   t h e   C S P . 

3.4 Non-Approved Services

T h e f o l l o w i n g s e r v i c e s a r e a v a i l a b l e i n t h e n o n - A p p r o v e d m o d e o f o p e r a t i o n . T h e s e c u r i t y f u n c t i o n s 
p r o v i d e d b y t h e n o n - A p p r o v e d s e r v i c e s a r e i d e n t i c a l t o t h e A p p r o v e d c o u n t e r p a r t s e x c e p t f o r S S H 
C o n n e c t ( n o n - c o m p l i a n t ) . S S H C o n n e c t ( n o n - c o m p l i a n t ) s u p p o r t s t h e s e c u r i t y f u n c t i o n s i d e n t i f i e d i n 
S e c t i o n   2 . 4   a n d   T a b l e   9 . 

Table 16 – Authenticated Services

S e r v i c e D e s c r i p t i o n C O U s e r 

C o n f i g u r e   s e c u r i t y   ( n o n - c o m p l i a n t ) S e c u r i t y   r e l e v a n t   c o n f i g u r a t i o n X 

C o n f i g u r e   ( n o n - c o m p l i a n t ) N o n - s e c u r i t y   r e l e v a n t   c o n f i g u r a t i o n X 



C o p y r i g h t   J u n i p e r ,   2 0 2 3 D o c u m e n t   V e r s i o n   2 . 1   P a g e   2 0   o f   2 3 
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S t a t u s   ( n o n - c o m p l i a n t ) S h o w   s t a t u s X X 

Z e r o i z e   ( n o n - c o m p l i a n t ) D e s t r o y   a l l   C S P s X 

S S H   c o n n e c t   ( n o n - c o m p l i a n t ) 
I n i t i a t e S S H c o n n e c t i o n f o r S S H m o n i t o r i n g 
a n d   c o n t r o l   ( C L I ) 

X X 

C o n s o l e   a c c e s s   ( n o n - c o m p l i a n t ) C o n s o l e   m o n i t o r i n g   a n d   c o n t r o l   ( C L I ) X X 

R e m o t e   r e s e t   ( n o n - c o m p l i a n t ) S o f t w a r e   i n i t i a t e d   r e s e t X 

Table 17 – Unauthenticated traffic

S e r v i c e D e s c r i p t i o n 

L o c a l   r e s e t   ( n o n - c o m p l i a n t ) H a r d w a r e   r e s e t   o r   p o w e r   c y c l e 

T r a f f i c   ( n o n - c o m p l i a n t ) T r a f f i c   r e q u i r i n g   n o   c r y p t o g r a p h i c   s e r v i c e s 

4 Self-tests

E a c h t i m e t h e m o d u l e i s p o w e r e d u p , i t t e s t s t h a t t h e c r y p t o g r a p h i c a l g o r i t h m s s t i l l o p e r a t e c o r r e c t l y 
a n d t h a t s e n s i t i v e d a t a h a v e n o t b e e n d a m a g e d . P o w e r - u p s e l f – t e s t s a r e a v a i l a b l e o n d e m a n d b y p o w e r 
c y c l i n g   t h e   m o d u l e . 

O n p o w e r u p o r r e s e t , t h e m o d u l e p e r f o r m s t h e s e l f - t e s t s d e s c r i b e d b e l o w . A l l K A T s m u s t b e c o m p l e t e d 
s u c c e s s f u l l y p r i o r t o a n y o t h e r u s e o f c r y p t o g r a p h y b y t h e m o d u l e . I f o n e o f t h e K A T s f a i l s , t h e m o d u l e 
e n t e r s   t h e   C r i t i c a l   F a i l u r e   e r r o r   s t a t e . 

T h e   m o d u l e   p e r f o r m s   t h e   f o l l o w i n g   p o w e r - u p   s e l f - t e s t s : 

 F i r m w a r e   I n t e g r i t y   c h e c k   u s i n g   E C D S A   P - 2 5 6   w i t h   S H A - 2 5 6 
 K e r n e l   K A T s 

o H M A C - S H A - 1   K A T 
o H M A C - S H A - 2 5 6   K A T 
o S H A - 3 8 4   K A T 
o S H A - 5 1 2   K A T 
o S P   8 0 0 - 9 0 A   H M A C   D R B G   K A T 

 H e a l t h - t e s t s   i n i t i a l i z e ,   r e - s e e d ,   a n d   g e n e r a t e . 

 O p e n S S L   K A T s 
o E C D S A   P - 2 5 6   S i g n / V e r i f y   P C T 
o E C D H   P - 2 5 6   K A T 

 D e r i v a t i o n   o f   t h e   e x p e c t e d   s h a r e d   s e c r e t . 
o R S A   2 0 4 8   w /   S H A - 2 5 6   S i g n   K A T 
o R S A   2 0 4 8   w /   S H A - 2 5 6   V e r i f y   K A T 
o T r i p l e - D E S - C B C   E n c r y p t   K A T 
o T r i p l e - D E S - C B C   D e c r y p t   K A T 
o H M A C - S H A - 1   K A T 
o H M A C - S H A - 2 5 6   K A T 
o H M A C - S H A - 3 8 4   K A T 
o H M A C - S H A - 5 1 2   K A T 
o A E S - C B C   ( 1 2 8 / 1 9 2 / 2 5 6 )   E n c r y p t   K A T 
o A E S - C B C   ( 1 2 8 / 1 9 2 / 2 5 6 )   D e c r y p t   K A T 
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o K D F - S S H   K A T 
o S P   8 0 0 - 9 0 A   H M A C   D R B G   K A T 

 H e a l t h - t e s t s   i n i t i a l i z e ,   r e - s e e d ,   a n d   g e n e r a t e . 

 L i b M D   K A T s 
o H M A C   S H A - 1 
o H M A C   S H A - 2 5 6 
o S H A - 5 1 2 

 C r i t i c a l   F u n c t i o n   T e s t 
o T h e m o d u l e p e r f o r m s a v e r i f i c a t i o n o f a l i m i t e d o p e r a t i o n a l e n v i r o n m e n t , a n d 

v e r i f i c a t i o n   o f   o p t i o n a l   n o n - c r i t i c a l   p a c k a g e s . 

T h e   m o d u l e   a l s o   p e r f o r m s   t h e   f o l l o w i n g   c o n d i t i o n a l   s e l f - t e s t s : 

 C o n t i n u o u s   R N G   T e s t   o n   t h e   S P   8 0 0 - 9 0 A   H M A C - D R B G 
 C o n t i n u o u s   R N G   t e s t   o n   t h e   N D R N G 
 P a i r w i s e   c o n s i s t e n c y   t e s t   w h e n   g e n e r a t i n g   E C D S A ,   a n d   R S A   k e y   p a i r s 
 S P 8 0 0 - 5 6 A a s s u r a n c e s a s p e r S P 8 0 0 ‐ 5 6 A S e c t i o n s 5 . 5 . 2 , 5 . 6 . 2 , a n d / o r 5 . 6 . 3 , i n a c c o r d a n c e t o 

I G   9 . 6 . 
 F i r m w a r e   L o a d   T e s t   ( E C D S A   P - 2 5 6   w i t h   S H A - 2 5 6   s i g n a t u r e   v e r i f i c a t i o n ) 

5 Security Rules and Guidance

T h e m o d u l e d e s i g n c o r r e s p o n d s t o t h e s e c u r i t y r u l e s b e l o w . T h e t e r m m u s t i n t h i s c o n t e x t s p e c i f i c a l l y 
r e f e r s t o a r e q u i r e m e n t f o r c o r r e c t u s a g e o f t h e m o d u l e i n t h e A p p r o v e d m o d e ; a l l o t h e r s t a t e m e n t s 
i n d i c a t e   a   s e c u r i t y   r u l e   i m p l e m e n t e d   b y   t h e   m o d u l e .   

1 . T h e   m o d u l e   c l e a r s   p r e v i o u s   a u t h e n t i c a t i o n s   o n   p o w e r   c y c l e . 
2 . W h e n t h e m o d u l e h a s n o t b e e n p l a c e d i n a v a l i d r o l e , t h e o p e r a t o r d o e s n o t h a v e a c c e s s t o a n y 

c r y p t o g r a p h i c   s e r v i c e s . 
3 . P o w e r   u p   s e l f - t e s t s   d o   n o t   r e q u i r e   a n y   o p e r a t o r   a c t i o n . 
4 . D a t a   o u t p u t   i s   i n h i b i t e d   d u r i n g   k e y   g e n e r a t i o n ,   s e l f - t e s t s ,   z e r o i z a t i o n ,   a n d   e r r o r   s t a t e s . 
5 . S t a t u s i n f o r m a t i o n d o e s n o t c o n t a i n C S P s o r s e n s i t i v e d a t a t h a t i f m i s u s e d c o u l d l e a d t o a 

c o m p r o m i s e   o f   t h e   m o d u l e . 
6 . T h e r e   a r e   n o   r e s t r i c t i o n s   o n   w h i c h   k e y s   o r   C S P s   a r e   z e r o i z e d   b y   t h e   z e r o i z a t i o n   s e r v i c e . 
7 . T h e   m o d u l e   d o e s   n o t   s u p p o r t   a   m a i n t e n a n c e   i n t e r f a c e   o r   r o l e . 
8 . T h e   m o d u l e   d o e s   n o t   s u p p o r t   m a n u a l   k e y   e n t r y . 
9 . T h e   m o d u l e   d o e s   n o t   o u t p u t   i n t e r m e d i a t e   k e y   v a l u e s . 
1 0 . T h e m o d u l e r e q u i r e s t w o i n d e p e n d e n t i n t e r n a l a c t i o n s t o b e p e r f o r m e d p r i o r t o o u t p u t t i n g p l a i n t e x t 

C S P s . 
1 1 . T h e c r y p t o g r a p h i c o f f i c e r m u s t d e t e r m i n e w h e t h e r f i r m w a r e b e i n g l o a d e d i s a l e g a c y u s e o f t h e 

f i r m w a r e l o a d s e r v i c e ( l e g a c y b e i n g t h o s e J u n o s O S f i r m w a r e i m a g e s s i g n e d w i t h R S A s i g n a t u r e s 
i n s t e a d   o f   E C D S A ) . 

1 2 . T h e   c r y p t o g r a p h i c   o f f i c e r   m u s t   r e t a i n   c o n t r o l   o f   t h e   m o d u l e   w h i l e   z e r o i z a t i o n   i s   i n   p r o c e s s . 
1 3 . T h e m o d u l e m u s t b e c o n f i g u r e d t o d i s a l l o w t h e u s e o f E C D H i n S S H b y u s i n g t h e f o l l o w i n g C L I 

c o m m a n d : 

c o @ f i p s - q f x #   s e t   s y s t e m   s e r v i c e s   s s h   k e y - e x c h a n g e   d h - g r o u p 1 4 - s h a 1 
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F e d e r a l   I n f o r m a t i o n   P r o c e s s i n g   S t a n d a r d s   P u b l i c a t i o n   1 9 7 ,   N o v e m b e r   2 6 ,   2 0 0 1 
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M o d e s o f O p e r a t i o n : G a l o i s / C o u n t e r M o d e ( G C M ) a n d G M A C , S p e c i a l P u b l i c a t i o n 8 0 0 - 
3 8 D ,   N o v e m b e r   2 0 0 7 

[ 5 6 A ] N a t i o n a l I n s t i t u t e o f S t a n d a r d s a n d T e c h n o l o g y , R e c o m m e n d a t i o n f o r P a i r - W i s e K e y - 
E s t a b l i s h m e n t S c h e m e s U s i n g D i s c r e t e L o g a r i t h m C r y p t o g r a p h y , S p e c i a l P u b l i c a t i o n 8 0 0 - 
5 6 A ,   M a r c h   2 0 0 7 

[ 5 6 A R e v 3 ] N a t i o n a l I n s t i t u t e o f S t a n d a r d s a n d T e c h n o l o g y , R e c o m m e n d a t i o n f o r P a i r - W i s e K e y - 
E s t a b l i s h m e n t S c h e m e s U s i n g D i s c r e t e L o g a r i t h m C r y p t o g r a p h y , S p e c i a l P u b l i c a t i o n 8 0 0 - 
5 6 A   R e v i s i o n   3 ,   A p r i l   2 0 1 8 

[ 1 9 8 ] N a t i o n a l I n s t i t u t e o f S t a n d a r d s a n d T e c h n o l o g y , T h e K e y e d - H a s h M e s s a g e 
A u t h e n t i c a t i o n C o d e ( H M A C ) , F e d e r a l I n f o r m a t i o n P r o c e s s i n g S t a n d a r d s P u b l i c a t i o n 
1 9 8 - 1 ,   J u l y ,   2 0 0 8 

[ 1 8 0 ] N a t i o n a l I n s t i t u t e o f S t a n d a r d s a n d T e c h n o l o g y , S e c u r e H a s h S t a n d a r d , F e d e r a l 
I n f o r m a t i o n   P r o c e s s i n g   S t a n d a r d s   P u b l i c a t i o n   1 8 0 - 4 ,   A u g u s t ,   2 0 1 5 

[ 6 7 ] N a t i o n a l I n s t i t u t e o f S t a n d a r d s a n d T e c h n o l o g y , R e c o m m e n d a t i o n f o r t h e T r i p l e D a t a 
E n c r y p t i o n A l g o r i t h m ( T D E A ) B l o c k C i p h e r , S p e c i a l P u b l i c a t i o n 8 0 0 - 6 7 , R e v i s i o n 2 , 
N o v e m b e r   2 0 1 7 

[ 9 0 A ] N a t i o n a l I n s t i t u t e o f S t a n d a r d s a n d T e c h n o l o g y , R e c o m m e n d a t i o n f o r R a n d o m N u m b e r 
G e n e r a t i o n U s i n g D e t e r m i n i s t i c R a n d o m B i t G e n e r a t o r s , S p e c i a l P u b l i c a t i o n 8 0 0 - 9 0 A , 
J u n e   2 0 1 5 . 



C o p y r i g h t   J u n i p e r ,   2 0 2 3 D o c u m e n t   V e r s i o n   2 . 1   P a g e   2 3   o f   2 3 
J u n i p e r   N e t w o r k s   P u b l i c   M a t e r i a l   –   M a y   b e   r e p r o d u c e d   o n l y   i n   i t s   o r i g i n a l   e n t i r e t y   ( w i t h o u t   r e v i s i o n ) . 

A b b r e v i a t i o n F u l l   S p e c i f i c a t i o n   N a m e 

[ 1 3 3 ] N a t i o n a l I n s t i t u t e o f S t a n d a r d s a n d T e c h n o l o g y , R e c o m m e n d a t i o n f o r C r y p t o g r a p h i c 
K e y   G e n e r a t i o n ,   S p e c i a l   P u b l i c a t i o n   8 0 0 - 1 3 3 ,   R e v i s i o n   1 ,   J u l y   2 0 1 9 

Table 19 – Acronyms and Definitions

A c r o n y m D e f i n i t i o n 

A E A D A u t h e n t i c a t e d   E n c r y p t i o n   w i t h   A s s o c i a t e d   D a t a 

A E S A d v a n c e d   E n c r y p t i o n   S t a n d a r d 

D H D i f f i e - H e l l m a n 

D S A D i g i t a l   S i g n a t u r e   A l g o r i t h m 

E C D H E l l i p t i c   C u r v e   D i f f i e - H e l l m a n 

E C D S A E l l i p t i c   C u r v e   D i g i t a l   S i g n a t u r e   A l g o r i t h m 

E M I / E M C E l e c t r o m a g n e t i c   I n t e r f e r e n c e / E l e c t r o m a g n e t i c   C o m p a t i b i l i t y 

E S P E n c a p s u l a t i n g   S e c u r i t y   P a y l o a d 

F I P S F e d e r a l   I n f o r m a t i o n   P r o c e s s i n g   S t a n d a r d 

H M A C K e y e d - H a s h   M e s s a g e   A u t h e n t i c a t i o n   C o d e 

I K E I n t e r n e t   K e y   E x c h a n g e   P r o t o c o l 

I P s e c I n t e r n e t   P r o t o c o l   S e c u r i t y 

M D 5 M e s s a g e   D i g e s t   5 

R S A P u b l i c - k e y   e n c r y p t i o n   t e c h n o l o g y   d e v e l o p e d   b y   R S A   D a t a   S e c u r i t y ,   I n c . 

S H A S e c u r e   H a s h   A l g o r i t h m s 

S S H S e c u r e   S h e l l 

T r i p l e - D E S T r i p l e   -   D a t a   E n c r y p t i o n   S t a n d a r d 

Table 20 – Datasheets

Mo de l Ti t le UR L 

E X4 65 0 E X4 65 0   E t h e r n e t   S w it ch h t t p s : / / w w w . j u n i p e r . n e t / a s s e t s / u s / e n / l o c a l / p d f / d a t a 
s h e e t s / 1 0 0 0 6 4 0 - e n . p d f 

QF X512 0 QF X51 2 0   E th ernet   S w itc h h t t p s : / / w w w . j u n i p e r . n e t / a s s e t s / u s / e n / l o c a l / p d f / d a t a 
s h e e t s / 1 0 0 0 6 3 9 - e n . p d f 

QF X521 0 QF X52 0 0   S w it c h h t t p s : / / w w w . j u n i p e r . n e t / a s s e t s / u s / e n / l o c a l / p d f / d a t a 
s h e e t s / 1 0 0 0 6 3 3 - e n . p d f 

https://www.juniper.net/assets/us/en/local/pdf/datasheets/1000640-en.pdf
https://www.juniper.net/assets/us/en/local/pdf/datasheets/1000640-en.pdf
https://www.juniper.net/assets/us/en/local/pdf/datasheets/1000639-en.pdf
https://www.juniper.net/assets/us/en/local/pdf/datasheets/1000639-en.pdf
https://www.juniper.net/assets/us/en/local/pdf/datasheets/1000633-en.pdf
https://www.juniper.net/assets/us/en/local/pdf/datasheets/1000633-en.pdf



