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Abstract. SPHINCS™ was selected as a candidate digital signature scheme for standardization by the
NIST Post-Quantum Cryptography Standardization Process. It offers security capabilities relying only on
the security of cryptographic hash functions. However, it is less efficient than the lattice-based schemes.
In this paper, we present an optimized software library for the SPHINCS™ signature scheme, which
combines the Intel® Secure Hash Algorithm Extensions (SHA-NI) and AVX2 vector instructions. We
obtain significant speed-up of SPHINCS'-128f-simple on both non-optimized (70%) and AVX2 reference
implementations (8% -23%) offering 128-bit security.
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1 Introduction

The security of the current most prevalent cryptographic signature schemes relies on hardness assumptions
which are broken by quantum computers [1]. As a result, there is an ongoing effort to design and improve
signature schemes which offer secure capabilities against both classical and quantum attacks. Recently,
the National Institute of Standards and Technology (NIST) have announced their list of candidates digital
signature schemes for standardization. Among the three selected candidates, CRYSTALS-Dilithium [2] and
FALCON [3] are both based on hard problems on lattices, with SPHINCS™ [4, 5] being the only scheme
based on a different assumption. Indeed, SPHINCS™ relies on the existence of a class of collision-resistant
cryptographic hash functions. The security of cryptographic hash functions is generally better understood
than the hardness of lattice assumptions, particularly those with algebraic structure such as Ring Learning
With Errors (Ring-LWE) [6, 7]. However, despite offering an efficiency improvement over previous hash-based
signature schemes, SPHINCS™ is not as efficient as the lattice-based candidates. Indeed, according to the
NIST Round 3 report [8] SPHINCS™ is roughly a factor of 100 slower than CRYSTALS-Dilithium and FALCON.
Thus, it is timely and crucial to find approaches to improve its efficiency.

SPHINCS™ can be instantiated using different hash functions. For example, there are reference imple-
mentations for HARAKA, SHAKE and SHA2. Calls to the chosen hash function dominate the overall
computation time during key generation, signing and signature verification. While on the one hand its design
provides flexibility at the time of instantiating the scheme, on the other hand Intel has developed the SHA-NI
Instruction Set Architecture (ISA) extension, which increases SHA-256 performance significantly. It is then
natural to consider SHA-NIl-accelerated implementations of SPHINCS™ when instantiated using SHA-256.

From now on when writing SPHINCS™ we are referring to its SPHINCS*-128f-simple instantiation using
the SHA-256 family of hash functions claiming 128-bit security.

Contributions. The contributions of this paper are twofold: First, we optimize the single-buffer implemen-
tation of SPHINCS™ by utilizing the specific instructions in the SHA-NI instruction set, achieving a 70%+
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performance increase. Second, we further optimize the AVX2 implementation by the SPHINCS™ team [9] by
using SHA-NI where computing serial hashing operations, resulting in a 23% speed-up in verification time
and a 8% speed-up in signing.

Related Work. Zhang et al. [10] have improved upon SPHINCS™ by using different One-Time Signatures
(OTS) or Few-Times Signatures (FTS) schemes, similarly to what was changed between SPHINCS [11] and
SPHINCS™. Sun et al. [12] demonstrate improvements by parallelizing parts of the SPHINCS™ algorithms,
however they use different parameters and hash functions to attain their results. one of the intriguing work
is that of Yehia et al. [13], which uses an extra hash computation on message in order to pick the specific
FTS scheme to use. This allows using smaller parameters for the FTS scheme, while maintaining the same
security level.

2 Preliminaries

2.1 SPHINCST

SPHINCS™ was selected for standardized digital signature schemes in order to have a stateless post-quantum
signature scheme whose security does not rely on the hardness of lattice problems. NIST also asked for public
feedback on a version of SPHINCS™ with a lower number of maximum signatures [8].

SPHINCS™ is a hash-based signature scheme which uses a structure based on several layers of Merkle trees;
in total d layers of trees are calculated. On all but the lowest layer, the leaves of the tree are used to sign the
roots of the next layer of trees. The leaves on the lowest layer are used to sign the message itself. Due to its
design, the entire multi-layer tree structure does not need to be calculated when signing. Instead, for each
signature, a single path down to the lowest layer is chosen pseudo-randomly (based on the randomness of the
secret key and a hash of the message), and only the trees along the path to that leaf need to be calculated.
All of the keys for the component signature schemes are chosen deterministically with a carefully constructed
pseudo-random function, so they do not have to be retained and can be recomputed as needed.

SPHINCS™ uses the Winternitz type one-time signature scheme, WOTS™, to sign the intermediate Merkle
trees’ roots. WOTS™ uses a chaining function to sign messages: [ values are chosen based on the WOTS™
secret key, and each is hashed repeatedly w times. The end of the hash chains produced are hashed together
to create the public key. The message being signed is converted into [ integers between 0 and w — 1, which
correspond to positions in the hash chains. These positions in the hash chains form the WOTS™ signature.
The verifier can use the message to complete each hash chain, by performing w — m; more hashes, recreating
the public key. In SPHINCS™, the public key is compressed using a call to a tweakable hash function, rather
than using [-trees as in previous definitions of SPHINCS.

Importantly, the verification procedure recreates the WOTS™ public key, which is then compared to
the actual public key. This property allows the WOTS™ private key to be generated during the SPHINCS™
signing procedure, and used to sign an intermediate tree, since the verifier can then calculate the public key
themselves from the signature. A incorrect WOTS™ signature will cause a failure during verification . The
structure of the signature for each tree is very similar to that of the XMSS signature scheme [14, 15, 16].

At the leaves of the lowest layer’s tree, a few-time signature scheme, FORS, is used. This is the important
difference from XMSS, which allows SPHINCS™ to be stateless, where XMSS needs to keep state in order
to track which leaves have been used to sign message so that it doesn’t use a WOTS™ key twice. Using a
few-time signature scheme allows there to be a few "leaf collisions", where the random path to the leaf is the
same for different signed messages, without catastrophically losing security.

3 Improving Performance using Intel’s Instruction Set Architecture
Extensions

3.1 Evaluating SHA-256

On Intel’s computing platforms, there are three specific ISA extensions that could be used to accelerate the
SHA-256 algorithm: SHA-NI, AVX2 and AVX512.
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SHA-NI is part of the Streaming SIMD Extensions (SSE) instruction set [17], and introduces instructions
specifically designed to greatly decrease latency in single-buffer evaluation of SHA-256. Depending on the
implementation, SHA-NI can result in a 50%-75% performance increase. A dual-buffer implementation of
SHA-NI is also available.

The Advanced Vector Extensions AVX2 and AVX512 have been widely used to accelerate cryptographic
algorithms. Although they do not include specific instructions for SHA-256, they provide large registers which
can allow multi-buffered SHA-256 calls. AVX2 can compute 8 multi-buffered SHA-256 calls in parallel and
AVX512 can compute 16 multi-buffered SHA-256 calls in parallel. However, neither can be used to increase the
single-buffer performance of SHA-256. In Section 5.1 we will discuss how we can take advantage of SHA-NI
alongside AVX2 to overall improve performance of SPHINCS™.

In Table 1 we report SHA-256 hash call performance in cycles when using the three extensions described
above, as well as using no extensions, when run on an Intel® Core i7"'-1185G7 CPU. We note that because
the x1 and x 16 tests use implementations from different libraries, they are not directly comparable. However,
the numbers allow us to measure relative speeds of the instruction sets within each test. Also note that the
x 16 experiments use dual-buffer SHA-NI.

Table 1: Number of cycles spent for x1 hash calls and x16 hash calls of SHA-256.

H Algorithm ‘ 1 Hash 16 Hashes Cycle increase factor H
Base 901 4759 5.28
SHA-NI (single-buffer) 270  (dual-buffer) 2081 7.71
AVX2 — 2192 —
AVX512 — 878 —

3.2 Accelerating SPHINCS™

Since SPHINCS™ is a hash-based signature scheme, we start by exploring the number of hash calls in
SPHINCS™,! which we report in Table 2. The signing algorithm in SPHINCS™ is relatively slow, using one
and two orders of magnitudes more hash calls than signature verification and key generation. As a result, our
first goal is to reduce the signing time, especially for scenarios where many messages must be signed. We
would also like to reduce the verification time as much as possible, as sometimes verification is conducted on
resource limited devices.

Table 2: Number of blocks of SHA-256 computed in SPHINCS™ -128f-simple

H Function SHA-256 H
Key Generation 4847
Sign 112937
Verify 13117

4 Combining SHA-NI and AVX2

The current implementation of SHA-256 in the implementations of SPHINCS™ provided by the SPHINCS™
Team [9] uses AVX2. However, it does not take advantage of SHA-NI, which takes advantage of instructions
available on recent Intel CPUs to speed up the SHA-256 algorithm. We can incorporate SHA-NI instructions
into the AVX2 implementation SPHINCS™ from [9] to decrease the scheme’s latency. The instructions necessary
for SHA-NI were introduced in 2013 [17].

We developed an optimized software library for SPHINCS™ which decreases the latency of the hash calls
using Intel ISA extensions, and in turn decreases the SPHINCS™ latency overall. We use a combination of
SHA-NI (from SSE) and AVX2 to provide a performance increase over the reference implementation that just

1We remind the reader that when writing SPHINCS™ we are referring to its instantiation using the SHA2 family of hash
functions claiming 128-bit security.
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uses AVX2. The library invokes calls to an AVX2 implementation of SHA-256 for the hash calls which can be
parallelized in SPHINCS™, and calls to a SHA-NI implementation of SHA-256 for the serial hash calls that
cannot be parallelized. By optimizing each of these steps, we reduce the overall latency for SPHINCS™. To
speed-up the single-buffer hash calls, we used an implementation of SHA-256 using SHA-NI from the Intel®
Integrated Performance Primitives (IPP) Cryptography library [18].

5 Experiments

5.1 Experimental Setup

We ran our experiments on an Intel® Core i7"'-1185G7 CPU core, which includes the SSE, AVX2 and AVX512
instruction sets, and it runs at a maximum frequency of 3.0 GHz. The parameter set used is SPHINCS™
-128f-simple, which is the fastest implementation of SPHINCS™ for target NIST security level 1. The reference
of implementation and AVX2 implementation is constructed from the sphincsplus-master code base [9]. For
the single buffer SHA-NI, we are importing the code used in IPPCP library [18] and the dual-buffer SHA-NI
from the IPSEC-MB library [19].

5.2 Performance Results

Figure 1 shows a comparison between the "reference 1" implementation (no ISA acceleration) and single-buffer
SHA-NI. The SHA-NI implementation gives a 60 — 70% speedup for SPHINCS™ algorithms

Key Generation Time Signing Time Verification Time
2500000 60000000 4500000
4000000
50000000
2000000 3500000
40000000 3000000
1500000
@ 9 ¥ 2500000
< Jov 'J 30000000 <
@) N ) 71% &' 2000000
1000000 Speedup © 78%
20000000 Speedup 1500000 Speedup
500000 1000000
10000000
500000
0 0 0
B Reference 1 H SHA-NI

Figure 1: Performance of SHA-NI compared to the reference SPHINCS™ implementation without ISA

Figure 2 shows a comparison between the "reference 2" implementation (using AVX2) and our combined
SHA-NI and AVX2 implementation. The combined implementation does not offer a performance increase for
Key Generation, but offers an 8.7% speedup in Signing and a 23% speedup in Verification.

From Figure 2, we find out there is a much larger performance speed-up in verification compared to signing.
The cause for the discrepancy in speed-up is because the portion of parallelizable hash calls are different.
From Table 3, we have shown the comparison between the number of SHA-256 calls that are multi-buffered
(and can use AVX2), and those that are single-buffered (and can be accelerated with SHA-NI). This result
shows that almost all of the calls to SHA-256 in the Key Generation and Signing algorithms are parallelizable,
whereas a much larger portion of the SHA-256 calls in Verification are not parallelizable which we can exploit
with SHA-NI.

Much of this difference is because of the adjacency paths that are part of the signature. During signing,
multiple WOTS™ or FORS keys must be generated, and they must be hashed together to create each tree.
The signer provides the intermediate hash values along the path to the leaf with the signature to the verifier,
who can then compute them. The described procedure for the signer benefits greatly from parallelism, but
the verification procedure cannot be parallelized.
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Figure 2: Performance of combined implementation compared to the reference AVX2 SPHINCS™ implementa-
tion

Table 3: Number of cycles spent using single-buffer (x1) and multi-buffer (x8) SHA-256 in SPHINCS™
-128f-simple

H Function x1 percentage ‘ X8 percentage H
Key Generation 3642 0.5% 679508 99.5%
Sign 57376 0.2% 33718342 99.8%
Verify 1134404 25.5% 3321470 74.5%

6 Conclusion

The main contribution of this paper is an optimized SPHINCS™ library which combines AVX2 and SHA-NI,
using AVX2 where hash calls can be parallelized to take advantage of its low multi-buffer latency, and SHA-NI
where for non-parallelizable hash calls to take advantage of its low single-buffer latency. We conducted our
experiments on an Intel® Core i7""-1185G7 CPU core, which includes the SSE, AVX2 and AVX512 instruction
sets. The combined implementation offers an 8.7% speedup in Signing and a 23% speedup in Verification. In
the future, we plan to extend the combined library of SHA-NI and AVX512 to other variants of SPHINCS™
instantiation using the SHA2 family of hash functions.
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