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Abstract. In this paper we present a practical cube attack against the full 6-round
encryption in ASCON in the nonce-misuse setting. We precise right away that this
attack does not violate the security claims made by the authors of AscoN, due to
this setting.

Our cryptanalysis is a conditional cube attack that is capable of recovering the full
capacity in practical time by carefully studying the monomials of highest degree in
the ANF of the full ASCON permutation. Overall, it has a complexity of about 24°
adaptatively chosen plaintexts, and about 2%° calls to the permutation.

We have implemented the full attack and our experiments confirm our claims.
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1 Introduction

As the NIST lightweight cryptography standardization effort reaches its final stage, it is
crucial to investigate the security of the 10 finalists. In this paper, we focus our attention
on ASCON, a family of lightweight primitives. It is also part of the final portfolio of the
CAESAR! competition [CAE14] which ended in 2019 and had a “lightweight applications
(resource constrained environments)” category.

The goal of the ASCON suite is to provide a solution with a “very low memory footprint
in hardware and software, while still being fast, robust and secure” [DEMS19]. In the
context of lightweight cryptography, the authors offer a trade-off between size, speed and
security while focusing mainly on the size.

We focus here on one of the Authenticated Encryption with Associated Data mode
(AEAD [Rog02]) of ASCON, namely ASCON-128, which motivates the attack model we
choose. In this mode, ASCON aims to provide integrity and confidentiality both with
authenticity in an effective integrated manner (Authenticated Encryption [BN00]). On
top of that, it ensures the authenticity of associated public data (such as public headers).

Even if they are not studied here, let us note that other AEAD parameter sets are
presented in the NIST submission, namely ASCON-128a and ASCON-80pq, as well a
hash function, ASCON-HASH. Table 1 presents the values of the parameters, where
k,|S|,r, ¢, |N|,|T| stand for the key, state, rate, capacity, nonce and tag sizes respectively,
while a and b are the different numbers of iterations of the permutation.

Due to the low degree of its round function, so-called cube attacks and other cryptanalysis
directions related to higher-order differentials are tempting attack vectors. Following several
works investigating such attacks against ASCON, we add new evidence that this intuition is
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Table 1: Parameter sets for recommended versions of ASCON.
k |S] r c IN| | |T) | a | b
ASCON-128 128 | 320 64 256 | 128 | 128 | 12 | 6
ASCON-128a | 128 | 320 | 128 | 192 | 128 | 128 | 12 | 8
AscoN-80pq | 160 | 320 | 64 | 256 | 128 | 128 | 12 | 6

correct. We focus on the terms of highest degree in the Algebraic Normal Form (see below)
of the inner permutation of ASCON, and we identify strong and (until now) unknown
patterns that allow us to mount a practical capacity-recovery attack against the full
primitive. This result comes however with a strong caveat: it assumes significant nonce-
misuse, a context in which the authors of ASCON have not made any security claim. Thus,
our results do not violate their security claims.

Our paper is structured as follows. First, we present the necessary background (notation,
basic concepts, specification of ASCON, and related works) in Section 2. Our attack model
is then presented in Section 3, which is followed by the details of our recovery attack in
Section 4. Section 5 concludes the paper.

2 Preliminaries

2.1 Notation

o Fy denotes the finite field with two elements: Fo := {0,1}, while F} denotes the
vector space of dimension n over Fs.

o @ indicates a bitwise addition (XOR) of two binary vectors (potentially over a vector
space of dimension 1).

o || is used to indicate the concatenation of two bitstrings.
e [0,n — 1] denotes the set {0,--- ,n —1}.

o wt stands for Hamming weight, in others words, given a vector of Fy,
u=(ug, -+ ,Un—1), wt(u) is defined as wt(u) := |{i,u; = 1}|.

Boolean functions

n—1
Given two vectors u, z € F4, we denote z* the monomial z* := [] =;".
i=0

Any Boolean function f: F} — Fs can be uniquely represented by its Algebraic

Normal Form (or ANF, see [Canl16]) which is a polynomial over Fa[xg, -+ ,z,_1]/(23 +
20, @2 1 +an1): f(w)= > a,x* where each a, lies in Fo. The ANF of a vectorial
u€Fy

Boolean function is the collection of the ANF of its coordinate functions.

The Mobius transform enables to go from the ANF to the table of values of a Boolean
function (or the other way around), and it also enables to deduce part of the ANF from
part of the values taken by the function, as summarized in the following proposition.

Proposition 1 (Computation of a coefficient (e.g. [Canl6])). Let f be a Boolean function

of n variables whose ANF is " a,x*. Then, for any u € FY, the coefficient a,, satisfies:
u€lFy
ay = Y, f(z), where x < u stands for x; < wu;, Vi € [0,n — 1].

U
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Keyed Boolean functions

In the context of symmetric ciphers, it is often necessary to distinguish controllable public
variables from inaccessible secret variables. We denote public variables v;, and use different
variable names (such as k; for key variables, or a;, b;, ¢;, d; for capacity variables) which
will be clarified when used. With such a distinction, when a Boolean function depends on

m public variables and n key variables, we prefer to look at it as f = > «,a*, where
S

each Qly, lies in Fg[k(), s 7kn—1]/(k(2) + ko, s 7k?z—1 + kn—l)-

For a given u € F%, o, is referred as the coefficient of x*.

When referring to the degree of a Boolean function, we mean the degree in public
variables: deg(f) := max{wt(u), a, # 0}.

The cube notation

When referring to monomials in public variables, we sometimes use the usual bijection
associating a monomial z* to the set of indices {i,u; = 1}. In that case, symbols such as
C or C (for cube) are used to denote the set of indices.

2.2 Ascon

The design of ASCON is based on the permutation-oriented Sponge Duplex mode of
operation [BDPV12, BDPA1la]. The authors thus mainly focused on the design of the
permutation which also inherits from other well-analyzed and already-standardized designs
(such as the permutation of the SHA-3 hash function [BDPA11b]). Figure 1 presents the
AEAD encryption mode. The permutation is described below.

DAy A L PGy Py Ciy PGy . T
NIt A o
T - 1 T - T 1
e A 1o T 128
p° ] P’ P’ ] p’ P’ ] p°
) : C 5 b D : ¢ > . C > ¢ :;n >
1 f 1 1 f
VKN 0K 0%1: K0+ K
Initialization Associated Data Plaintext Finalization

Figure 1: AscoN AEAD encryption?.

The claimed level of security for ASCON-128 is 128 bits in terms of plaintext confiden-
tiality and plaintext, data and nonce integrity under three hypotheses:

1. the single usage of each nonce;

2. the outputting of a decrypted plaintext only if the tag is correct;

264

3. the encryption of less than blocks using the same key.

The permutation

The permutation p is the core element of the design and the main object we study in this
document. It is built on a Substitution Permutation Network (SPN) structure: p is the
composition of a constant addition, a non-linear substitution layer and a linear diffusion
transformation: p = pr, o pg o pc.

2All AscoN figures in this document are highly based (if not identical) on the ones found on the page
of the authors [DEMS] and on the TikZ for Cryptographers repository [Jeal6].
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For an easier understanding, the state is usually decomposed into five 64-bit words, as
follows: S = Xo||X1]|X2||X3|| X4, where Xy is the most significant word, X4 the least one.

Constant addition

The constant adding step consists in XORing an 8-bit constant to the word X,. The
constant only depends on the index of the current iteration. There are two different pools
of constants to be used either at initialization/finalization or during encryption. They are
based on incremented and decremented counters, thus easily computable.

Figure 2: The round constant adding function pc.

Substitution Layer

Figure 3: The S-box layer pg.

The substitution layer is made of 64 parallel calls to a single Substitution-box (S-box)
on each column of the state. The S-box used in ASCON is a quadratic 5-bit permutation.
Figure 4 presents the algebraic normal form of the S-box in ASCON.

Yo = TaZ1 + X3 + T221 + T2 + X120 + 1 + To

Y1 = T4 + 2322 + T3T1 + T3 + 21 + T2 +T1 + 2o
Yo = 2423+ T4+ T2+ 21 +1

Y3 = TaZo + T4 + T3To + T3 + T2 + 21 + To

Yg = X401 + T4+ T3 +T120 + 21

Figure 4: Algebraic normal form (ANF) of the S-box in ASCON.

The low algebraic degree of the S-box (it is quadratic) might lead to cube attacks. This
plays a crucial role in the previous cube attacks against ASCON (see Section 2.3). It is also
the case in the attack we present in Section 4.

Linear layer

The linear diffusion layer is made of five calls to five different linear functions ¥; on each
row of the state. For each i € {0,1,2,3,4}, ¥;(X;) is built as the XOR of the i‘" row X;
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with two rotated versions of itself. The indices of rotations are fixed and only depend on 1.

T T T I T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T I T T T T X

Xo=X0® (Xo>19) & (Xo> 28)
X1=X19 (X1>61) @ (X1 >>39)
Xo=Xo® (Xo>1) & (X2>>06)

X3=X38 (X3>10) & (X35> 17)
Xi=X40 (Xy>7) © (Xy>41)

Figure 5: The linear layer pr.

2.3 Related work

With the point of view introduced in Section 2, it is possible to study the ANF of a
symmetric cipher “coefficient-wise”. In the case of ASCON, it already led to distinguishing
attacks (such as cube-testers [ADMS09] or zero-sum distinguishers [BC11], see Table 3).
We are here interested in using this point of view to mount recovery attacks, often named
cube attacks (see Table 2).

Table 2: Summary of cube-like key-recoveries and state-recoveries against ASCON.

Attack Target / Number of Data / Method Source
type Scenario rounds Time
Key-recovery Initialization - NR 5/12 219 /235 Borderline cube [DEMS15]
Key-recovery Initialization - NR. 6/12 234 /566 Borderline cube [DEMS15]
Key-recovery Initialization - NR 5/12 224 Conditional cube [LDW17]
Key-recovery Initialization - NR 6/12 240 Conditional cube [LDW17]
Key-recovery Initialization - NR 7/12 277.2 y 2103.9 Conditional cube [LDW17]
Key-recovery | Initialization - NR. 7/12 277.2 /977 Conditional cube [LDW17]
Key-recovery Initialization - NR 7/12 264 /2123 Cube [RHSS21]
Key»recoveryT Initialization - NR 7/12 264 / 297 Cube [RS21]
Key-recovery Initialization - NR 7/12 263 , 2115.2 Cube [RS21]
Key-recovery Initialization - NM 7/12 7 /297 Cube-like [LZWW17]
State-recovery Encryption - NM 5/6 ? ) 266 Cube-like [LZWW17]
State-recovery | Encryption - NM 6/6 < 240 Conditional cube Section 4

1 stands for “Weak-key subspace”, NR for nonce-respecting and NM for nonce-misuse

Cube attacks were introduced by Dinur and Shamir [DS09] in order to analyze cryp-
tosystems viewed as polynomial blackboxes. The goal of the attack is to obtain, by the use
of chosen cubes (i.e. sets of public variables), enough linear equations in secret variables
that it becomes possible to solve the resulting system.

The attack is thus composed of two stages:

1. Firstly, the offline phase. The goal is to focus on coefficients associated to given
monomials (in given output coordinates) which are (almost surely) known to be linear;
either from linearity tests or theoretical arguments. Then, thanks to a complete
offline access to the black-box (both public and secret variables can be set), the
linear expressions can be recovered by interpolation.
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Table 3: Summary of the cube-like distinguishers against ASCON.

Attack Target. / Number of Da'ta / Method Sotrce
type Scenario rounds Time

Distinguisher Permutation 12/12 2130 Zero-sum | [DEMS15]
Distinguisher | Initialization / NR 6/12 233 | Cube-tester | [DEMS15]
Distinguisher | Encryption / NM 6/12 233 Cube-tester | [DEMS15]
Distinguisher | Initialization / NR 6/12 231 Cube-tester | [RHSS21]
Distinguisher! | Initialization / NR 6/12 217 Cube-tester [RS21]
Distinguisher | Initialization / NR 7/12 260 Cube-tester | [RHSS21]
Distinguisher! | Initialization / NR 7/12 233 Cube-tester [RS21]

T stands for “Weak-key subspace”, NR for nonce-respecting and NM for nonce-misuse

2. Secondly, the online phase. Its objective is to recover the actual values of the
previously-targeted coefficients. This is done by querying the online oracle (a limited-
access blackbox where only public variables can be set). Thanks to the Mdbius
transform (see Proposition 1), the value of any coefficient can be recovered in this
setting. Finally, with pairs of linear equations/values, an adversary can solve the
system and recover (part of) the unknown bits.

Because finding linear coefficients is often highly-restrictive and/or costly, cube attacks
evolved into other directions, as illustrated by the following works on ASCON.

Adapting the work [DMP*15] of Dinur et al. , Dobrauning et al. [DEMS15] mount a
cube-attack on 5 rounds of the initialization by using cubes which only depend on a small
number of key bits. It enables them to recover the key in a divide-and-conquer manner
but the attack is however costly to adapt to a 6-round initialization, because of the quick
growth of the number of variables involved in a coefficient.

Li et al. [LDW17] continue testing the resistance of ASCON against cube-like attacks
by adapting and generalizing the conditional cube attacks against Keccak introduced by
Huang et al. [HWX™'17]. They search for cubes such that all the output coefficients share
a linear divisor and manage to find some, without having to recover the entire expression
of the coefficients. If such a common divisor exists, an adversary is able to determine its
value from the output as it influences the value of the cube-sum vector. Replacing the
common linear divisor by a family of linear polynomials in which lies at least one divisor
for each coefficient, they adapt their 5/6-round attack to 7 rounds.

Rohit et al. present in their paper [RHSS21] the first 7-round misuse-free key-recovery
cube-attack on ASCON, reaching the limited number of 26 encrypted blocks of data.
In [RS21], 7-round initializations are studied with the weak-key spaces point of view,
reaching a number of encrypted blocks stricly lower than the bound imposed by the
authors of ASCON.

All of the aforementioned works study the nonce-respecting scenarios and thus focus on
the initialization. However, implementation errors will eventually happen and sometimes
with high risk: we show in Section 4 that, in the event of a lot of reuse of nonces,
confidentiality is compromised.

3 Nonce-misuse setting and attack model

3.1 The attack model

The nonce-misuse scenario assumes, contrary to the recommendations of the authors,
that a key/nonce pair can be reused many times to encrypt plaintexts. In this situation,
the state after initialization can be considered fixed once and for all. We also suppose that
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Figure 6: Nonce-misuse attack model.

no associated data is processed. In such a scenario, an adversary can interact with the
cipher as follows:

o He can input any chosen block on the first row (known as the rate, or the outer
part of the state). We can thus suppose that, each time, he asks the oracle, first to
encrypt a chosen block, and then to immediately encrypt the all-zero block.

e He can recover any ciphertext associated to a chosen plaintext. He can thus omit the
first ciphertext and consider the second ciphertext (associated to the all-zero block)
as the output of the cipher.

Figure 6 illustrates the situation.

In the nonce-misuse scenario, the goal of the adversary is to recover the capacity, that
is, the unknown inner part of the state after initialization. If an adversary manages to
recover the capacity, then confidentiality is no longer ensured: knowing the first block of
associated data (as it is usually the case) as well as the capacity is sufficient to recover all
the next plaintexts.

Let us note that a state-recovery does not directly enable a key-recovery (for example
by going through the initialization backward) or a tag forgery (by going through the
finalization): the XOR with the key at the end (resp. beginning) of the initialization (resp.
finalization) prevents such attacks.

3.2 Properties of the nonce-misuse scenario

Four rows of 64 bits need to be recovered. We name them, a, b, ¢, d from top to bottom.
a;, with i € [0,63], (resp. b;, ¢;,d;) represents the ith bit of the first (resp. second, third
and fourth) row of the capacity. We use v; to represent the ith controlled input bit (i.e.
the ¢th public variable). Using the point of view introduced in Section 2, we look at the

ANF of a coordinate as a “keyed Boolean function”: f = 3 a,v" where each a,, lies in
u€Fy

Falag, - ,de3]/(ad + ag, -+ ,d23 + dg3).

Table 4: ANF of Column ¢ after initialization (left) and after the first S-box layer (right).

Vi (a; +1)vi +  aibi+aid; +a; +b;+c¢;

a; vi +  aib;+aici +bici +a; +b;i+c +d;
b; 0 4+ cdit+ai+bi+di+1

ci (ci+di+1)vi + ai+bi+ci+d;

d; a;vi +  aidi+a;+c+d;
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Property 1. In the nonce-misuse scenario, the highest degree of a monomial (in any of
the 320 output coordinates) at round ¢, t € [1,6] is 2°~!. Moreover, let us suppose that a
highest-degree monomial v* appears in a coordinate: a, # 0. Then, it was obtained as
one or more products of two highest-degree terms one round before. o, can then be seen
as a sum, each term of the sum being a product of two coefficients of highest-degree terms
one round before.

Property 1 is a consequence of the fact that, during the first S-box layer, no public
variable is multiplied with another public variable, as public variables are input row-wise,
while the S-box is applied column-wise. So after one round the highest-degree is still 1.
Afterwards, the bound doubles at each round because the S-box is quadratic.

Corollary 1. Let a,, be the coefficient of v* in any output coordinate after round t. Let
us suppose that wt(u) = 2'=1. Then, o, can be viewed as a sum of products of 2¢~!
coefficients of degree-1 terms after one round.

Because all the coefficients of degree-1 terms after one round are either linear in
unknown variables or constant, Corollary 1 gives an immediate upper-bound on the degree
in the unknown variables of ay,: 271,

Moreover, by looking at the ANF after the first S-box layer given in Table 4, we observe
that each product appearing in a coefficient associated to a term of degree 1 after one
round has the following structure:

H l; , where l; € {ai ®1, 1, ¢;pd; P 1, CLZ'}.

i;u,i:l

We denote e; :=¢; ®d; ® 1 for any i € [0,63].

In particular, targeting highest-degree cube can only enable the recovery of the bits of
a and e := ¢ P d. If we want to recover b, ¢ or d, sub-leading terms can be used. We study
those using the following property (and its corollary).

Property 2. In the nonce-misuse scenario, a sub-leading monomial (in any of the 320
output coordinates) at round ¢, t € [1,6] has degree 2!~ — 1. Moreover, let us suppose
that a sub-leading monomial v* appears in a coordinate: a, # 0. Then, it was obtained
as one or more products of one of the following forms:

e a product of two highest-degree terms one round before sharing a public variable as
common divisor, or

e a product of a highest-degree term and a sub-leading term one round before.

«, can then be seen as a sum, each term of the sum being either a product of two
coefficients of highest-degree terms or a product of one coeflicient of highest-degree term
by one coefficient of a sub-leading term one round before.

Corollary 2. Let a,, be the coefficient of v* in any output coordinate after round t. Let
us suppose that wt(u) = 2= — 1. Then, a,, can be viewed as a sum of products of 2¢=!
coefficients of terms after the second constant addition®, each product having one of the
following forms:

e a product of 271 coefficients of terms of degree 1 (among the 281 terms of degree 1,
two are identical, but the two respective coefficients may differ), or

e a product of one constant term and 2= — 1 coefficients of terms of degree 1.

3Four constant terms (after the first linear layer) are flipped by the second constant addition.
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From there, because the coefficients of highest-degree and sub-leading terms only
depend on the coefficients of highest-degree and sub-leading terms after the first linear
layer or after the second constant addition, we observe that only the first two constant
additions can influence them; the others can thus be omitted. The first addition occurs
just after initialization, flipping four unknown bits. Recovering those bits or their flipped
values being equivalent, we can omit the first addition (at the (null) cost of flipping four
recovered bits).

The situation for highest-degree terms is then completely cyclic, as stated in Property 3.

Property 3 (Rotation invariance). Let us consider the nonce-misuse scenario with the
first constant addition being omitted. Let us suppose that a,v* appears in the ANF of
the jth output coordinate of Row i at round ¢, and that wt(u) = 2!

Then, for any k € [0, 63], Bzv% appears in the ANF of the (j + k)th* output coordinate
of Row i at round ¢; where @; =1 <= wu;_; = 1 and (3 is built, based on «,, by shifting
all the indices of the variables by & modulo 64.

Finally, the second constant addition flips four constant terms after the first linear
layer. It can thus influence the coefficients of sub-leading terms. However, it is easy to
keep track of this influence, as we will see later.

4 Capacity-recovery attack against the full encryption

The attack we propose is made of three steps. All of the steps are based on the same
principle: targeting chosen cubes for their particular properties, and then, recovering
information about the capacity from the computation of the corresponding cube-sums.
However, depending on the stage, the properties we look for are different.

The choice of cubes in the first stage is independent from the capacity, unlike the two
remaining stages in which choices are made depending on the information we have already
recovered.

The attack we present is thus an adaptative chosen-plaintext attack against
nonce-misused ASCON.

4.1 First step: Recovering most of the bits a; and ¢;

In this first step, our goal is to recover most of the bits a; and e; by targeting cubes of
size 32. Those are the only bits present in the coefficients of any monomial of degree 32
(see Corollary 1).

To do so, following Li, Dong & Wang’s lead [LDW17], we mount a conditional cube
attack. In their paper, they look for cubes such that all the coefficients (in the output
coordinates) share a linear common divisor ¢ (only dependent on unknown variables):
fi = £f; for all i € [0,63].

Here, we focus on a slightly weaker property: we look for cubes such that all the
coefficients can be written as: f; = {1 F; ¢, + {2 F; ¢,, where £; and {3 are linear polynomials
(in unknown variables).

In order to find such cubes, we study the first two rounds of ASCON.

In the nonce-misuse setting and after one round, monomials of degree 1 (in public
variables) have different coefficients depending on the row they appear on: either a; & 1, 1,
e; or a; (see Table 4). After L; (the first linear layer), the situation is similar because py,
is applied row-wise. Proposition 2 follows immediately.

Proposition 2. Let us fir a pair of indices (ig,i1). Let us suppose that all v;,v;, present
in the ANF after Sa, are obtained through multiplications of some v;, present in the ANF

4The addition is computed modulo 64.
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after one round by some v;, coming only from Row j. Then, all the coefficients of
monomials v, v;, present in the ANF after 2 rounds share the only coefficient of v;, on
Row j after Ly as common divisor: either a;, ® 1, 1, e;, or a;,, depending on j.

The situation for highest-degree terms being completely cyclic in this setting (see
Proposition 3), we fix vy to play the role of v;, in Proposition 2. wvq is referred as the
primary variable.® We can now split the 63 remaining variables into five disjoint sets
81, 82, 83, 54, 852

1. &; contains the variables v; that are only multiplied by some vy which was present
on Row 0 after L;. If v; belongs to this set, all coefficients of all vov; (present®)
after Sy share ag ® 1 as a common divisor.

2. S, contains the variables v; that are only multiplied by some vy which was present
on Row 4 after L;. If v; belongs to this set, all coefficients of all vyv; (present) after
S5 share ag as a common divisor.

3. 83 contains the variables v; that are only multiplied by some vy which was present
on Row 3 after L. If v; belongs to this set, all coefficients of all vgv; (present) after
Sy share eg as a common divisor.

4. S, contains the v; that are not multiplied by any vy during Ss.

5. S5 contains the remaining variables, that is, the ones that, either are multiplied by
some vg coming only from Row 1, or by some vy coming from multiples rows.

In Table 5 are stored the sets S1, Sa, S3,S4,S5. The indices of the variables in each set
are deduced by shifting (modulo 64) the index of the primary variable by the offsets given.

Table 5: The sets S;.
Set | Size Offsets (relative to the primary variable)

S| 6 9,12, 18, 19, 21, 28
S, | b 7,24, 41, 43, 52
S; | b 17, 35, 40, 46, 55
s | 22 1, 4,5,6,8, 14, 15, 16, 26, 27, 30, 34,
37, 38, 48, 49, 50, 56, 58, 59, 60, 63
2,3, 10, 11, 13, 20, 22, 23, 25, 29, 31, 32, 33,
S5 | 25

36, 39, 42, 44, 45, 47, 51, 53, 54, 57, 61, 62

Now, in order to build a cube of size 32, 31 indices have to be chosen, as we already
selected vyg.

Proposition 3. Let 8’ be a subset of Sy US3 U Sy. Let f; be the coefficient associated

to the monomial M = [  wvj in the ith oulput coordinate after 6 rounds (i € [0, 63]).
je{ous’
Then, f; can be written as f; = (ao ® 1) fa,i + €ofe,i-

Proof. According to Corollary 1, a coefficient associated to a degree-32 monomial after
6 rounds can be seen as a sum of products of coefficients of degree-2 monomials after 2
rounds. For a coefficient associated to M, in each of these products, exactly one coefficient
of degree 2 corresponds to a coefficient associated to a term vgv; with i € S’ which was
present after 2 rounds. But according to the choice of variables, all the coefficients of terms
vov; with 7 € 8’ are either divisible by ag + 1 or eg. The result follows immediately. [

5Everything can be applied to another choice of primary variable by simply shifting all the indices.
6We can generalize by saying that ag @ 1 is a factor of all the coefficients of all vov;, not only the
non-null coefficients, as agp @ 1 also divides 0.
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Remarks 1.

1. With the same reasoning, we cannot find a cube of size 32 and guarantee that all the
coefficients share a common divisor. Indeed |S4 U S;| < 31 for any j € {1,2,3}.

2. Interestingly, this can however be done when looking at round-reduced initializations.
For example, cube C1(t), which is presented in Section 4 and in Table 7 of [LDW17],
have a linear factor which comes from such a choice of variables.

By changing the sets in which we choose the remaining variables, we obtain a similar
result.

Proposition 4. Let 8’ be a subset of So US3 U Ss. Let f; be the coefficient associated to

monomial M = [  v; in the ith output coordinate after 6 rounds. Then, f; can be
jEiO}US’ _

written as f; = agfai +eofei-

In AscoN, when computing a cube-sum, a cube-sum vector of size 64 is obtained.
It corresponds to the 64 cube-sums associated to a fixed monomial, for each output
coordinate. With a choice of cube corresponding to Proposition 3, we can sometimes
recover information about the capacity without having to compute the exact polynomial
expressions of the 64 coefficients. Indeed, if the corresponding cube-sum vector is not the
zero vector, then we are assured that ag @1 =1or eg = 1.

However in theory, without further studying f,, fe.; for all i € [0,63], we can only
use the aforementioned property.

But, in practice, we can learn a lot more from the value of the cube-sum vector. Indeed,
our experimental trials show that, when ag ® 1 = 1 or eg = 1, the cube-sum vector is
(almost) never all-zero. This means that a “practical reciprocal” can be used and thus
enables to recover information about the capacity more often than with the theoretical
argument only.

4.1.1 Choosing the cubes C; and C; and fixing our main assumptions

In order to mount the first stage of our attack and recover most of the bits a; and e;, we
only need two cubes, C; and Cs, respectively chosen according to Propositions 3 and 4.
In Table 7 we give the indices of the variables of the cubes C; and Cs.
It has to be observed that the choices of variables were not done in order to obtain
some particular results. Rather, it was done using the following algorithm.

1. Take the primary variable vyg.
2. Take the 22 variables of Sy.
3. Take the 5 variables of Ss.

4. Take the remaining 4 variables in S; for C; (resp in Sy for Cq) in ascending order.

Table 7: Cubes C; and Cs.

Primary

Cube | MO | s Sa Ss Su Ss

p 0 9, 12, . 17, 35, 40, 1, 4,5, 6,8, 14, 15, 16, 26, 27, 30, ]
18, 19 46, 55 34, 37, 38, 48, 49, 50, 56, 58, 59, 60, 63

s 0 i 7,24, | 17, 35, 40, 1, 4,5, 6,8, 14, 15, 16, 26, 27, 30, ]
41, 43 46, 55 34, 37, 38, 48, 49, 50, 56, 58, 59, 60, 63
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We did not study other choices of cubes, as those ones are enough to mount the first step
of our capacity-recovery attack. However, we do not expect other choices corresponding to
Proposition 3 or 4 to behave in a drastically different manner.

Now that C; and C, are fixed, and before explaining the first stage of our attack, we
state the assumptions under which the attack is based, present the experimental results
obtained and specify why those results underpin our hypotheses.

Assumption 1. Let us consider the nonce-misuse scenario. Let us suppose that the
cube-sum associated to the cube Cy (see Table 7) is the zero vector. Let us suppose that
we guess that ag @1 =0 and eg = 0. Then, the probability of making a wrong guess is
negligible.

Assumption 2. Let us consider the nonce-misuse scenario. Let us suppose that the
cube-sum associated to the cube Co (see Table 7) is the zero vector. Let us suppose that we
guess that ag = 0 and ey = 0. Then, the probability of making a wrong guess is negligible.

4.1.2 Underpinning our assumptions

In order to support our assumptions, we present and comment the experimental results we
obtained.

Observation 1. Let us consider the following experiment: take a random capacity, then
compute the cube-sum vector associated to the cube Cy.

If the cube-sum vector is all-zero, then guess that ag@®1 =0 and eg = 0. If the cube-sum
is not null, do not guess anything.

Our experiment gave the following results: 4000 capacities were tested. A guess was

made about %th of the time (1037/4000) and 100% of the guesses were actually right.

Observation 1 suggests that it is possible to detect each time that ag & 1 = 0 and
eo = 0. But, more importantly, it raises no false-detection under Assumption 1.
Observation 2 gives a similar result for the cube C,.

Observation 2. Let us consider the following experiment: take a random capacity, then
compute the cube-sum vector associated to the cube Cs.

If the cube-sum vector is all-zero, then guess that ag = 0 and eqg = 0. If the cube-sum
is not null, do not guess anything.

Our experiment gave the following results: 4000 capacities were tested. A guess was

made about ith of the time (1002/4000) and 100% of the guesses were actually right.

Without having access to the algebraic expression of any of the polynomials f, ;, fe.,
fa,i, fe,u it is hard (if not impossible) to guarantee that an all-zero cube-sum vector for
C; implies ap = 1 and ey = 0 (or ag = 0 and eg = 0 for C3). However, our experiments
show that an all-zero cube-sum vector has a really low probability of happening if ag =0
oreg=1 (or ap =1or ey =1 for C3). In Figure 7, we present the distribution of the
Hamming weights of the cube-sum vectors for random capacities, depending on the cube
tested and the actual values of the targeted bits of the capacity. We compare them to the
probability mass function of a binomial distribution with parameters n = 64, p = 0.5.

Overall, we observe, when the values of the bits are not the targeted values, that the
cube-sum is never all-zero. More importantly, we observe that the distributions of the
Hamming weights of the vectors, when (ag, eg) is not equal to the targeted pair of values,
behave as the distribution of the Hamming weights of random vectors: they seem to follow
a binomial distribution with parameters n = 64, p = 0.5. In particular, they have an
average around half of the size of the vector, namely, 32 and a low variance around it. The
observation of these bell-shaped plots is actually due to another observation made on the
batches of cube-sum vectors.
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Figure 7: Distribution of the Hamming weight of cube-sum vectors for C; (left) and Co
(right) depending on the values of ag/eg, for 4000 capacities chosen uniformly at random.

Observation 3. Let us consider the experiments described in Observations 1. Let us
suppose that (ag,eq) # (1,0). Then, the probability of each bit of the vector to be set is
about %.

Observation 4. Let us consider the experiments described in Observations 2. Let us
suppose that (ag,eq) # (0,0). Then, the probability of each bit of the vector to be set is
about L.

2

Figure 8 illustrates Observations 3 and 4.
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Figure 8 Number of times each coefficient (on the output row) associated to cubes C;
(left) and Cy (right) is equal to 1, depending on the values of ag/eg, for 4000 capacities
chosen uniformly at random.

Thus, for a fixed cube C; or Cs, in each of the three cases in which no guess can be
made, each coefficient looks balanced. In other words, fq,i, fe.i and fo; + fe: (resp. faJ,
feﬂ- and fa,i + fel) look balanced.

When no guess is supposed to be made, if the Hamming weight of the cube-sum vector
was able to take any extreme value with a relatively high probability, we feel that we would
have been able to observe it. It was not the case. As the capacities were picked uniformly
at random for our experiments, we expect this survey to be quite representative of the
overall situation, and from this, Assumptions 1 and 2 are made.
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4.1.3 Mounting the first stage of the attack

From an adversary’s point of view, combining Observations 1 and 2 under Assumptions 1
and 2 enables to recover, 1 or 2 bits of the capacity, depending on their values, through
the following method.

1. First, compute the cube-sum vector associated to Ci. If ag = 1 and ey = 0, then the
cube-sum will be the zero vector and the guess made will be right. Otherwise, if
(a0, e0) # (1,0), the cube-sum will not be all-zero and no wrong guess will be made,
according to Assumption 1.

2. First, compute the cube-sum vector associated to Cs. If ag = 0 and ey = 0, then the
cube-sum will be the zero vector and the guess made will be right. Otherwise, if
(a0, e0) # (0,0), the cube-sum will not be all-zero and no wrong guess will be made,
according to Assumption 2.

3. Finally, if both cube-sums are distinct from the zero vector, guess that ey = 1. This
guess is always, and under no assumption, right.

In the end, at the cost of at most 2 cube-sums of size 32, an adversary can make
a guess on the value of ey or guesses on the values of ag and ey and he will be, under
Assumptions 1 and 2, always right.

The index of the recovered bits is subject to the choice of the primary variable, but
according to the cyclic behavior of highest-degree terms (see Proposition 3), everything we
just explained remains identical if we choose another primary variable. Under assumptions
adapted from Assumptions 1 and 2 for all the other choices of primary variable, an
adversary can thus guess, with no error, all the bits e; and, in average, half of the bits a;.

Overall, for a cost of 64 x 2 = 128 cube-sums of degree 32, we can expect to recover no
fewer than 64 bits and up to 128 bits without making any wrong guesses. The worst case
happens when e; = 1 for all ¢ € [[0,63], whereas the best case happens when e; = 0 for all
i € [0,63]. This translates to a cost majored by 128 x 232 = 239 both in time and data,
and a negligible cost in memory.

4.2 Recovering the remaining a;

During the first phase, we manage to recover most of the bits a; and e;. But, in order for
the next stage to work properly, it is necessary to recover some of the not-yet-recovered
values of a;, that is, the values of a; in columns in which e; = 1.

To do so, we mount a cube-like attack by targeting cubes of size 32. Contrary to the
first step, the choices of cubes here depend on the capacity. So, this stage is adaptative.

Here, the choice of the cubes follows a simple and unique rule: at least one of the
indices of the chosen cubes needs to be the index of an unknown a;.

Once a cube C' is chosen, the polynomial expressions of the associated coefficients are
computed. Contrary to the first stage, the knowledge of most of the bits of a and e enables
us to lower the difficulty of recovering the expressions, which seemed impossible before.

For example, it can be done by initializing a state after S; with the necessary variables
v;, a; and the necessary values of the already-recovered a;, e;. The computation is then
done by keeping, after each round, only the highest-degree terms which divide C, as they
are the only ones able to influence the coeflicients associated to C'. Also, only the quadratic
part of the S-box (the quadratic terms of the S-box) are necessary, as the linear terms of
the S-box do not enable the maximal (and necessary) growth of the degree in each round.

This recovery method can be considered as an implemented version of the Partial
Polynomial Multiplication method introduced by Rohit et al. [RHSS21].

Once the coefficients are recovered, the cube-sum vector can be computed, and then,
the system of equations can be established and solved.
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A trade-off between time and memory used offline (coefficients recovery, solving of
the system) and data used online to compute the cube-sum is possible. Indeed, when
choosing a cube, the more unknowns there are, the less cubes will be necessary to recover
the remaining a;, as they are thus recovered by groups. However, when the number of
unknowns grows, the expressions of the coefficients becomes more intricate: the number of
terms grows (see Proposition 5) making the recovery last longer and more costly in term
of memory. Moreover the degrees of the coefficients also increase as they are obviously
upper-bounded by the number of unknowns. Both phenomena have a tendency of making
the solving of the system harder.

In our experiments, we tried to limit the number of unknowns variables to 4 or 5. In
these cases, the recovery of the expression of a coefficient is fast (a few seconds on a laptop)
and does not require too much RAM (16-Go RAM laptop). With 4 or 5 unknowns, it
even seems that the systems are quickly solved and can be solved without using (and thus
computing) all of the 64 polynomials.

However, these costs are subjected to the Hamming weight of e: if e has a low Hamming
weight, a lot of unknown variables have to be used, because not enough variables were
recovered during the first stage. Nevertheless, the probability of having a vector e of
Hamming weight greater than or equal to 23 (meaning being able to use 32 — 23 = 9

64
unknown variables or less) is high: 2764 ( > (6i4)> ~ 0.992. In more than 91% of the
i=23
cases b unknowns can be used. Furthermore, choosing the cubes at this stage, one after the

other, enables to use the bits recovered at the very moment and thus lowers the difficulty
of finding the next ones.

This enables the recovery of the remaining a; at the online cost of less than 64 cube-sum
computations of degree-32 cubes.

It can happen that the very last bits of a are hard to recover because finding non-
constant coefficients is harder when most of the bits are known. If it is the case, they can
remain unknown for the moment as only a few values of a; when e; = 1 are necessary for
the next stage to work properly. The remaining unknown values would then be recovered
during the third step, together with the bits of b and c.

4.3 Recovering most of the bits b; and ¢; for all 2

Reaching the third step, we expect that all the bits e; are recovered, as well as almost
all a;. We now focus on recovering bits b; and ¢; for all . When e; is known, because
e; = ¢; @ d; ® 1, it is sufficient to recover ¢; in order to recover both ¢; and d;.

In order to recover all the bits of b and ¢, we mount a cube-like attack by targeting
sub-leading cubes of size 31. This stage is also adaptative and depends on the
capacity.

According to Corollary 2, a coefficient of a degree-31 monomial after 6 rounds can be
seen as a sum of products, each product depending on coefficients of degree-1 terms after
one round and sometimes on constant terms after the second constant addition. But, all
the coefficients of degree-1 terms after one round depend only on variables a;, e;. Choosing
variables v; such that all the corresponding values of a;, e; are known enables to look at
the corresponding coefficients of degree-1 terms as constant coefficients. Corollary 2 can
then be simplified.

Corollary 3. Let a,, be the coefficient of v* in any output coordinate after round t. Let
us suppose that wt(u) = 2=1 — 1. Moreover, let us suppose that a; and e; are known for
all i such that u; = 1. Then, a, can be viewed as a sum, each term of the sum having one
of the following forms:

e a 0 or 1 constant, if the term corresponds to a former product of 2'=1 coefficients of
terms of degree 1, or
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e a quadratic polynomial in b;, c;, byc; for alli € [0,63] (and possibly some a;, a;b;, a;c;
for the few values of i for which a; is still unknown) if the term corresponds to a
former product of one constant term and 2871 — 1 coefficients of terms of degree 1
after the second constant addition.

The second point of Corollary 3 comes from the expressions of the constant terms in
the ANF after the first S-box layer (see Table 4), once d; is expressed in terms of variable
¢; and the known value of e;.

From there, we observe, when a cube of size 31 is chosen such that all the corresponding
a; and e; are known, that the coefficients will be at most quadratic. Moreover, their
polynomial expressions will be simple: if all the values of a; were recovered during the
previous stage, they will depend on up to 128 linear terms and 64 quadratic terms. If r
values of a; remain unknown at this stage, the polynomials will depend on up to 128 4+ r
linear terms and 64 + 2r quadratic terms.

In order to avoid constant coeficients, the only constraint is to select among the cube
variables, at least one v; such that e; = 1, because of Proposition 5.

Proposition 5. Let us consider the nonce-misuse scenario. Let v* be a monomial of
degree 16 in public variables. Let v, be a coefficient associated to v in any coordinate
after 5 rounds. Then, each product (Corollary 1) appearing in the algebraic expression of
ay, has at least one variable e; (with i such that uw; = 1) as divisor.

Proof. This can be proven by keeping track, round after round, of the coordinates in which
all coefficients associated to highest-degree monomials which divide v*, have the searched
property. We thus obtain Table 8. O

Table 8: Bounds on the number of e; variables appearing in each product (Corollary 1) of
the coefficient of any 2~!-degree monomial at round ¢.
[Round [1] 2 [ 3 [ 4[5 ] 6 |

Row rg | O 0 1-2 | 1-4 | 1-7 | 2-13
Rownry |0 | 1 1-2 | 0-3 | 1-6 | 3-15
Row ry | x 1 0-1 121 37| 315
Rowrg | 1]0-1]0-11] 13| 28] 2-15
Rowry | O 0 1 2-4 | 1-7 | 2-13

When choosing C, if all indices are associated to zero bits of e, then, after 5 rounds, all
the coefficients associated to degree-16 monomials dividing C will be zero. Thus all the
coefficients of C' after 6 rounds will be constant. If it is not the case, it is expected that
some of the products of the coefficients will not be constant, and thus it is expected that
some of the coefficients will not be constant. The number of bits set to 1 in e associated
to the chosen cube variables influences the offline cost: if the number of indices associated
to bits set to 1 in e is small, then the recovery of the expressions is fast because only a
small amount of the products will not be equal to zero. On the contrary, if this number is
high, then the amount of non-zero products is higher, the intermediate coefficients are less
sparse, the recovered expressions tend to be more independent, and they thus enable the
recovery of more information.

In the end, at least 128 equations are needed to recover the 128 bits of b and ¢, so at
least two sets of 64 coefficients and two cube-sums of size 31 have to be computed. Indeed,
contrary to the case of 32-degree coefficients, the dependency of 31-degree coefficients is
not only limited to variables b;, ¢; for ¢ such that u; = 1. This is because, through the
first linear layer, constant terms are shuffled (contrary to terms of degree 1 which are only
copied in other coordinates).
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From our experiments, using about 5 to 10 cubes is enough to decrease the number of
unknown bits from 128 to less than 10.

4.4 Finalizing the recovery

When the three steps are done, a small number of unknown capacity bits is expected to
remain. They can be recovered through an exhaustive search.

In the end, the complexity of the attack is dominated by the cost of the cube-sums of
degree-32 monomials, that is, by (128 + 64)232 ~ 27-6+32 < 240 hoth in time and data.

5 Conclusion

To the best of our knowledge, this document presents the first state-recovery attack on the
full 6-round encryption of ASCON, under the assumption that a key-nonce pair is reused
many times. The main technique we use is our new way of searching for conditional cubes.
It is based on the splitting of the pool of public variables, depending on the structure of
their coefficients after two rounds. Moreover, this method gives a new point of view on
previous choices of conditional cubes for ASCON, such as the cube C4(t) in the work of Li,
Dong & Wang [LDW17].

The first step of our approach enables the recovery of 64 to 128 bits of the internal
state. Thanks to this knowledge, the computation of the previously-inaccessible part of
the ANF is now possible. The recovery of the remaining bits thus follows.

Overall, our adaptative chosen-plaintexts attack can recover the full capacity, that
is, 256 unknown bits, with an online time and data complexity lower than 24°. In order
to speed-up the adaptative offline choices, or lower the cost in data, some trade-off were
presented in this paper.

Our attack works: we have implemented it and it indeed successfully returns the secret
capacity bits with the expected complexity.

It is already known that the nonce-misuse scenario enables the recovery of any plaintext
at the cost of an adapted query for each block that needs decrypting [VV18]. In our attack,
once the inner-state has been recovered, an adversary can recover all the next plaintexts
from the ciphertexts, without any further interaction with the encryption oracle.

Nevertheless, this result does not go against the claims made by the authors of
Ascon [DEMS19], nor does it unsettle the confidence gained through the previous studies,
as it is clearly stipulated in the specifications that the nonce must not be “repeated for
two encryptions under the same key”.

However, we believe that such attacks can be interesting because implementation errors
cannot be completely ruled out.

Finally, we would like to mention possible counter-measures against this kind of recovery
based on cube-attack. For example, by adding one more round to the permutation while
processing the associated data and encrypting the plaintext blocks, it becomes much more
complex to recover information. Indeed in the nonce-misuse scenario, and after seven
rounds, only a single highest-degree term could be exploited with a cost in data of 264,
reaching the limitation given by the authors for nonce-respecting scenarios.
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