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Challenges: Security Assets ECE | Florida
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Asset: A resource of value worth protecting from an adversary

Security Assets in SoCs: PTG
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Challenges: Vulnerabilities - Growing ECE | Florida
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»  Fault Injection »  Plundervolt Architecture

»  Privilege Escalation »  Access Control s — - Z—
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Cracking
People: the weakest link!
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* Protect against untrusted
foundry

 Address IP piracy
* Physical Locking

* Protect crypto cores
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Chip Backside Is A New Backdoor ECE | Florida
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- Device under Test (DUT): Xilinx Kintex 7 development board
Chip’s technology: 28 nm
No chip preparation (e.g., depackaging, silicon polishing, etc.) ] ]
. Optical Setup: Hamamatsu PHEMOS-1000 * Non-invasive

Laser wavelength: 1.3 um * No Footprint
Laser spot size: >1 um

 Non-destructive




Localizing the Configuration Logic ECE | Florida
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Xilinx Kintex 7 in flip-chip package Image acquisition with a infra-red laser
scanning microscope

Tajik, S., Lohrke, H., Seifert, J. P., & Boit, C. "On the Power of Optical Contactless Probing: Attacking Bitstream Encryption of FPGAs," In Proceedings of the 2017 ACM SIGSAC Conference on Computer and Communications Security.



Localizing Decryption Engine ECE | Florida
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Random Logic

Locations in AES output port
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